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1. HEFEHERIA Introduction

1.1 ¥R Overview

RINCA, FRERIINT 7 55 %2k 8 A R A 7 (Shenzhen Digital Certificate
Authority Center Co., Ltd., JEXfiHR “SZCA™), FALT20004E8H . HIICA T 200648 F
I B AR E A E R AR (L AIE RS B RS VFRTIEY, FFT20074E10 H 3K
RS B AR 1 CRFIERRS VERTIE) s FLF-20104E 11 H @ i B 5 300 & L w7
BU% HLFUEARSS G804, 20124l AR %, A0S 7 BLSS . PAE RGHT
WIEARS 2. B IR MRS 98 i b T 00 i

SZCALIRIEATAR RUE-P 5% (SZCA Global Trust Certificate Certificate Policy, AN fii
FRCARCP™), S FIE EFoef 7] — 28 LA A ) 22 4 75 R 1 3 A B/ 7 FH 288 TR P 3 FH A1 0 25
MRS, TR SZCARIEEIE B G, FEER, KIEBEEHE . maSIED
IS RS HoR SEHEDR, NSZCARIE AERETIR R T 2K IR 5%
MR ARG ARG IR . SZCAL T/ K M HAb s FIEIRSVEEI S 53, M
1ZHRCPS M CPIEAT IRLSE . EATUE TSI 7038 . B A E AT AR XI5 30

ARCPIENE CAB GEBHUL SHE) IR A ERHRA K (A AAEIEBSRE
PRERZREIR ) (AUIDAEAZUE AR A BRIRZR R ) . (EVIE TS KA E IR FUHEN) . (EV
PRABZEAAAUE -2 KA B FUEN ) . Adobe FR&GE 2 F] KA I BOHTICAAATL (Adobe TAF]
FEATSIZR) BIRORER, FFERFC3647 (TLERMIXS509 2 BHHEA 1 fti-1iE 5 S g AIE 15 Mk 55
FEEIHESEY Kb [ B K AR GB/T26855-2011 ({5 B2 AHA AP iF 15 5% 5\
IR 55 7 HIHESE) HSE o ARCPAIU™ ML RSZCANNL 4T3, FRPEEH TAT/ . K
W7 KA T AEESI S 507 IE AR &) .

SZCAWE MR R
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SZCA H i SZCA ROOT CA (RSA) FISZCA SM2 ROOT CA (SM2) 2 M HRIET, SZCA
AR AMB AR CAIE TS

1.SZCAROOT CA

SZCAROOT CA [MNEIENRSA, FHKE N 4096 bits, X8 MNHZ CA IET, Hr:

(1)SZCAEV SSL CA , Z4HK N 4096 bits, 25k 2 4H K FE ARSA 2048 bits. 3072 bits -

4096 bitsfIEV SSLAR S 28 25F 3,

(2)SZCA OV SSL CA , ZHHKE N 4096 bits, 25K B 4K F NRSA 2048 bits. 3072 bits -

4096 bitsfHJOV SSLIR S 28 2KiF 155

(3)SZCA DV SSL CA , KA 4096 bits, 25K 240K B HRSA 2048 bits 3072 bits -

4096 bitsf\IDV SSLAR 5% 28 25F 55

(4) SZCA EV CodeSigning CA , KN 4096 bits, 25K ZEHKENRSA 3072 bits.

4096 bits I EVACIL 2 4 1FE 1S

(5) SZCA CodeSigning CA , #HKE N 4096 bits, 2K % HKE AHRSA 3072 bits. 4096
bits RARAGE 2IE 155

(6) SZCA Secure E-Mail CA , 5K E N 4096 bits, 25K 4K AHRSA 2048 bits. 3072

bits « 4096 bits¥] BT A4 2EE

(7) SZCA Overseas CA , 5K EE A 4096 bits, 25k 3 4H K IRSA 2048 bits 3072 bits-

4096 bitsFIFEEE N NUETS . HUIETS . W& IE 1

(8)SZCA Business CA , ZZ5HKF K 4096 bits, 25 & 225K IRSA 2048 bits. 3072 bits -

4096 bitsHML 55N NIEF . HUGIES . W&IES.
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2.SZCA SM2 ROOT CA

SZCA SM2 ROOT CAEENSM2, T %6 N CAE+ :

(1) SZCASM2 EV SSL CA, ZKkSM2HEVERIEV SSLAR S #5251 1,

(2) SZCASM2 OV SSL CA, 2Kk SM2EIEIFIOV SSLAR 55 28 J51E 155

(3) SZCASM2 DV SSL CA, 2k SM2EIEIFIDV SSLAR 55 #8 J51E 175

(4) SZCA SM2 Secure E-mail SSL CA, %% SM2E 2 (1) B - B4 240F 34

(5) SZCA SM2 Overseas CA, &K SM2EEFIEEEIAN NAIEP . HIREER . W&IED;

(6) SZCA SM2 Business CA, &K SM2EEFNE SN NIED . HUIEH . BAiER.

Shenzhen Digital Certificate Authority Center Co., Ltd. (hereinafter referred to as “SZCA™)
was founded in August 2000. SZCA has passed the examination in August 2006 and obtained the
Permit for Use of Cipher Codes for Electronic Certification Services issued by the State
Cryptography Administration (SCA), and obtained the Permit for Electronic Certification Services
issued by the former Ministry of Information Industry in October 2007; and has passed the
assessment of e-government electronic certification service capability of the State Cryptography
Administration in November 2010 and passed the review of the Ministry of Health in 2012, and
obtained the electronic certification service qualifications for e-government and health system

respectively. The above service qualifications are still within the validity period.

The SZCA Global-Trust System Certificate Policy (hereinafter referred to as the “CP")are
the set of rules regulating the application of certificates to one type of entities and/or usages of
same security needs,which will guide SZCA to formulate the business, technical and legal
requirements and specifications of the SZCA certification services activities,including certificate

application,approval and issuance,and certicate or certificate keys renewal and revocation,and

3
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provide the basis and foundation of norms for SZCA to make all kinds of global trust CPS.And
SZCA ,subscribers ,relying parties and other participants of certification services activities shall
depend on the CPS and CP to decide whether and how to apply the certificate,utilize the certificate

and rely on the certificate,and ect.

The CP complies with the latest version of the Baseline Requirements for the Issuance and
Management of Publicly-Trusted Certificates, the Baseline Requirements for the Issuance and
Management of Code Signing Certificates, the Guidelines for the Issuance and Management of EV
Certificates, the Guidelines for the Issuance and Management of EV Code Signing Certificates
published by CA/B (Certificate Authority and Browser) Forum, the technical requirements in the
latest version of the Adobe Approved Trusted List (AATL) published by Adobe Systems
Incorporated,meets the requirements of RFC3647 Internet X.509 Public Key
Infrastructure-Certificate Policy and Certification practices Framework and China national
standard GB/T 26588-2011 Information Security Technology-Public Key Infrastructure-Certificate
Policy and Certification Practice Statement Framework.Not only the SZCA’s certification services
and business operations are bound by the CP, but also the related behaviors regarding on cerficates

of subscribers,relying parties and other parpartipants of in electronic certification activities.

SZCA certificate structure system:

SZCA currently has two root certificates: SZCA ROOT CA (RSA) and SZCA SM2 ROOT

CA (SM2), and SZCA does not issue any external subordinate CA certificate.

1. SZCAROOT CA

SZCA ROOT CA adopts RSA algorithm with a key length of 4096 bits, and includes eight

subordinate CA certificates, in which:

(1) SZCA EV SSL CA with a key length of 4096 bits is used to issue EV SSL server certificates
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with a key length of RSA 2048 bits, 3072 bits and 4096 bits;

(2) SZCA OV SSL CA with a key length of 4096 bits is used to issue OV SSL server certificates

with a key length of RSA 2048 bits, 3072 bits and 4096 bits;

(3) SZCA DV SSL CA with a key length of 4096 bits is used to issue DV SSL server certificates

with a key length of RSA 2048 bits, 3072 bits and 4096 bits;

(4) SZCA EV CodeSigning CA with a key length of 4096 bits is used to issue EV code signing

certificates with a key length of RSA 3072 bits and 4096 bits;

(5) SZCA CodeSigning CA with a key length of 4096 bits is used to issue code signing certificates

with a key length of RSA 3072 bits and 4096 bits;

(6) SZCA Secure E-Mail CA with a key length of 4096 bits is used to issue email certificates with

a key length of RSA 2048 bits, 3072 bits and 4096 bits;

(7) SZCA Overseas CA with a key length of 4096 bits is used to issue cross-border personal
certificates, organization certificates and equipment certificates with a key length of RSA 2048

bits, 3072 bits and 4096 bits;

(8) SZCA Business CA with a key length of 4096 bits is used to issue business personal
certificates, organization certificates and equipment certificates with a key length of RSA 2048

bits, 3072 bits and 4096 bits.

2. SZCA SM2 ROOT CA

SZCA SM2 ROOT CA adopts SM2 algorithm, and includes six subordinate CA certificates:

(1) SZCA SM2 EV SSL CA is used to issue EV SSL server certificates of SM2 algorithm;
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(2) SZCA SM2 OV SSL CA is used to issue OV SSL server certificates of SM2 algorithm;
(3) SZCA SM2 DV SSL CA is used to issue DV SSL server certificates of SM2 algorithm;
(4) SZCA SM2 Secure E-mail SSL CA is used to issue email certificates of SM2 algorithm;

(5) SZCA SM2 Overseas CA is used to issue cross-border personal certificates, organization

certificates and equipment certificates of SM2 algorithm;

(6) SZCA SM2 Business CA is used to issue business personal certificates, organization

certificates and equipment certificates of SM2 algorithm.

1.2 XL 5 #iR Document Name and Identification

A CP AN GARIN CA EEREAEMRIUEFI5KNS ), L X FKY Shenzhen CA Global Trust
Certificate Policy, @#k SZCA CP. A CP.
The name of the CP is the Shenzhen CA Global-Trust System Certificate Polciy(SZCA CP for

short).

1.3 BFINIEE3IZ 53 PKI Participants

1.3.1 HFIAERSHLH Certification Authorities

SZCA, fENEEE =T FINERSHL, FonEA%A. . MEFIEEH,
FMHER M. IEBERA R CORIEBREIZIRBCRL) KA« UE-5ug 6] 2 & Ak

As a legal third-party electronic certification authority, SZCA is responsible for certificate
management including certificate issuance, renewal and revocation , certificate status information
services, release of certificate blacklist (also known as certificate revocation list or CRL), and

certificate policy formulation, etc.
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1.3.2 ML Registration Authorities

SZCAWJEMHLF (Registration Authority, fijFX “RA”™) F 531l FUEPBHIHIEZHE ., &
(EFEEMFRR G %R R, J2ASZCAIERIZAUG KNS5 WM, AFEIEHIE M
it (RA). IERAMSZEE i (LRA) %5,

Registration Authority of SZCA (hereinafter referred to as the “RA”) is responsible for the
acceptance, review (including identification and authentication) and management of certificate
applications for subscribers, and is a business branch duly authorized by SZCA, including the

Certificate Registration Authority (RA), Certificate Local Registration Authority (LRA), etc.

1.3.3 1T /P Subscribers

WP RARR SZCA HIFIETRMISeR, HEH ML P . IEH AR SIEE B9
AUSIEAR, AR SER BN 2L AR AE it b g Bkt R 5% A BT T 22 Al A I HA B %

A subscriber is an entity that applies certificates to SZCA and can be an individual or an
organization. The subject of the certificate is the entity which the certificate is bound to, including
infrastructure components such as routers, firewalls, servers or other equipment for secure

communication.

1.3.4 /K375 Relying Parties

AT RAREI TR B A e AR S S (RIS B0 A B A
AT RIRSENE, IFRICEAT WSS B I SEAR . ARMUT T AT . AT DA

A relying party is the entity that acts on the authenticity of relevant facts (including identity
and information data) and the behavior proven by the certificate or its electronic signature. The

relying party may or may not be a subscriber.
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1.3.5 HAthZ 53 Other Participants

FA 2 52 480 SZCA 1 Hh T B LR SR 55 (3L A S
Other participants refer to other entities that provide relevant services for SZCA's electronic

certification activities.

1.4 iEF5 M H] Certificate Usage

1.4.1 & & WHUEF N Appropriate Certificate Uses

SZCA W FUEF A DU 2 B AE T I0SS . BT i 45 S H At At A is 3, DASIIi &
BrNIE L2540 RSO s 55 E IV, () It R FLER ) A5 AR X7 5 4 (1 ik
AN AR AE B e B AR

WP AT DRI SRR 22, [ 5P e SR AR B 5 RE 2R, ANFERIE R A A
[7] F*) S FH

SZCA's subscriber certificate can be widely applied in e-government, e-commerce and other
social activities to achieve the purposes of identity authentication, electronic signature, key data
encryption, etc., as well as to ensure the validity and authenticity of the identities of both parties

transferring information on the Internet and the integrity and confidentiality of the information.

Subscribers can independently judge and decide to adopt appropriate certificate types

according to actual needs, and different certificates have different application scopes.

1.4.2 PR ZZEIERIEHS M A Restricted and Prohibited

Certificate Uses

SZCAZE R IIE-FR R B TARAT i S [ 50E A IR X 2 e e, thARE
MFSZCA ST P AE RE-B AR N RG], 750 i it s AvE A A R diT B AT A&H
B FAUEPHR BERLH THIEH AR I AR S G & I I&, 3T P IEAS I 3 9 VAR
8
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W R AT 1 IR SR - R T IR ] (R0 PR BGR TRL I BRAE, n 2R 2 505 AN sy
FHIRLY5E HHIEB R A CPIRE IS FHTE R, A SZACPRILR T

UEF AR TP P s Iy o W28 VE B s AR IR R AT 00, WASR T AR AE A
A8 BEE AL B SR R

SEAh, AEBAREH T ATEM T WAEH T E A i fil s, B 1%
RUTIRWHI &, s R ERIE . BUR WL SATEGE IR RS, 2 P Al ] R4 4
FEH RGP, EOVERAEM AT B REOET . N R0 E 8™ B RIS RIR .

The certificate issued by SZCA is forbidden to be used for any violation of national laws and
regulations or damage to national security, nor shall it be applied to the prohibited application scope
for certificates agreed between SZCA and the subscribers, otherwise the legal consequences
incurred thereby shall be borne by the subscribers.

the certificates are prohibited from being used for phishing attacks,fraudulent websites or
other malicious criminal activities ,and releasing a program that contains or is suspected to contain
malware.

Various certificates can only be applied to the appropriate use of the subject identity
represented by them, and the key use of the subscriber certificate is limited in the certificate
extensions. However, based on that the validity of extension limit depends on the application
software,if the participant does not comply with the relevant agreements, and its certificate
application exceeds the application scope limited by the CP, it will not be protected by the CP.

In addition, the certificate is not designed, intended, or authorized to be used for control
equipment in hazardous environments, or for occasions where failure prevention is required, such as
operation of nuclear equipment, navigation or communication systems of spacecraft, air traffic
control systems or weapon control systems, as any failure of them may result in death, personal

injury or serious environmental damage.
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1.5 SREEREF Policy Administration

1.5.1 KGR EEN M Organization Administering the

Document

PRAEHH VLT, SZCATRE “SZCA-CPSIRIG K JE/NA” FBiCPIIL . VEME . 4
PANE . “SZCA-CPSHME A /N B AFIES N AREARN AR, 5TACPHI HH
R AR AR, R BT R T RANCP LA R SRR B ) i) A

According to relevant laws, SZCA designates the SZCA-CPS Policy Development Team to
be responsible for the draft, registration, maintenance and update of CP. The SZCA-CPS Policy
Development Team consists of legal and technical personnel of the Company, who are responsible
for the daily management and maintenance of the CP, including general amendment, and

consultation on the CP and related documents.

1.5.2 BX& A Contact Person

A4 6 CP I @il BERSE, 15 “SZCA-CPS SIS KR/ BER:

AT RN TR 45 22 A UE A AT PR A W] SZCA-CPS SRg K /N

Hi1h: 0755-26588399

R H: 0755-8615 6366

HFHRF: cps@szca.com

R 2y ik RN R Ll X v BRI Al 8 45 301 % [518057].

Please contact the SZCA-CPS Policy Development Team in case of any questions,
suggestions or doubts related to the CP:

Department: SZCA-CPS Policy Development Team of Shenzhen Digital Certificate
Authority Center Co., Ltd.

Tel.: 0755-26588399

10
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Fax: 0755-8615 6366
Email: cps@szca.com
Mailing address: Room 301, Building 8, Shenzhen Software Park, Gaoxin Second Middle

Road, Nanshan District, Shenzhen [518057].

1.5.3 E CP FF&EMAIVLMAE Organization Determining

CP Suitability for the Policy

“SZCAIZE ZAE B/ ZHHCP (WE A RATTARMIICP) . RECPEETT

B0 UE A5 HEWE ) e i RN s HISZCARZE HEN B, D BOR N SURTE LB 1] 2 A o

The SZCA Operational Safety Management Team is the highest decision-making body to
approve the CP (including all versions of all types of CP) and determine whether the CP is in
comformity with the corresponding certificate policy; and it consists of SZCA senior manager,

core technical personnel and legal counsel.

1.5.4 CP #it#EF2 % CP Approval Procedures

“SZCA-CPSHMG K J&/NAL” 1 SUR FAMMEIT CPIE T 184 (BCPIZIT W), IFIER
IS ANE W, LR IESOE R —BUE WG L I H AR, I SO AR 5 T e

Mo

“SZCA-CPSIEIE K E/NH” AT Efae sl “SZCAIBE wa&EH/NA” . &%/
Ao aad fa, T X ANRATCP. RAGIE RN AT AR, BFEEABR T W _E A A6 A A
2P AL S EXN RS . AT TAEH “SZCA-CPSENS & B /NA” WA &R T5E /K, I

¥ “SZCAIZE %A I/ WS I CP LT RAF Y -

A CP RFERMDBIT. W — IR, IFg ERREFP ISt FRIFRAT L. WA
ozl MESERRA S . SRR A A AR R (] R BT IR .

11
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CPA I RAGHESZCA K E W https:www.szca.com, B i HoA 7 = g 3t

The SZCA-CPS Policy Development Team is responsible for drafting and revising the CP to
form a discussion draft (or CP revision), soliciting the comments of the heads of various
departments, forming a draft for review after discussion and amendment, and finalizing the text

format and version number.

The SZCA-CPS Policy Development Team is responsible for submitting the final draft to the
SZCA Operational Security Management Team for review. The CP shall not be published until it
is reviewed and approved by the SZCA Operational Security Management Team. The CP shall be
published in the form in accordance with industry standards, including but not limited to online
publication and written submission to customers or partners. The SZCA-CPS Policy Development
Team will complete CP publication in coordination with relevant departments, and archive the
approval opinoins of the "SZCA Operational Security Management Team" and the CP electronic

version.

The CP is revised and updated at least once a year and then submitted for approval, filing and
publication for implementation in accordance with the above procedures. If there is no change,
SZCA will progressively increase the version number, and update the release time, effective time

and revision history.

CP is publicly published on SZCA's website https:www.szca.com or otherwise provided to

users.

1.6 & X F45E Definitions and Acronyms

RLI-EXSHE

12
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HL P IIE R S5 AT P ES . BERAPHES . EEIER BN =70 .
TEMHLA RAMAT ™, 52T MR ST AR 23T 7 IICANL
W MBI HE . A BE
By et LCAR TR WS HTIEB A S ATHE B AT E R
T
DA B IEFS I SEAK
AR5 BT XHIE B BT 2 S BN A RGBS
HLFAEY 55 FTCANVXFIESS S P55 0 4z i J S0 ) B s 23 1) VG4
F/CPS VG S A LR A B, AR VAESOR . FETHE. ELS55E
Z IR -

ES A (fF

MRECTAETS AL L, RACAZE A AILEIETS A RO e 96 145 1 41

&) B3/ MR AHEZCAVREAERIEB RIS
CRL
TELAUEFIRES BESEm AW, R EBFIE R RRESE R
#MX/OCSP
LDAP BEREHFVING, AT, FEETUET BT R
VB
N S E RN R, ATATE IR T IR O A
EREF RS . NITEH PR Hs ST R0 SR A5 BT I,
TS L AL I HEAT A
A gmfrssE RN R R RE RS, TR T RIESR T4,
IRAIRHEIZ ST 2, O I R 223 B 86 1 SCA B S AT A5
SZCA DRI L7 55 ZAE 8 A IR A R (Shenzhen Certificate
Authority)
CPSHME K /N HISZCAMEAR I 7 STCPS Il . 21T, HH4Ey a2 S &l 4

13
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SZCAIBE &4 FH SZCAATA [ 51 5T SZCA I CPS/CPAZHE J Wi B HAhAT 4141
/N
SZCABYE B 71 DT CAICP. WEBUMICAE I R, WiEd ihidx, B
CPSHATHIA (L. KIAL.
SZCAR G B 5y T, BCEMYES CARGIBRENE 298, K& CAIRS &=HIA
AR A A, KA.
SZCAFA I PR NEFS FFE IR E 2
SZCA® % i BT A LA HEE B
SZCAME il 51 F BT E S B IR
SSLiE-f e S B A R AR A B TR B IR AR 1 A B
2R IUETS o
ARIG 44 UEFS SRISTF R RS KA B AT INIE G2 R e, W
NAT RIS HATEES, REEAIDI e 8, Bt
LIV B UEB F LRI, T bR R P AR, AR
AT PR SAy HA SRR U EEI TR
PKI WNEHFERE B (Public Key Infrastructure) .
PKCS NSRS FRE (Public Key Cryptography Standard).

Table 1.1 - Definitions and Acronyms

Certification A third-party organization responsible for subscriber identity

Authority/CA authentication, issuance of public key certificates and management of
certificate keys.

Registration RA accepts subscriber application materials, reviews subscriber

Authority/RA materials, and transmits certificate application, approval and management

14
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information between subscriber and CA.

Digital Certificate Electronic documents with CA digital signature containing the public
identity information and public key of the users of the digital certificates.
Subscriber The entity applying for certificate.
Relying Party Person engaged in relevant activities relying on trust in certificates or
electronic signatures
Certification Statement on detailed operating specifications and business operating
Practice practices of the CA for the whole life cycle management activities of
Statement/CPS certificates and keys, including certification technology, legal
responsibility, certification business and other aspects.
Certificate Also known as the blacklist of digital certificates, it refers to the list of

Revocation List/

CRL

certificates with signature of the CA that are revoked before the expiration

of the validity period of the certificate and are no longer trusted by the CA.

Online Certificate

Status information of digital certificates for real-time query and

Status check.
Protocol/OCSP
LDAP Lightweight Directory Access Protocol for query and download of
digital certificates and digital certificate revocation lists.

Public Key Keys generated by mathematical operations that can be published and
used to verify the digital signatures generated by their corresponding
private keys. The public key can encrypt files and information according to
its operation method and its corresponding private key could be used to
decrypt.

Private Key Keys generated by mathematical operation and kept by the holder that

can be used to produce digital signatures or to decrypt files or information

encrypted by their corresponding public keys according to the operation
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method.
SZCA Shenzhen Digital Certificate Authority Center Co., Ltd. (Shenzhen
Certificate Authority)
CPS Policy Organization appointed by SZCA for the compilation, revision, daily

Development Team

maintenance ,management and consultation of CPS.

SZCA Operational
Security

Management Team

Organization appointed by SZCA for approval and implementation

supervision of SZCA CPS/CP.

SZCA Super Role responsible for implementing the CA CP, setting or adding the
Administrator CA administrator, verifying the audit records, and managing the CPS
implementation.
SZCA System Role responsible for installing, configuring and maintaining the
Administrator software and hardware systems of the CA system, as well as starting and
stopping the CA server.
SZCA Entry Clerk Role responsible for entering the information submitted by the
certificate applicant.
SZCA Reviewer Role responsible for reviewing certificate application information.
SZCA Certificate Role responsible for generation certificates for certificate applicants.
Maker
SSL Certificate A certificate issued by confirming the applicant's ownership and

control over the domain name and authenticating the applicant's identity.

Code Signing

A certificate issued after identity authentication of the code developer,

Certificate writer and issuer, which is used by the applicant to sign the codes and
ensure the integrity and authenticity of the codes.
Distinguished Legal name used to uniquely identify the subscriber name in the name
Name/DN domain of the digital certificate subject, which shall reflect the true identity
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of the subscriber and have practical significance.

Public Key Infrastructure.

PKCS

Public Key Cryptography Standard.
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2. B R A5 fE R EH Information

Publication and Administration

2.1 1§ B FE Repositories

SZCA 15 BEERXANA TG B, B R 1T A A T 5245 B RS
SZCA 15 BJFEASEEARIRFLLRANZ: IEH. CRL. CPS. iEPBRS VML AT FFHt
SZCA Mg B A K SZCA INEfHRAA IS E . SZCA 1§ B FETE 1Y https://www.szca.com 5%,

SZCA fREMHETEVIH . i),

SZCA repositories are public repositories that provide information services for subscribers
and relying parties of certificate application. SZCA repositories include, but are not limited to:
certificate, CRL, CPS, certificate service protocols, technical support manuals, SZCA website
information, and information published by SZCA from time to time. SZCA repositories can be

accessed and queried by https://www.szca.com or other methods specified by SZCA.

2.2 JAIEfE B K A5 Publication of Information

SZCA TEH J7 Mk https://www.szca.com KAT(E B E, %Ml SZCA KATFTHE B
EEENE Y INE =0 IS R

SZCA 1) CP LLRAMRMIBIASHFE B354 SZCA Wk EkAi. HIP i@ SZCA M
SR BGE R RE B RAE RS IR SErRRESE B M@ OCSP ks i

[FIIY, SZCA MRe o iR 7 EER B H A mT RE AT AT 15 B R AT

SZCA publishes the repositories on the official website https://www.szca.com, which is the
most primary, timely and authoritative channel of SZCA for publishing all information.

SZCA CP and relevant technical support information are published on the SZCA website.
The information of certificates and the certificate revocation lists can be obtained by user on the

SZCA website; And the real-time status information of the certificate can also be queried through
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the OCSP service.

At the same time, SZCA will publish information in other possible forms when necessary.

2.3 RATHKIET R B Time or Frequency of Publication

WPER R R B AR, 8 E 7 Mk B SRR AICRLA AT . CRLAIEIESZCA
BN, CRLEGH 24/, CRLIIA RBUIAT2/N s RBRIEOUR, ] N TRAT i

FICRL.

FERZIIEOLR, SZCAW LA AT REEF MCRLIA AT (6] . SZCARRE K AT — ki
FWAERE WA ICAIE BRI 5IR (ARL).

BT HAN T EIEEAE L E R AR ARG E, HaAm N B2 AT I )5 50
SZCABEATHIE, HSZCAMIE B ARATREAE H Z A A HUE, IFIRIER A E BAT R
L N U

When the subscriber certificate is issued or revoked, the certificate and CRL are
automatically published on the official website. CRL can be downloaded through SZCA's official
website. The CRL update cycle is 24 hours and the validity period is 72 hours. In special cases, the

latest CRL can also be manually published.

In case of emergency, SZCA may choose when to publish the certificate and CRL at its own

discretion. SZCA releases CRL of CA (ARL) every year.

For other information to be published to the public through the repositories, its publishing
content, publishing time and frequency are at the discretion of SZCA, on the premise that the
information publication of SZCA will comply with the provisions of national laws and regulations

and be immediate and efficient.
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2.4 {5 B EEVTM#EH] Access Controls on Repositories

SZCAfE B S B RRINATTRAGH, AR AR B, XX a5 B R 507 )
ANBEAEAT R o

SZCAIBEIAE B vy i H AL A 22 v i, PRE A SR SZCATAE N A
RedmS . BRI RASZCAE R EFNMER .. H HZBEREEER &, IC8 H AT

it

The information in SZCA repositories is publicly available. Anybody can read the relevant

information, and there are no restrictions on the read-only access of such information.

With information access control mechanism and security audit measures, SZCA ensures that
only authorized SZCA personnel can edit, modify and publish information in the repositories. In

addition, operation logs and records of authorized operations will be kept for audit.
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3. B4 iEE X 5 Identification and

Authentication

3.1 474 Naming

3.1.1 ZFRAEAE Type of Names

SZCA R ACTFAET, & MURHUAFNEIT P AR5 4 o E BREE & bR iR 4,
PAER 744 (Distinguished Name) JE B & AEUE T RN, 2k Biea & HIME—R A4 . SZCA
PEBFFE X.509 brifk, 3 HCLGIEFHA SRR B4, KA X.500 FrifEdr 4477 2.

T SSL RZS 285, P 342 55 TP Mk ER8 N2 = /) 44, 1 38 FH 44 D i —
A IUE R 44 R A2 B TP bk 6T EVOSSL AE, 328 44 rh AR BE A 2 i I A4 4k
A1 1P HuhE

The digital certificate issued by SZCA contains the subject DN of issuing authority and the
certificate subscriber. The identification name of the certificate holder is contained in the
certificate subject in the form of distinguished name, and is the unique identifier of the certificate
holder. The SZCA certificate complies with X.509 standard, and the distinguished name assigned

to the certificate holder entity adopts X.500 standard naming method.

For SSL server certificates, all domain names or IP addresses are added to Subject
Alternative Name, whereas the Common Name must be a domain name or IP address that exists in
Subject Alternative Name. For EV SSL certificates, the Subject Alternative Name cannot contain

wildcard domain names and IP addresses.
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312 WMEBHEXMWHEIZER Need for Names to be
Meaningful

SZCA A FADNIORARIESS T AR SKAEAS 2 ¥ LAk, DNIA (44 K By — 5 AR I
B, AT DA P EAS PR e 4 SR (14 B 3 BURS AT (KR PEAROG o GEP AR AR, iR T 5T
EARAPRERIEM RN ELAE L.

SZCA uses the distinguished name (DN) to identify the certificate subject and the certificate
issuer entity. The distinguished name (DN) is representative and can be associated with the
identity or unique attributes of the end entity using the certificate. The name of the certificate
subject describes the information related to the entity bound with public key certificate of the

subscriber subject.

313 iITPHE A4 Anonymity or Pseudonymity of

Subscribers
SZCANFZZ 8 F VLT B Hp il AT BE 2 B T 42 o

SZCA does not accept or allow the use of any anonymity or pseudonym in the subscriber

application.

314 BBEAR L XN Rules for Interpreting

Various Name Forms

SZCA KB FIE BT S X509 V3 brifE, B2 08T X500 bk A4
Z IR SZCA E X

The digital certificate issued by SZCA complies with X.509 V3 standard, and the DN's

format complies with X.500 standard. The naming rules for DN are defined by SZCA.
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3.1.5 ZFREIME—E Uniqueness of Names

£ SZCA EAREN, AFRT 7 FRES I EAREA 2 ARARRE, AUEME—/K. (HXT
[Fl—iT 7, SZCA 7T LA HME— ) AR B 4 O H A R 2 HKAEF . iE15 B T BLA LT
FAFAERF AR, GG EE RS, 5 B & BRI iR 05 2 A JE )

Subject DN of certificate must be unique for different subscribers in SZCA trust domain, and
the same DNs cannot be allowed as subscriber’s subject name. SZCA can issue more than one
certificate using the unique DN for one subscriber. When DN is not unique to different subscribers,
the first applicant has the priority to use the DN, and the latter could add more additional

information to distinguish from others.

3.1.6 BEFRETIRH. L HF 4 Recognition, Authentication,

and Role of Trademarks

SZCA 5 R HIUEAS I AR 4 T A SRR -

Subject DN of certificate issued by SZCA does not contain any trademarks.

3.2 #IIE B3 #A\ Initial Identity Validation

3.2.1 IEBHFIE R Method to Prove Possession of
Private Key

R HE 2 AIE B R 5 BT 2 BAR S R AL, E W 10 07 vk B 48 7E U H 1
BHEEH TS (PKCS#HI0), s E 5B YIbRRUVEA, BSZCA ZHR I ik
B35 3o

The certificate applicant shall prove the possession of the private key that corresponds to the

registered public key. The proving methods include: digital signature (PKCS#10), other equivalent
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key identification methods, or other proving methods required by SZCA.

3.2.2 HLENHHHEILT] Authentication of Organization

Identity

AEATHLNRI HE SSL AEFS . AU A IEF BCHARH U SRR, BARSZH A 2L
EFAERL, BFREAR T B ENEICIE D e BASICIE . RAMEREC
UEF L ARE XD ARk HE FEAREH BACUE . BURFESCE AR BT E E 5 (LX) BURF
MR B 7 EACIEWI SO . CA BIFEAT A& R B 3 %650, e i 2 v v 45 204l 28 SR E HL 30
P DA K Ho A mT ASRAS 5 5 WA 14 B 4045 2 R 5 a4k

While applying for the certificates, the organizations shall submit the valid identity
documents ,including but not limited to:legal person code certificate,legal person registration
certificate , private non-enterprise registration certificate , registration certificate of
foreign(regional)enterprise , government approval and other registration certificate issued by the
government where the organization has resided.The CA shall carry out strict authentication, such
as verifying its authenticity by querying a reliable database and other means of obtaining identity

information of the applicant.

3.2.2.1 Yl B4 % 5] Authentication of Organization Identity

HYWUALE AL LN 4 LRGBS MR AE I, #SHEAT P 1) & 3 %501, i
Y A1 Hde P R L SR ) SR AR DA HA R DASRAS i & WA 14 5 45 B R 5
A& HURT 7 RAIE S FR ISR AT B 3 A B B UM BURR 1088 7 Rs B SRS S I A
Kok, FAREMMNKITHUE.

XFF DV SSLiE+:, SZCA W IGE W w44 At A A E IR HIAL, AT G AL S 1 131756
WE. SZCA N 4P m XIEH G & IR, EEZIETHRER, S XEEIE HiE A
FIFFATEW, WIRAA “EREE T BUEBIE R HiEE, SZCA HEaE4a H i,

When applying for various types of certificates in the name of the organization, the
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organization shall be subject to strict authentication, such as verifying its authenticity by querying
a reliable database, identifying the identity materials and other means of obtaining identity
information of the applicant. And once the organization subscriber or the authorized representative
of the organization signs on the certificate application form ,it means they are willing to accept the

relevant provisions of the certificate application and assume corresponding responsibilities.

For DV SSL certificates, SZCA only verifies the ownership or control of the website domain
name and does not verify the identity of the applicant organization. SZCA establishes and
maintains a high risk certificate applicant list and will check the list when accepting certificate
applications. If the applicant is identified as a "high-risk" certificate applicant, SZCA will directly

reject the application.

3.2.2.2 WM BN LZFRKIE Authentication of Tradename
FAFHFE a4 DBA BRIV AR, SZCA NiEik A %07 kA B 24 BUE %
DBA {7k 44K

If the certificate subject contains a DBA or tradename, SZCA shall verify that the applicants

have right to use the DBA/tradename using effective methods.

3.2.2.3 EIXRKI%H] Verification of Country
RS A b L [ SRR I, SZCA il A RO B R B A TP HbhEFTEE R S

5N SEBR A [ — 2L

If the certificate subject contains an option of country, SZCA shall verify the country where
the applicant's IP address is located is consistent with the actual country where the applicant is

located using effective methods.
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3.2.2.4 B RIHIAFKS] Verification and Authentication of Domain

Name

X T A BRGAIE,  BRUER) SO T LU S H IR AR A R BT E L, SZCA
FR A BA 2555 A i) — o

1. BT ERf 7 AR IEFENE R E “admin’, ‘ administrator’ , ¢ webmaster’,
‘hostmaster” B¢ ‘postmaster’ {ERNHIZ, FHMN LFF5@FRAURA 1 NRE T
MR, SR fE RS FZBENUE R AA R R, Bl BIE AXHEA R A . S0 T

&7 Baseline Requirments v1.8.0 2 3.2.2.4.4 71,

2. EISIF A4 £ DNS CNAME. TXT 5% CAA it F 2 BAELEL) € BENLE, Bk

RO A4 1 BT A AL %551 77 1 Baseline Requirments v1.8.0 2 3.2.2.4.7 1.

3. BEERAIFAZ R “/ well-known/pki-validation” H 3% N %4 5E K15 BT 45,
A HE AT A IR BT A . %5591 75 3B 1 Baseline Requirments v1.8.0 £ 3.2.2.4.18
o MEVEANE TR B AR AL SR E .

SZCA A~ K LL.onion N5 & 4425 K SSL iIF+ .

WEY, SZCA W LURECH AL i s i i, DA A B0 E AL, R R Hii
SEMEARRL PR Bh, HIE A S UMEFTEE IR 2

For the verification of a domain name, the verified entity may be the applicant's parent
company, subsidiary company or affiliate, SZCA may adopt one of the following authentication

methods:

1. Confirm the ownership of the domain name by sending an email including a Random
Value to one or more addresses created by using 'admin’, 'administrator', 'webmaster’,
'hostmaster', or 'postmaster' as the prefix, followed by the at-sign ("@"), followed by an
authorized domain name, and receiving a confirming response utilizing the Random

Value. This way of validation conforms to Section 3.2.2.4.4 of the Baseline
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Requirements v1.8.0.

0

Confirm the applicant's ownership of the domain name by conforming the presence of a
negotiated random value in a DNS CNAME, TXT or CAA record. This way of

validation conforms to Section 3.2.2.4.7 of the Baseline Requirements v1.8.0.

3. Confirm the applicant's ownership of the domain name by making changes to the agreed
information under the "/.well-known/pki-validation" directory. This way of validation
conforms to Section 3.2.2.4.18 of the Baseline Requirements v1.8.0. This method

doesn’t apply to the wildcard domain validation.
SZCA does not issue SSL certificates for domain names suffixed by .onion.

If necessary, SZCA may perform the independent investigation to confirm the ownership of
the domain name. The corresponding assistance is needed from Subscriber,the subscriber shall not

refuse it for any reason.

3.2.2.5 TP BB AR Verification and Authentication of TP

SZCA BT FEBAE A4 11 /. well-known/pki-validation” H 5% F %20 5% ()45 B ik47 450,
BN RIS AR A BT A AL %25 77 & 1§ Baseline Requirments v1.8.0 25 3.2.2.5.1 7.

SZCA AN A TANA BRERI LR B 1P Hiuhik 5 A 38 TP Hihik 25 K UE TS, A0 TP Hidik % % EV SSL
iE.
SZCA shall confirm the applicant's ownership of the domain name by making changes to the

agreed information under the "/.well-known/pki-validation" directory. This way of validation

conforms to Section 3.2.2.5.1 of the Baseline Requirements v1.8.0.

SZCA does not issue a certificate for a Reserved IP Address marked by IANA or

non-routable internal domain names, and does not issue EV SSL certificates for the IP address.
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3.2.2.6 BECAF 4 KIFIAF S Verification and Authentication of

Wildcard Domain Names

ST IEBCA 44, SZCA WRIEA CP 55 3.2.2.4 5ol & Adsk 44 56iE 5 2O 8 e 7545 Il
FI3 A4 AT B0, BN B 6 T B R A O 4844 42 R BB R A B, R E 38 AR A )
WA AR T ARk, o H RS BURFHZENI, R8Tk E .

SZCA FELITEFLTT A (U kAL B2 TR AL « A3 R 7 B 3 42 0 I BRATLAA) 2 1 14
AL WRIEFS B, BRAE B 2 RS IR W] S e i A% P i 44 23]

For wildcard domain name, SZCA shall confirm the applicant's ownership of or control over
the domain name to the right of the wildcard by using the validation methods in Section 3.2.2.4 of
this CP, to ensure that the domain name is clearly assigned to a commercial entity, social

organization or governmental agency, and obtained through legal registration.

SZCA refuses the certificate application if the domain name to the right of the wildcard is
directly a top-level domain name, a public suffix, or the domain name is controlled by the domain
name registration management authority, unless the applicant can prove its rightful control of the

entire domain namespace.

3.2.2.7 SRR HER P Data Source Accuracy

SZCA 4 EV 1UE H A% 96 UE A A BRI AL 5 5 Rl Chttps:/www.szca.com) _EFEATHHE
B, I HAEREIEB BRI G, SKEAT .

FERHAEAT B RS AE O T A RIFAE I Z AT, SZCA SHZRVS I T A L HERA 1
Lo s i AT L BEAT VA, JEE FE LU R R

L s BIEER
2. 5 EORIEEH IR

3. BlEMERR, SEERELER HK;
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4. BUERE A AR AT A B AT 7 1 A

5. Db B OB L .

>

KT BRIV RS, 3 PP A o m] AR ARG R 2R A ) 58l RO A R ) A
S IEFR R AHT 398 K, W) SZCA Wl fd HIZHs K L

SZCA discloses Authentication Data Source for EV Certificates on the official website
(https://www.szca.com), and makes timely disclosure after changing the certificate authentication

data source.

Prior to using any data source as a reliable data source, SZCA shall evaluate the source for its
reliability, accuracy, and resistance to alteration or falsification, and considers the following during

its evaluation:
1. The age of the information provided;
2. The frequency of updates to the information source;
3. The data provider and purpose of the data collection;
4. The public availability and accessibility of the data;
5. The difficulty in falsifying or altering the data.

6. For the issued subscriber certificate, the data and documents may be used by SZCA if
the time of obtaining data or documents from data source evaluated as reliable does not

exceed 398 days before the issuance of the certificate.

3.2.2.8 IANENLIIZA Certification Authority Authorization

KT SZCA MUK E &2 CA/ W'%E#51835 EV Guidelines . Baseline Requirements 223K
FIAILAIEAER) SSL/TLS EFS, SZCA XA AUE: 18U 4 4 JE i #4¢— 1> dNSName
il CAA idxfE , JFEEENRNES -

SZCA 14 RFC6844 (ZAH)RFE 5065 1Z1T) HIMEALIE “ issue 7. “issuewild ”
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I “iodef 7 HIJ@PEFRZS, & issue 7. “issuewild AR AALE “szca.com”, N SZCA
AERITRIET 5 %7 CAA CETHIL “ jodef ” F52%, N SZCA 5 i Vel )5
EABNEMAET .

SZCA LA N CAA 0B IMUE HUAE N ] 25 KAk 5 10 264«

1. 7E3F SZCA WAttt &l CAA 3K

2. ZZERE - IREHEKR CAA 0%

3. A PTE X IAFELETE ] ICNNA AR X 18/) DNSSEC HilF%% .

For the publicly trusted SSL/TLS certificates issued by SZCA in comfromity with the EV
Guidelines and Baseline Requirements of the CA/Browser Forum, SZCA shall check the CAA
records and follow the processing instructions found for each dNSName in the Subject Alternative

Name extension of the certificate to be issued.

"non

SZCA shall process "issue", "issuewild", and “iodef” property tags according to RFC6844 as

amended by Errata 5065: SZCA will not issue corresponding certificates if the "issue", "issuewild"

property tags do not contain "szca.com". In case the property tag “iodef” is present in the CAA
records, SZCA will determine whether or not to issue certificates after communicating with the

applicant.

SZCA treats a record lookup failure as permission to issue certificates if:
1.  The failure is outside the SZCA's infrastructure;
2.  The lookup has been retried at least once; and

3. The domain's zone does not have a DNSSEC validation chain to the ICANN root.

3.2.3 NAB4HI% 7] Authentication of Individual Identity

FEUE S FE A IR AR 500 A N R 2 B LR e I N BEAT FLSE B 4 (R 48051 il i & ify
A S0 P 0 E FL SV T X T 465551 S A Bk LR A mT DASRAS FH 1 3 WA ) B 15 2. 1
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J5 2 AL I R A I 8 S B B A IE S F A B AR 28 5 R os 32 AR F R I 1Y)
A RFK, RN BE.
SZCA KRN N B BN TP N B 03 IR S SEVE R R, BAR S RIAE I R -

1 RAGHEE 20— M B BUTPUIBUR R AR 3518 3 S e S (nfs R
e I EEIFSAR SRR, SZCA K ZiE B U A A
SR IE IRRE, B, SZCA W] LA R KA R il B SCAF BB R = 5 $dfe
PEEAT R BN RS E S0y, W] DOs i Sl . A, s s 200 Bl 4R
BRSBTS AL, B ERPTIR BLAUE B SR EE R 2

2. BEIEFERIASENE. SZCA M il BT, 5HEEZIGERIER.

3. HHEE SO ENMEEN, FERMNZIREAAE, DHRENESE T %L
PR B o AR GESATWE IS . Bl =7 8 e . A& i 7 B R55

4. WERZACHNHE, TREFENEEBLEP NS HIEN .

SZCA SENLIFYEY = RRAIETS B E FIER, FEHSAETS B AT, 200 e AURHIE TS HHE A
IRBEAT AW, WU U BIE TSR R, SZCA EERZA LAY

When applying for a certificate, the individual applicant or the authorized agent of the
organization must be subject to strict authentication, such as verifying its authenticity by querying
a reliable database, face-to-face identifying the identity materials, and other means of obtaining
identity information of the applicant. And once the subscriber or the authorized representative of
the subscriber signs on the certificate application form, it means he is willing to accept the

relevant provisions of the certificate application and assume corresponding responsibilities.

SZCA will confirm the authenticity and validity of the identity of individual applicant or
authorized agent of organization, and the specific authentication procedure is as follows:

1. Obtaining at least one valid government-issued photo identity document i (e.g. resident

ID card, passport, military ID or other equivalent certificates). SZCA shall inspect

whether the ID document has any indication of alteration or falsification. If necessary,

SZCA may check the identity of the applicant through an authoritative third-party

database issuing such valid identity document, or confirm the information provided by
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the applicant through voice call, video, photography, etc. to ensure that the provided
information is consistent with the verification results.

2. Checking the authenticity of certificate request. SZCA checks the certificate request
with the applicant through telephone, email, etc.

3. When the application information contains organizational information, it is necessary to
confirm whether the organization exists and whether the applicant is a member of the
organization. For example, by requesting to submit certificate of employment, inquiring
third-party database, and sending confirmation email.

4. If another person is entrusted for application, the letter of authorization and the identity

certificate of the agent shall be checked.

SZCA establishes and maintains high risk certificate applicants list and will check the list
when accepting certificate applications. If the applicant is identified as a "high-risk" certificate

applicant, SZCA will directly reject the application.

324 ®BAE W UE KT P 18 B Non-Verified Subscriber

Information

IEBHHEER, RE SZCA BiEAS NiE+ .

The information not verified by SZCA shall not be included in the certificate.

3.2.5 BN Validation of Authority

LR NENUE BB = MBI — RANE,  SZCARMHSAIIE 55
WU 75 2 H AL AN S A GRS, AR AR 5 0 ORI BGIER, JF HATR
W AF BB e T S EBNGEAT RSN, LR RS BT NI G, SZCA
ARGE =T BB T ARG R, AR BRSNS A T 155%
WANAE BRI R, S0AIE F S A AR FEIE B I S, B4 i i NARR AU,

S HBIEB R R .
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When a legal person or other organization applies for a type of certificate through an
authorized third party agent, SZCA and its authorized certificate certification authority also need
to review the identity and qualification of the authorized person, including its identity
information and authorization certificate, and have the right to check and confirm with the
authorized person through telephone, letter or other means to review the legality of the
authorization. SZCA has the right to confirm the information of the authorized person through a
third party or other means, and also has the right to require the authorized person to provide
additional information supporting materials such as the letter of authorization, to check the
authenticity of the certificate application of the applicant's representative including the
authorization documents for the applicant's representative, as well as the confirmation of the

intention of certificate application.

3.2.6 HHAEHEN Criteria for Interoperation

AEH

Not applicable.

33 B FEHFFERMWAARE X H Identification and
Authentication for Rekey Requests

330 EHZHEHFHKMHRIRE X H Identification and

Authentication for Routine Rekey

AR E BT RS I, 1T AUR SRR R FIE B AR, T
Tnl 4 ERFSSE, W HRER SR T LU LN -

Lo HHEN B JFOIE AR I F H B AEN U 24

2. MRIET _ERT P AP BSR4 AT IR IE
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3. RETIEEMME BT B4

BT ST 2 0 A P i S P I ) SO B TR R s AL, AT A R R T R R
AT, 5 20U DN ASE P S B o s (0 SO el ot e i, i ik, SZCA R AV K
HIHES

For a general rekey request, the subscriber must submit sufficient information to identify the
original certificate, such as the subscriber's DN, and certificate serial number. The identification of

the application is based on the following aspects:
1. The original certificate exists, and it was issued by the CA,;

2. Verifying the signature of the application with the subscriber's public key on the original

certificate;
3. Identity authentication based on the original registration information.

Rekey can cause files or data encrypted using the original key to be unable to be decrypted.
The subscriber must confirm that the encrypted file or data using the original key has been

decrypted before applying for the rekey, and SZCA will not be liable for the losses caused thereby.

332 PHEEZEHEHFRRIEE XA Identification and

Authentication for Rekey After Revocation
UEFS 8 1 8 RO B EORT AR 2 T HEBIE S, BNE B 5 X = PTE R s iR
SRR CP 3.2 AbHE,

The rekey after the certificate is revoked is equivalent to the subscriber reapplying for the
certificate. The identification and authentication of the rekey after revocation are the same as in

CP3.2.
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34 BHEHBEBREMBHIEE X 5 Identification and

Authentication for Revocation Requests

XFFAT P R ARG H AE P g sk, BRI 5 S %I As CP 3.2 st

M T CP4.9.1.1 ik ¥ eh 5 R T /7 BIE I, SZCA fKHEA CP AT HEHIESS, X
TG HLC AT %200 -

If the subscriber and its agent request for revocation of the certificate, the identification and
authentication procedures for the revocation request are the same as in CP3.2.

When the subscriber certificate is to be revoked due to the reasons described in CP 4.9.1.1,

SZCA shall revoke the certificate according to this CP without authentication.
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4. WE A v B BB 1E E R Certificate

Life-cycle Operational Requirements

4.1 IEF HF Certificate Application

41.1 iF 3 B #5244 Who Can Submit a Certificate

Application

IS I SRR N AR AT IOLVE N SR I NI (G E R LG Sl iy, 4
= BHAM N R EESE).

The certificate application entities include individuals and organizations with independent
legal personality (including Government Entity, Business Entity, Private Organization, People's

Organizations, etc.).

412 F M & B 5 3% £ Enrollment Process and

Responsibilities

P I N JE 28 E BB IR AR HE, JFRAC B AE B R . A BRSO SC B IE
WRPEL SZCA BRHGEMHLI SZBUEFS il , AR CPS B4 ike, xt Hig Nt AT B 6
B9, REVERBRERET . #HIE RS HEEEAL, SZCA HBNHIEANLL, 5
MATEESS =7 AT HAM L B RME B, IR FTE AN o EFS FTE BUR SR AN ER %203 et
EISSNZRIES 3510 A SR SN AR A E NG EIEEPNAE CER

WP NAZ RS VIR A CP el MAH K B4R 5 55, FFHi Ok )
SZCA BLHGEMHBUMIIR AL S e, SEREMTHIEARL, JFBCA S8R CP 3.2 FRLE I 2 i
Feo WEPRRERJE, WA TR LR IEAS X R IR B 22 4
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SZCA B EMHUR AR T 7 R4 AIESS il (5 25 S E W SR — B & T
B, RN ACHH A B o A% ST

The applicant shall submit the certificate application online or onsite, with the materials of
the application form, user agreement and relevant identity documents. SZCA or its RA accepts the
certificate application, identifies the identity of the certificate applicant according to the
authentication procedure, and finally decides whether to issue the certificate. If the application
information submitted by the applicant is insufficient, SZCA has the right to obtain other
necessary information from the applicant or from any reliable third party after being confirmed by
the applicant. The entry and review of certificate application materials are completed by the
information entry clerk and the reviewer respectively, and the two positions are held by different

trusted personnel.

The subscriber shall know in advance and accept the responsibilities and obligations
stipulated in the user agreement and this CP, guarantee that the application materials provided to
SZCA or its RA are true, accurate and complete, and cooperate with the completion of the
authentication procedure specified in CPS 3.2. After issuance of the certificate, the subscriber is

responsible for protecting the security of the private key corresponding to the certificate.

SZCA or its RA shall ensure the consistency between certificate application information and

identification which subscribers provided and bear corresponding responsibilities of review.

4.2 {EFHIELE Certificate Application Processing

4.2.1 PATRA 5L A INEE Performing Identification and

Authentication Functions

2 SZCA VEMHUFRCEIT 77 FRIETS S e, K8 CP 3.2 IR T P #E4T S 43 1R

5%5. 78 SSLUEPBZERET, SZCA %I F @5 44 )4 — dNSName &I CP 3.2.2.8 1T
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CAA K, Bk SZCA J& 75 W] %I WU IET .

45 SZCA MR CP 3.2 $i5 5 RUFIRAT It Bk W S AN 398 R Hizfs R KA
e, M SZCA R Al % BOE I SCAEXTT 7 By BEAT IR A4 531 o

After receiving the certificate application of the subscriber, SZCA or the RA identifies and
authenticates the identity of the subscriber according to CP 3.2. SZCA shall check the CAA
record on each dNSName in the Subject Alternative Name according to CP 3.2.2.8 before issuing

the SSL certificate , and confirms whether to issue a certificate for the domain name.

SZCA may use the documents and data obtained from a source specified under CP 3.2 to
identify and authenticate the subscriber's identity, provided that it obtained such data or document
within no more than 398 days, and provided that no changes occurred to the documents and data

within such time period.

422 EPHIEAERNIEL Approval and Rejection of
Certificate Applications

SZCA ERHGEMBUKIE CP 3.2 HhAIHLE 1 SRR AR RIE 5 FRE A HEAT B iR A s
A, WRESS I B SR, RS HE, OIE HIE A RIE .

WEAREATHINEE, P (RA) FELEIES HE:

L ZHIEARFEAR CP 3.2 KT B AR IR AN S I LE ;

2. HUIEHEARESR LT B0 S UE AR

3. HEHE RO EEE AR AT RS R N AT ESR

4. HIEE A BEE ARV IR B STAT IR A 3R 5

5. HHEREREH ICANN & 13E s 4

6. SZCA BILEMNVCARLHEZ FFE R 2% SZCA i kg il EHRMULEEHL.
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WRFEER AR L HiE N, B SZCA A Z Wil BT = MR, SZCA Wl 4E
Y AR H .

SZCA MRAE S P IR . MR RE) T BUR SRR L . 7 DT P48 22 S S5 M BURF LA 4558 =
TTRATHI AR, BN SRR AT ROE T R RIS 2, B SZCA il T-MOBE I 2% 74 £ B
AtV B Y 3 B0 T 4 468 PO AIE 5345 SR B B RORIE S S ST AN UE S i KU RS A B3R, A
BAZUEF HIF R S B SRAE B 0 TR A WL HE A, SZCA # HEE 4 HiE

X AR RIESS I, SZCA KN HE HE+S H s RIS 45 R AR A .

After SZCA or its RA identifies and authenticates the identity of the certificate applicant
according to the authentication procedure stipulated in CP 3.2, if the certificate applicant passes
the authentication, SZCA or its RA will approve the certificate application and issue a certificate

for the certificate applicant.

The RA has the right to reject the certificate application if:

1. The application does not comply with the provisions of CP 3.2 on the identification and

authentication of subscribers;

2. The applicant cannot provide the required identity documents;

3. The applicant objects or cannot accept the relevant content and requirements of the user

agreement;

4. The applicant fails to or cannot pay corresponding fees as required;

5. The certificate applied for contains a new top-level domain name under consideration by

ICANN;

6. SZCA or its RA believes that the approval of the application will bring disputes, legal

disputes or losses to SZCA.

If the applicant is prohibited clearly by laws and regulations, or SZCA considers that there is
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a high risk to approve the application, SZCA may reject the certificate application.

SZCA establishes and maintains a list of high risk certificate applicants according to the list
provided by anti-phishing alliance, antivirus vendor or related alliance, government agencies that
are responsible for network security affairs and other third parties, or the disclosure of information
through public media reports, or previously rejected certificate requests or revoked certificates by
SZCA due to suspected phishing or other fraudulent usage or concerns. SZCA will query
information from the list during accepting certificate application. If the applicants appear in this

list, SZCA will reject their application directly.

For the rejected certificate applications, SZCA will inform the applicant of the failure of the

certificate application and reasons.

423 MEUEH HIF KK B Time to Process Certificate
Applications

FEHIEF FTHe 52 EF FIE M BT 2 58 B IR G ZOR MG OL T, SZCA BB HIVE ML
FJREAE CPS FHE B IS [) A AL R IE A+ H i

If certificate application materials submitted by the applicant are complete and meet with the
requirements, SZCA or its authorized RA will process the application within the time specified by

the CPS.

4.3 EFZE KR Certificate Issuance

4.3.1 IEPZER FEMPN ETFAERSHIARITAN RA

and CA Actions During Certificate Issuance

MR CA BIIEFHZEAR B SZCA SR ATE N GLE I A AT FL%E 2, MR CA PUTIEH2E
A
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FEAEB RIS FE T RA HIME BN B NE P HIEE R, B8 % 52 0 5TIE 5 HiE
fit, JFEERAE RA KGR IAEBRIER KL CA FIERZRK RS RA KIE CA IES
BRRAEEIA RA 1S3 550 515 BORETE I, JFohfRIE R A B IEFK CA IERZEEA &
Gi.

CA HHEBR AR RGALIRAT RA FRER R AE K IG, AR A RA BE B HEATH R 2,
XA BHRERRRER, IEREKRGEKITHET.

SZCA FEHHMEIET I 2 5, BERIET . IEFRIE K EIRE BT EAR S B 2458
IR A E TIEF .

Certificate issuance by the Root CA Certificate shall require a trusted person authorized by
SZCA to deliberately issue a direct command in order for the Root CA Certificate to perform a

certificate signing operation.

During the issuance process of the certificate, the information entry clerk of the RA is
responsible for entering the certificate application information, and the reviewer is responsible for
the approval of the certificate application, and transmission the request for certificate to the CA
certificate issuance system by operating the RA system. The certificate issuance request issued by
the RA to the CA requires the identity authentication and information security measures of the RA,

and the request must be sent to the right CA certificate issuance system.

After obtaining the certificate issuance request from the RA, the CA certificate issuance
system shall determine the validity of information from the RA, and issue the subscriber

certificate for valid certificate issuance request.

SZCA shall issue the certificate after approving the application. The issuance of the

certificate means that the CA has approved the certificate application completely and formally.
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432 W T AE AR % ULA A E B AL M T P 8 &
Notifications to the Subscriber by the CA and RA

SZCA FHRLVEMNLAL 5 F1TT 77 H A A AL B EE SRAAIE 5 R 807 30, AT B B dese a4
HLFHR . 4% R B AR SZCA N A v 47 1) 7 .

SZCA shall inform the subscriber of the application processing results and certificate
download methods through the RA , which includes electronic or paper receipt, email,

downloading through network or other means that SZCA considers safe and feasible.

4.4 iFFES Certificate Acceptance

4.4.1 HEEZIEHEIFTA Conduct Constituting Certificate
Acceptance

WEBRERIE, T CA HU B LA B o 1) 77 SR IBGIES, 7L R BOL T,
CA WUEWNIT P52 1 E$5:

1. TP FEEE R TR

2. SZCATEVT FIRVE TR, BT FEGE, JFEUE i@ 2507 U 64511 7

3. SZCA FETIRAGIT NRIEEAT 5, FEZ1E R RN AT F R RO AE 48 B 1 SO0HIE
FECE U RN

After the certificate is issued, the subscriber obtains the certificate through the method
announced by the CA or its RA. In any of the following circumstances, the CA considers that the

subscriber has accepted the certificate:
1.  The subscriber has downloaded or installed the certificate;

2. SZCA, with the permission of the subscriber, downloads the certificate for the
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subscriber and sends the certificate to the subscriber by email;

3. After SZCA sends the certificate acquisition methods to the subscriber, the subscriber

does not refuse or object to the certificate or its content within the agreed time.

4.4.2 BHFNEREVAIIEFR K KA Publication of the
Certificate by the CA

SZCA HR#E Google ] CT KM (https:/github.com/chromium/ct-policy), ¥ SSL iE+i &

MBENED=A CT 5.

SZCA submits the SSL certificate to no less than three CT servers based on Google's CT

policy (https://github.com/chromium/ct-policy).

4.4.3 HEFINEARS HIAXT HARSZE K E S Notification of
Certificate Issuance By the CA to Other Entities

SZCA X HABSARREATIA T o HAl SR AT OB G B LB AT AW,

SZCA does not notify other entities, and other entities can make their own queries on the

repository.

4.5 FHAXNFEH KA Key Pair and Certificate Usage

4.5.1 ITPRAHAMERKAEH Subscriber Private Key and

Certificate Usage
W PEARAS TR G %5 1 SZCA s K HGIET J5 , A B & [F #5755 SZCA.
WA TT A RIIBURIAN LS5 ) 2%

1P REEE VA R CP LUK H P WO e iy Bl o s FH ARV AIE 5. 3T P 822
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FNEAS, MRS B 22 3 ORAF HAIE 0T SR FA B8 S R e BRI T o IEF5 21 0 Bt
B, VT B AR AR A X R AL B -

XY SSLAEF:, 1T A STARA S5 ORAE R AEUE F5 7 21 L ) 831 44 % 17 4 IR 55 4% o T
FEF
The actions of submitting a certificate application and accepting the certificate issued by

SZCA shall be deemed that the subscriber has agreed to abide by the terms of the rights and

obligations related to SZCA and relying parties.

The subscriber shall only use the private key and certificate within the scope specified by
applicable law, this CP, and user agreement. The subscriber who receives the certificate shall
properly take appropriate measures to keep the corresponding certificate private key from
unauthorized use. The subscriber shall stop using the private key corresponding to the certificate

after the certificate expires or is revoked.

For SSL certificates, the subscriber has the responsibility and obligation to ensure that the
certificate is only deployed on the server corresponding to the Subject Alternative Name listed in

the certificate.

4.5.2 BHFH AHAMIEFEH{ER Relying Party Public Key

and Certificate

KT B BN BB T L E RS, B ST LU B R
L SRAFEUT A4 X BRI CA HURIE TR AT
2. ifj CRL 8¢ OCSP, ii\Err244 % N EFA 2 RS IEHR
3. BIAEAL X L HIE R AR (5 AT (E T3
4. UETSHURTIEIE T % B2 44
5. fEAET BRI APIRAEREA .
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PAEAE — SR AR AN R BOP BRERAE R, KT RAZAE A 2 A5 R .

When the relying party has received the message with digital signature, the party has the

obligation to carry out the following operations to confirm:

1. Obtaining digital signature’s corresponding CA certificate and trust chain;

2. Confirm whether the signature's corresponding certificate is valid and in normal status by

querying the CRL or OCSP;

3. Confirm that the signature's corresponding certificate is the one trusted by the relying

party;
4. Certificate usage is suitable for the corresponding signature;
5. Use certificate’s public key to verify the signature;

If any of the above conditions are not met or the step operation fails, relying party shall

refuse to accept the signature information.

4.6 IEFHEFH Certificate Renewal

461 IEF P EFEIH B H E Circumstances for Certificate
Renewal
AT PR ERE R, B2 en, nUONT P A REE T .

When the certificate of the subscribers will expire and the keys of the certificate is secure , a

new certificate will be issued.

4.6.2 TERIEFEHHISLZ4E Who May Request Renewal

T SRR BT 1 SR UE T
Certificate subscribers may request renewal.
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4.6.3 IFHEFERAIAFE Processing Certificate Renewal

Requests

X UEFEER, HACHE R AR RIEIE . S0, ZEARUETS o X T IR0 R A 4 ) 2k
TLUF AN
1 TR AAAE H i SZCA I3 s
2. BOVEEP EHE RAEVF AT IR N
3. ETJFEENME BT S %0 .

¥i SZCA WRAEA CP 2 3.2 "193R15 10 Bds e W SO BN T AN I 398 K Hazds BoR &
AARA, W) SZCA W FZ A BAIE B SO FE 31T 7 S il A 25531

W EIRIAEF SR G SZCA A AT HEHERSRKIET . EIEFEFN, 1T A U EA I
AP EHERIEATRE 4, SZCA K h P R4 A A B SR KRN B & T 5 Bt
AT IERATE . BV P AR — M PR S0 E 55531

P R] DA £ — BRI IR B RAR AT UE ST, 42 AR CP 58 3.2 TR ERIR
ACHINLFRIIESS FRE AN B 3 UE ] BERL. SZCA FEAERATIE L T PRI AGE F5 H i 1) 5 )5 24
DUEFS ST B S A T

The processing of certificate renewal includes application verification, authentication, and
certificate issuance. The verification and authentication of the application must be based on the
following aspects:

1. The original certificate of the subscriber exists, and it was issued by SZCA;
2. The certificate renewal request is within the permitted period,;
3. Identity authentication based on the original registration information.

SZCA may reuse the documents and data obtained under Section 3.2 of this CP to identify
and authenticate the subscriber's identity, provided that it obtained such data or document within
no more than 398 days, and provided that no changes occurred to the documents and data within
such time period.

After going through the above verification and authentication, SZCA can approve the

issuance of the certificate. When the certificate is renewed, the subscriber can sign the renewal
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request with the original private key, and SZCA will verify and authenticate the correctness,
legality and uniqueness of the user's signature , the public key and the user information contained
in the renewal request.

The subscriber may also choose to perform the certificate renewal according to the general
initial certificate application procedure, and he submits corresponding certificate applications with
identity documents in accordance with the requirements of Section 3.2 of this CP. SZCA may, in
any case, adopt the authentication method of the initial certificate application when dealing with

the certificate renew application.

4.6.4 MR FIEF B XIT P KBS Notification of New

Certificate Issuance to Subscriber

[E4< CP4.3.2.

Same as this CP 4.3.2.
4.65 MRESZEHIE P K ITN Conduct Constituting
Acceptance of A Renewal Certificate

[f A CP4.4.1,

Same as this CP 4.4.1.

4.6.6 B FIMEMRSTHIX EFUEFHIRAT Publication of
the Renewal Certificate by the CA

[A A CP 4.4.2,

Same as this CP 4.4.2.
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4.6.7 BT NIERRFHLAEX HASEE KB % Notification of
Certificate Issuance By the CA to Other Entities

[f] 4 CP 4.4.3,

Same as this CP 4.4.3.

4.7 iE P EHEH Certificate Rekey

471 IEPFEHFEFHKE] Circumstances for Certificate
Rekey

UEF R PIEHAR T A X P1F s 9r A IR —ANBNETS, SZCA #EATIET
ST, P R SR

E-F S B SR IS G 5 TR ASIE R IME B, 1T RSSO JFHIE B 1) 2 5 8, i
PR AEB AT SRR MR IE F 2 S R E SR A 44 5, IR ALETI AP
TRRHESS

UEF P S EAR T LA NG

1o UEPALEH I 5 1 A e 15

2. UEPEI;

3. W IESEELPRBEUE PR IS 4

4. FETHEOR, BURR2RR, SZCA ZRUEHTH

5. FAtwTRE S EUE S RIS .

The certificate rekey means that the subscriber generates a new key pair and requests to issue
a new new public key certificate. When SZCA renews the certificate, the key shall be renewed at
the same time.

The subscriber does not need to submit the information for certificate application again when
applying for the certificate rekey. The subscriber shall only submit the sufficient information for

identifying the original certificate, such as the subscriber's DN, the certificate serial number,
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signature of certificate rekey request using the private key corresponding to the original certificate,
etc., and provide new public key for issuing a new certificate.

Certificate rekeys include, but are not limited to, the following circumstances:

1. when the certificate private key is compromised and the certificate is revoked;

2. when the certificate expires;
3. when the subscriber confirms or suspects that its certificate key is unsafe;
4. SZCA requires certificate rekey based on the reasons of technology and policy security;

5. other circumstances that may result in a rekey.

472 BHRIEFH A EFH B LK Who May Request
Certification of a New Public Key

TSRAUEF 2~ B8 ) SEAOIE T .

Certificate subscriber may request certificate rekey.

4.7.3 IEFHHHFEHE R A HE Processing Certificate Rekeying
Requests

[6] 4 CP3.3,

Same as this CP 3.3.

4.7.4 MR FUEFHE XNIT P FE % Notification of New

Certificate Issuance to Subscriber

[A] A CP4.3.2,

Same as this CP 4.3.2.
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475 HMREZEFEHEIFKITN Conduct Constituting
Acceptance of A Rekeyed Certificate

[d 4~ CP4.4.1

Same as this CP 4.4.1.

4.7.6 T INERF VN FHAEFIETFIRA Publication
of the Rekeyed Certificate by the CA

[f] A CP4.4.2,

Same as this CP 4.4.2.

4.7.7 BHFINERE VA ST AL SEAKE % Notification of
Certificate Issuance by the CA to Other Entities

[F4< CP4.4.3.

Same as this CP 4.4.3.

4.8 i P Certificate Modification

481 IE FH T E K F B Circumstances for Certificate

Modification

WERAT P MG BR AR, 22018 SZCA $&HUE 15485 i o IF 5748 B 1 H i A
UES G AT AR . 25— 2
If the registration information of the subscriber changes, a certificate modification application

must be submitted to SZCA. The procedures and conditions required for the certificate
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modification application are the same as the certificate application.

4.8.2 W RIEFHZEFLE Who May Request Certificate
Modification
VH SRAEFB AR () SR IEF T .

Certificate subscriber may request certificate modification.

483 ik 5 & F & K K 4 E  Processing Certificate

Modification Requests

UEF5 A8 2 MR AR IE P R R AT b B

The certificate modification is processed according to the procedures of the initial certificate

application.

4.8.4 MR FUEF B XFIT P F @ % Notification of New

Certificate Issuance to Subscriber

[F4s CP 4.3.2,

Same as this CP 4.3.2.

485 MBI EXZZEIUEFH AT A Conduct Constituting
Acceptance of A Modified Certificate

A4 CP4.4.1.

Same as this CP 4.4.1.
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4.8.6 HTFINERS PN ZRFEIEF B KA Publication of
the Modified Certificate by the CA

FZA~ CP4.4.2,
Same as this CP 4.4.2.

4.8.7 BT INERFSHA I HASEARKE S Notification of
Certificate Issuance by the CA to Other Entities

4~ CP 4.4.3,
Same as this CP 4.4.3.

4.9 JEFH4 Certificate Revocation
4.9.1 IEEPFBEE B TEIE Circumstances for Revocation

4.9.1.1 iIT FIEFHESA I JRE Reasons for Revoking a Subscriber

Certificate

HHILLLME—150LH, SZCA LAE 24 /N2 IS IE 13-

Lo 3T LAAS TR 200 SR UE 45 5

2. AT/ SZCA FHAUEHEIE B BT HORE T3 15 SR AR A B B4 5

3. SZCA K3 7RSS, UEMHSUER A% AT P AAEE S 7

4. SZCA A3 TURHE, FBIXHETSH FQDN B8 1P Hhhik iy 4% 5 ki f2 A (K 36 1 © AN 5
J

7l

A HILLL P E S ) — M2 M, SZCA NAE 24 /NN 2 WHUHIET, HALHE 5 RZ
PSR IE 152
1. EBAFERE Baseline Requirements %5 6.1.5 F7 55 6.1.6 1 HIAI R,
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10.

11.

12.

13.

SZCA AT 71518 23 F e

SZCA BT Fridi /e 7RI . CPS Hh it — T ml 2 151 2k 345 AN 54T s

SZCA FRBHIE ANAFEPEERVFA M AHUES ) FQDN 8¢ IP Ml (i, ko4
R TR AL A OB, 3844 T N5 R N R DRV R R R85 U 2 1
B AL N R BT 34D

SZCA KB IBECFHIE F F T4 0 B A BRI iR S M 73 44

SZCA FRZAE b B & {5 S8 0 = KA

SZCA FRBIF T2 K R AEFF4 Baseline Requirements. EV Guideline 5%, < CP {5
R

SZCA € BRI - AL & T A s R 1S B

SZCA {4 Baseline Requirements 25 K IEFS AT R AL, BB BB 281, Rl Ho 4k
44 CRL/OCSP {5 B

CPS HER ST I BAT W AL IR B A AT HU A O BEAS s AR THENLEOEME R e
R EE B SRR O s BURAT s Bl e e AN A4 801 7 5 R EL XAl A R4 B
TR

SZCA O AT LS5 )G, 1T ARSI IS5 B

SZCA # AL 1 Al AEAT 7 A ER (R A IR U I 75 1, RV T i A %% B it
HAAME (B0 Debian §9%4%7, W.: http://wiki.debian.org/SSLkeys ), EUAEAE A
R, R B AR CRABH IR T VA R

A ATEGEML. A CP A HLE AR IS .

SZCA must revoke the certificate within 24 hours if any of the following occurs:

The subscriber requests in writing to revoke the certificate;

The subscriber notifies SZCA and has evidence that the original certificate request is not
authorized,;

SZCA obtains evidence that the subscriber’s private key corresponding to the public key in
the certificate suffered a key compromise;

SZCA obtains evidence that the validation of domain authorization or control for any FQDN

or IP address in the certificate is no longer reliable;
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SZCA shall revoke the certificate within 24 hours if one or more of the following occurs, and

the certificate must be revoked within 5 days:

1.

10.

I1.

The certificate no longer complies with Sections 6.1.5 and 6.1.6 of the Baseline
Requirements;

SZCA obtains evidence that the certificate was misused;

SZCA is made aware that the subscriber has violated one or more of its material obligations
and responsibilities under the user agreement or CP;

SZCA is made aware of any circumstance indicating that use of a FQDN or IP address in the
certificate by the applicant is no longer legally permitted (e.g. a court has revoked a domain
name registrant’s right to use the domain name, a relevant licensing or services agreement
between the domain name registrant and the applicant has terminated, or the domain name
registrant has failed to renew the domain name);

SZCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate domain name;

SZCA is made aware of a material change in the information contained in the certificate;
SZCA is made aware that the certificate issuance does not comply with the Baseline
Requirements, EV Guideline or this CP;

SZCA determines or is made aware that any of the information appearing in the subscriber's
certificate is inaccurate or wrong;

SZCA's right to issue certificates under Baseline Requirements expires or is revoked or
terminated, unless SZCA has made arrangements to continue maintaining the CRL/OCSP
Repository;

The fulfillment of the obligations in the CP is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others;

Subscribers fail to pay the service fees after SZCA performed the obligations of notifying the

subscribers to pay;
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12.

13.

SZCA is made aware of a demonstrated or proven method that exposes the subscriber's
private key to compromise and can easily calculate it based on the public key (such as a
Debian weak key, see http://wiki.debian.org/SSLkeys), or if there is clear evidence that the
specific method used to generate the private key was flawed.

Other circumstances as stipulated by laws, administrative regulations and this CP.

49.1.2 F K CA L FH#4 R Reasons for Revoking a

Subordinate CA Certificate

FHILL BB I —FhElZ Fh, SZCA RATE 7 RZ N A4 CA IET:

1. SZCA 3% Jibds, EM SIEBAYIXNNAPH CA RAES 7 0E, SAHSE
Baseline Requirements 5 6.1.5 71 & 2 6.1.6 15 A E R

2. SZCA AUEHEUEWIE-E B3R A

3. SZCA FRFBIEPHIZ R ABESRT S Baseline Requirements E3K, siH4i CA REEFS
CP/CPS;

4. SZCA HEUEBHE BEAUER . ARLEHEA RSN

5. SZCA HTHAEMRFEIFILIZE, HARE 7 —5 CA K LLER BHIE T5 R8T I 55

6. SZCA f{#& Baseline Requirements % & iE F AL 280,  Blgiies alcp 21k, BRI 4k
44 CRL/OCSP {5 R

7. SZCA [f] CP/CPS EER A 2% CA iE-+f5.

SZCA shall revoke a subordinate CA certificate within 7 days if one or more of the following
occurs:

1. SZCA obtains evidence that the subordinate CA’s private key corresponding to the public
key in the certificate suffered a key compromise or no longer complies with Sections 6.1.5
and 6.1.6 of Baseline Requirements;

2. SZCA obtains evidence that the certificate was misused;

3. SZCA is made aware that the certificate was not issued in accordance with Baseline

Requirements or that subordinate CA has not complied with the CP or CPS;
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4. SZCA determines that any of the information appearing in the certificate is inaccurate, untrue
or misleading;

5. SZCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

6. SZCA's right to issue certificates under Baseline Requirements expires or is revoked or
terminated, unless SZCA has made arrangements to continue maintaining the CRL/OCSP
Repository;

7. Revocation is required by SZCA’s CP/CPS.

4.9.2 ERIEHHARISZ/E Who May Request Revocation

TERAE B AT 7 ML . SZCA. RRENL R B At A B -

BEAh, RS BATERAERBER B LA B R 57 =05 n] AR A UE S ) AR 7
R SZCA 5 A HEHL iR R AYE T3

The subscribers, RA, SZCA, judicial authority or other competent authority can initiate
revocation.

In addition, relying parties, application software providers, anti-virus organizations and other
third parties may submit certificate problem reports informing the SZCA of reasonable cause to

revoke the certificate.

4.9.3 R B FITIE Procedure for Revocation Request

4.9.3.1 TP EFNIRH B4 HTE A Subscriber Makes An Application

for Revocation on One’s Own Initiative

1. 1T\ SZCA BRIV EMHLA B AR T4y /g, JFE SR e gk, SZCA sJLiE
WHURIRRAE A CP 3.4 5 A BSR4 i BB BRI T 45 51
2. VEMAURKUE B HEE FE R4 SZCA, 1 SZCA FERL AN

3. SZCA it 7%24 /NI HIEBRUEY BHiE RS, 1T Al LRy S A
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1) BERAN: AHOT
2) HEif: 4001123838

3) BEARMEFE: report@szca.com

4. SZCA UREIHIE G 24 /N A AL EE RS o

5. SZCA SERGERHE )G, i itk mirFsEs s0E R P e PO S B, 2
RAEBRAAT P, AELBERIEOUR, SZCA X 85I ke d i Mk T A
UEFE 5, SZCA Kl Al . WIS, A5 55 7 OB FATT FHETS C Al 5 R B e .

1. The subscriber submits the certificate revocation application to SZCA or its RA and
completes the Certificate Revocation Application Form. SZCA or its RA shall authenticate
the revocation application in accordance with Section 3.4 of this CP.

2. The RA submits the Certificate Revocation Application Form to SZCA to complete the

revocation.

3. SZCA provides 7*24h certificate revocation application service, and subscribers may apply
for the revocation of a certificate through the following ways:
1) Contact: Wu Jingfang

2) Tel.: 4001123838

3) Contact email: report@szca.com

4. SZCA shall process the revocation application within 24 hours of receiving the application.
5. After the certificate revocation, SZCA shall notify the subscriber of certificate revocation and
reasons for the revocation via telephone or email. In case of failing to contact the subscriber,

the SZCA will announce the revoked certificate through the website if necessary.

After the certificate revocation, SZCA shall notify the subscriber of certificate revocation and

reasons for the revocation via telephone, email or text message.
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4.9.3.2 iT PR HB|BIESIET A Subscriber is Forced to Revoke A

Certificate
1. 24 SZCA SIEMHIAF 785 R R LA CP 4.9.1.1 %5 /R ST 7 0E P 4 ot o iy

HITETENS . SZCA BIE AU R B LE P # IR H A A IES

2. TEUEPHENS, SZCA BRI @ E 7=, BFEIRAE. Bigs%, wEm &I
FHIETS CUB A Bl AN o 5 R RRRER T N, EDEIEBL R, SZCA Xt ms
FOOIE Pk it X sl AT A 5

3. SZCA #&AH 7%24 /NS RJIEFS ) R AL PR IR o

4. HWRIGTT. FRNENIAE S RIS . B R S S =00 R IIE A5 AT BEAEAE ] R,
WAL LB BE 1 IR « UE P A L IR R T AT SER S 44 5, T R PA R
75 AT [ R

(1 BRRN: ARELY

(2)  HLiE: 4001123838

(3)  HEXRMCFE: report@szca.com

SZCA WEIHR & J5, ££ 24 /NN ARHZUESS in] B 5 A BT IR A, IR T DU hRifER

PE R BEIET:

(1D Pl B

(2> AHSLTA] R IR BRI

(3) ] AR oy AR R I S A

(4> H X SZCA CP/CPS HH F 3 &5 AH SRS 1) I 175 L

(5)  BUATEEEERIEE .

1. When SZCA or RA has sufficient reason to believe that situations that will cause the enforced
revocation of subscriber certificates in Section 4.9.1.1 of this CP, SZCA or RA will apply for
the revocation of the certificate through the internal procedure.

2. After the certificate revocation, SZCA or RA will notify the end subscriber of certificate

revocation and the revocation reason through appropriate means, including email, telephone,
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etc. In case of failing to contact the subscriber, the SZCA will announce the revoked
certificate through the website if necessary.

3. SZCA provides 7*24h certificate problem report and processing procedure.

4. When relying parties, judicial authority, application software providers, anti-virus
organizations and other third parties find that the certificate may have problems, such as
certificate misuse, the occurrence or suspected occurrence of private key compromise,
certificate used for suspicious code signature, etc., a timely problem report can be done in the

following ways:

(1) Contact: Wu Jingfang

(2) Tel.: 4001123838

(3) Contact email: report@szca.com

After receiving the report, SZCA shall investigate the content certificate problem of the
report within 24 hours and decide whether to revoke the certificate based on the following criteria:
(1) The nature of the reported problem;
(2) The occurrence number and frequency of the problem;
(3) The entity of the problem report or complaint;
(4) The user's compliance with the relevant specifications of the CP/CPS and user
agreement of the SZCA ;

(5) The compliance with current laws and regulations.

4.9.3.3 BTFINERS VX SIEFR KB4 Revocation of the CA

Certificate

T SZCA HIMRIE AT L CA IFH, SZCA HRIEA CP I E R 5E & BN IE P

For SZCA's Root CA certificates and Subordinate CA certificates, revocation will be

determined according to this CP.
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4.9.4 REHTER TR HE Revocation Request Grace Period

T SR B DM i A i R S S A, e SR A i B M A T e 8 /NS
DA H o JFA Fr 1 T DT o7 B SR ZBUAE A B BT ) 48 /NI N

In the event of a key compromise or suspected compromise, the revocation request must be
filed within 8 hours of the discovery of a compromise or a suspected compromise. Revocation

requests for other reasons must be filed within 48 hours.

4.9.5 FHTNERFHAAERHEFRIE R Time within
Which CA Must Process the Revocation Request

SZCA AP K1 B HH A 24 /NE .

The period for processing the revocation request for SZCA is 24 hours.

4.9.6 KRR EUE P E4 KE R Revocation Checking

Requirements for Relying Parties

SZCA $RBHELIEIRS M A WIS, KB AEE SZCA Mk &,
SZCA provides online query service on revocation status. The relying party can query on

the SZCA website.

4.9.7 CRL RAi#iZ CRL Issuance Frequency

XHFAT FHIETS, SZCA & 24 /N REHT & AR it CRL, HAiT FHIETS CRL A RUAHE K AH
10 K.

XF A CAET, SZCA & 12 4N H ¥ KA HCHT CRL. W M8 2 CA iE15, SZCA
TE MG 24 /N2 W BT CRL, HAH 4% CA 1 CRL A 83T 12 10 H.
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TERFR R 2 LT AT LM CRL SZRPAERL, CRL MSZBIA R SZCA 5 (1R AT SR 1k

For the subscriber certificates, SZCA updates and reissues certificate revocation list (CRL)
every 24 hours, and the CRL validity period of the subscriber certificate is not more than ten
days(the value of the nextUpdate field must not be more than 10 days beyond the value of the

thisUpdate field).

For the subordinate CA certificates, SZCA updates and reissues certificate revocation list
(CRL) every 12 months. In case the subordinate CA certificates are revoked, SZCA updates and
reissues the certificate revocation list (CRL) within 24 hours after the revocation, and the CRL
validity period of the subordinate CA is not more than 12 months(the value of the nextUpdate field

must not be more than 12 days beyond the value of the thisUpdate field).

The CRL can immediately take effect in emergencies, which is determined by the issuance

strategy developed by SZCA.

4.9.8 CRL K0 W) & K#f J5 B 8] Maximum Latency for
CRLs

CRL A R K i B 8] 9 24 /N

The maximum latency for CRL issuance is 24 hours.

499 L RESE WP T HME On-line Status Checking
Availability

SZCA [AHEFSAT MRS SR AR LR IE TSRS B AR S5 . OCSP M Ji7F &5 RFC6960
MEKR, JFHBE OCSP IR #4254 .

OCSP RS #HED 5 EAEHARSHIE T HF— CA &K, OCSP RE#HIEHE
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/> RFC6960 & X 1A R id-pkix-ocsp-nocheck )3 & 1l .

SZCA provides the Online Certificate Status Protocol (OCSP) service to subscribers and
relying parties. The OCSP responses must conform to RFC6960, and will be signed by an OCSP

Responder.

The certificate of OCSP Responder is issued by the same CA as the certificate being queried,

and contains an extension of type id-pkix-ocsp-nocheck defined by RFC 6960.

49.10 £ L IR A& & W E R On-line Status Checking

Requirements

SZCA 4t Get fll Post FFH /5 2 OCSP A AR %5 -

XFFATFUET, SZCA /04 4 REH —IX OCSP {55, OCSP {5 BHA ZEHAE T
10 K.

g CA S, SZCA Z=AE 12 M HEH OCSP 5 5. HmH g CA LA,
£ 24 /NI N EEHT OCSP 15 2.

X AR R BIEB RSB MTER, SZCA AR [Hl“good R .
SZCA provides OCSP query services in both Get and Post methods.

For subscriber certificates, SZCA updates the OCSP information at least every four days. The

validity period of OCSP information is no more than ten days.

For subordinate CA certificates, SZCA updates the OCSP information at least every twelve

months, and within 24 hours after revoking a subordinate CA certificate.

SZCA does not respond with a "good" status for the request for status of a certificate that has

not been issued.
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4.9.11 B8E B HAR R A TER, Other Forms of Revocation

Advertisements Available

% CRL. OCSP HRZ54h, SZCA ARAEHAh & AT mAsE B

SZCA does not provide any revocation information other than CRL or OCSP services.

4.9.12 FHAMERREHER Special Requirements for Key

Compromise

FRA CP 28 4.9.1 THUERIEIEAN, ZiT PRI BN 2 2R 2IHER, N ES) K
SZCA B HIE MR AIE P 15 K

Except as provided in Section 4.9.1 of this CP, when a subscriber discovers that its key has
been compromised, it shall voluntarily and timely submit a request for certificate revocation to

SZCA or its RA.

4.9.13 IEHEEFIEE Circumstances for Suspension

AEH

Not applicable.

4.9.14 ERIEFEHRIKSLZ/E Who May Request Suspension

ANGEH
Not applicable.

4.9.15 FHXREREFITEFE Procedure for Suspension Request

AEH

Not applicable.
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4.9.16 IEHEHEEFFR Limits on Suspension Period

A&

Not applicable.

4.10 EEFIREHRS Certificate Status Services

4.10.1 #FA/EFRFE Operational Characteristics
IEBHIREEE, SZCA il OCSP. CRL REHEME. X T AN MIES, SZCA A
BRJLAE CRL HHIEE G . SZCA AMHBR OCSP ks & IS 10 3%

SZCA can provide certificate status information through OCSP and CRL services. For the
revoked certificates, SZCA does not delete their revocation records from CRL. SZCA does not

delete the revocation record in the OCSP Responder.

4.10.2 ARZ 7] 14 Service Availability

SZCA #4t 7X24 /N EFIR S B UIARSS o UEF RS 7 1) 1 SR i . B (A SR 10 5
TEMZE VRIS OL T, VT B8 S U5 Rl E RS B IR &SR BGE TR EME B .

SZCA provides a 7X24 hours certificate status query service with a query response time of
no more than 10 seconds. The subscriber can obtain the certificate status information through the

certificate status query service in real time when the network allows.

4.10.3 WKL Operational Features

ANEH .

Not applicable.
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4.11 TSR End of Subscription

ISR TS EA LR

Lo AEBEME, AT A RS EHET, ARIT T IAT IR A
2. UETMERRONA SO, ARERITTRER.

The end of subscription includes the following situations:

1.  When the certificate expires, the subscriber no longer extend the validity or renew the

certificate, which means the subscriber' subscription is formally terminated;

2. After the certificate is revoked within the validity period, the subscription is terminated.

4.12 FHLEE S5 E Key Escrow and Recovery

4121 BHAHTENIKERK K KITAN Key Escrow and

Recovery Policy and Practices

PSP BT P RIS B ARG AT BATIRE, SZCA AL PIFTE KR
5o WP NZEREEH, WHRTER, EEHERFRITRE.

The subscriber key pair is generated by the subscriber's cryptographic equipment and kept by
the subscriber. SZCA does not provide key escrow and recovery services. The subscriber shall

keep the key properly, back it up and restore it after the key is lost.

4.12.2 SEFHPOBENKE IR 54TN Session Key

Encapsulation and Recovery Policy and Practices

A&
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5.0 AE ML B . B OB R R 1 %
Certification Authority Falities,

Management and Operational Controls

5.1 YyFE=EH| Physical Controls

SZCA HIMEARSS RGAE T 2 R BTN, RS MR B E . HARSE
Lt &SR, RO PRI Kok BT IS e A S At B AR . TSk
B Bt

SZCA SEHt DI REY X B HA7 Il Pl il B, A N DREEHE N L 3 1A S 2 X 3 K Al
R0 DX, AT S AIE, HAUIE R E S Bz XK s 5 /g H
IBAT RN GHRAF I R AT M5 . SZCA HIMRE Y1 E T fe e % 4 s L DR IR S5 RS, B Ik
ARSI BE R H-AE . SZCA HIR% L CA RS KT CA ARG AR i s
PIA DIIE LA L1148 R G IR

SZCA's certification service system is located in a safe and stable building with independent
hardware and software operating environment. The physical environment of systems and devices
is equipped with various equipment and facilities to prevent flood, fire, electromagnetic

interference & radiation and other natural disasters and industrial accidents.

SZCA implements the functional area and access control system. The operators who enter
and operate the corresponding management area and other key core areas must be authenticated
and recorded by video surveillance; and the daily operation of equipment and systems in the area
and personnel operation process are also under surveillance. SZCA's root key is placed in the
protection environment and state with the highest security strength to prevent any illegal damage
or unauthorized operation. Relevant equipment used in SZCA's core CA system and subordinate

CA system is protected by more than four access control systems.
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5.1.1 i B 585 Site Location and Construction

SZCA WAE ARG TN 5AL TGN TH R Ll X i o BRI 8 =k, HL5 %I
HRERI T N Z A THREX o B D RE DX ORI 1Y) 22 4= X3, S AN 7] ) 22 A S5 % il il 2, SZCA
RATIZEE S AU 155 2 R O B 2 Pl i . ML R PR Bk, Bk, 18
M. PR TINS5 ThEE, REEARS HES . Al EelE.

The main computer room of the SZCA certification system is located at 3/F, Building 8,
Shenzhen Software Park, Gaoxin Second Middle Road, Nanshan District, Shenzhen. The
computer room is divided into multiple functional areas according to their functions. The security
areas corresponding to every functional area implement different security level control systems.
SZCA takes various effective physical security control measures such as access control and video
monitoring. The computer room is provided with the functions of seismic resistance, fire
protection, waterproofing, constant humidity and temperature control, anti-electromagnetic

interference, anti-radiation, and standby power to ensure the continuity and reliability of services.

5.1.2 Y354 Physical Access

BAE N AN, BAUEN IC RIZERGAIRSON R G S RS, A 24 /N
MBI Ve . B N RBE N B AR X AT 04, 08 I 12 X I8 SRR AR SR AS:
%, JF B R E R AR AT e 5%

Operators who enter the computer room must pass the authentication of the IC card access
control system and fingerprint recognition system, and there shall be 24hour video monitoring

equipment. Operators who enter the specific working areas for operation must pass fingerprint

verification and authority inspection, and all operation processes are recorded.

5.1.3 B /7 5Z Power and Air Conditioning

SZCA RGURRIUAIRAL A, (LR BRI, v LI4ERF RGUEH B . RN, A
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AR LS CUPS), 3 4 HE IR sl B PR K 2 AL ) fit L

FRGL 58 s AT IR P AR R R R . SR R S A 1 HOA % K ig
Y, BLp 2B T HIRNAGE ML EATH, PRIENLES Y2 BRI o KU LR AL

it 22 17 R R R A5 [

SZCA system is powered by dual power supplies, which can maintain the normal operation
of the system when single power supply fails. At the same time, uninterruptible power supply

(UPS) is used to avoid power fluctuation and ensure power supply in emergency.

Central air conditioner is used in the system computer room for temperature and humidity
control. Two mutual backup independent air conditioners are used. The computer room is
equipped with a fresh air system for ventilation, to ensure the air quality in the computer room and

solve the problems of fresh air supply and the requirements of the air cleanliness.

5.1.4 JKE Y8 Water Exposures

SZCA NS AL T KA =, IAEARSS RGP AR & A RS, JF H 2 TKR
H R E RS S TR KRG, — BRAK AL EIRE, @A RN GURBUN S, 785
TRbE RG24,

SZCA's computer room is located on the third floor of the building. The certification service
system is located in a closed building, equipped with water immersion prevention measures such
as automatic water immersion alarm system. In case of water exposure, immediate alarm will be
given to inform relevant personnel to take emergency measures and fully guarantee the system

security.

5.1.5 ‘kRFi$* Fire Prevention and Protection

SZCA ML W %ae T KR BB E RS L URBSIK KRS, SAGRAHS, Tk
HUBN. SR AE =R R 575 7
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Automatic fire alarm system and automatic gas fire extinguishing system are installed in the
SZCA's computer room, which has three starting modes: automatic, manual and mechanical

emergency operation.

5.1.6 4\JFif#f& Media Storage

SZCA X B EA BT AT G 2B K Bk Biie. Bl Bijgoh, B3, Bid
L B R RR AN S I L AR SR T A BRAE ST E M A S B SR A B A S s S 4t s
LT X9 ) 2 A ORI

SZCA meets the following storage and use requirements for important media: fire-proof,
water-proof,  shock-proof,  moisture-proof, corrosion-proof,  pest-proof, static-proof,
electromagnetic radiation-proof, etc. and implement media usage registration, media copy
protection, information confidentiality and other measures to achieve the security protection of the

media.

5.1.7 R4 Waste Disposal

SZCA HINIEAR S RGUE M BEPE Bl . AFfif et I ss, JIRFFAN, Kk
URPEFIBL S PRI A5 B A 22 4. WKV B o 5 T e &% 74 A2 Adk B AR 1) 3 o PO 46 o o
HA) PR B AT AR AL -

SCAF R 500 5 A BURPE AL RS B, FEAC BRI AR 25 1Rk A B S8 o, R
UEHAE B R S AR . A BT R e RAE R, DML AR FR 2.

The sensitive and confidential information in hardware equipment, storage equipment, and
encryption equipment used in SZCA's certification service system are eliminated in a safe and
thorough way when the equipment is discarded. Cryptographic equipment shall be physically

destroyed or initialized in accordance with the manufacturer's guidelines before being discarded.

Documents and storage media containing sensitive and confidential information shall be
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subject to special destruction measures to ensure that the information cannot be recovered and

read. All disposal actions will be recorded for review.

5.1.8 FHLE4) Off-site Backup

SZCA Xt B EHE . o v H S s A H A BRUR S B AT S a0, 8 B S 0 8 A I
TRAEHcH 242

SZCA backs up important data, audit log data and other sensitive information at off-site

location to ensure data security in case of disaster.

5.2 2 $34# Procedural Controls

5.2.1 H[{E 8 Trusted Roles

fE SZCA AL FIMEMRS SRS, REMATT LR WIEBmUR . (R A 4
SV SRR I AR SZCA AN IS M. XS AR IR T BB 1%
HMEFAR . REFHAGR . 2 AR S EEA GBS EEN RS, Bk
AFRMESR LA SZCA W B A i B R it B D9 e

In the process of electronic authentication service provided by SZCA, persons who can
essentially affect the processes of certificate issuance, usage, management and revocation, and
other related positions related to key operation are considered as trusted roles. The trusted roles
include but are not limited to: key and cryptographic equipment administrators, system
administrators, security auditors, business administrators and business operators, etc. The specific

position names and requirements shall be subject to SZCA's position description.
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5.2.2 BIESFER AL Number of Persons Required per
Task

SZCA 1 E AN 55 MG o0 SCHAT 55 EAT ™ M4 ], UK A 5 22 2 AN Wl {5 A kA 58
J&, Bt

(D FHIERD A HIRIERAA G T2 3 A alfE A b i & 2 AR SERG
(2) IEBBERRGNEEEIE: FEIANRFEHRAN AT 2D 2 A 05 N R F 58
(3) HRRMBERAESS: FE 2 Al fEN BILFE e

SZCA strictly controls key tasks in specific business specifications. Multiple trusted roles

shall be required to jointly complete the sensitive operation. For example:

(1) For operation and storage of the key and cryptographic equipment, it requires at least two of

three trusted persons;

(2) For background operation of the certificate issuance system, it requires at least two of three

trusted persons;

(3) For review and issuance of the certificate, it requires two trusted persons.

523 NN AN RN E X E Identification and

Authentication for Each Role

JITHT SZCA BIAEIRN 5, MRS FrEAE A AN FIEEAT B %500 . SZCA MR % A e fFalk
PEBATALR, AR HEZIRGHERAE R 1155 SR, SRR EL e oM. X
22 I 51 L, SZCA RGUK AL 58 B I W B H A AR AT .

All SZCA's in-service staff are identified according to their roles. SZCA grants the required

system operation cards, access control cards, login passwords, operation certificates and other
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security tokens according to the operation nature and authority of each role. For employees using
safety tokens, SZCA's system will independently and completely record and monitor all their

operation behaviors.

524 FEBRFTIE KA T Roles Requiring Separation of

Duties
NRIER G %4, B E MO BEREN, B SZCA HIn{EM AR AEE.
SZCA HATIRDT 7 B M 8, BFREART oM.
(1) ARk 55 5228
(2) EFE CRL K
(3) ARG LS54
(4) CA #HIEH
(5) ZaHit,
In order to ensure security of the systems, it should follow the trusted role segregation

principle that the trusted roles must be assumed by different personnel in SZCA. Roles requiring

segregation of duties include, but are not limited to:
(1) The acceptance of the certificate businesses
(2) The issuance of certificates or CRLs
(3) System engineering and maintenance
(4) CA key management

(5) Security audit.
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5.3 A G324l Personnel Controls

53.1 B &HFLERER Qualifications, Experience,

and Clearance Requirements

SZCA X 7AH A {E A i) TAE N R BB ZR AT

1 B RS AT AR 5

2. ESPEZEEL EML A SZCA gt HE LA B

3. 5P SZCA I RLAEHMIBTE . HUE R L

4. BATRIFANNEIR BFR LSO E AT TAR S AN RAF (1 k22 i 5
5. Ha& RIS R

6. JTHFLIRICR;

7. REEFZO AL TAEN R SUR &AM TAE 25K, silid SZCA AR HEI
MEZIETTRE LR

The qualification requirements of personnel who undertake trusted roles in SZCA are as

follows:
1. With good social and working background;

2. Complying with national laws and regulations, obeying SZCA’s unified arrangement

and management;
3. Complying with SZCA's related security management norms, rules and systems;
4. Having good personalities and working attitudes, with good working experience;

5. A good team player;
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6. No illegal and criminal records;

7. Personnel in key and core positions must have relevant working experience or pass

relevant SZCA training and examination first.

5.3.2 BRIAERERF Background Check Procedures

SZCA R THIFHAMAGE ™K EY R HE. SZCA 56 k&8 HENMEE,
SERE SZCA WS i LI i,

B A AR TSR

1. EANHAECUFESHEIE. T/EZH. BRER. ZE KR SR 5 i E 2 .

2. MPHERC SRR ETH SN, COREHE BN RIRESR. R A
ZATTHITHE .

R s gak iR

Lo NFEEIIEUS I AR NBURT il . SROELTR 80 DD i
PRUEM] S BEARAIE S B e S5 AR 50 RGIE M

2. NFHERITE A PIZE A5 R AGE U5 S s NS N 53 BB SRR S Se v AT
HBE.

3. MINERI I HHE WS DA 525 505 7 A0 N AT 5

TEMURG < M o3 SCHURIAN 52 B A N DL IR B R S IR SZCA W A 5 i il

FEXT H AT 8%, P A AR EA b, B A . ARSI, EAEIET SZCA
HEPSZ KA SZCA HLF-IENL 5 0]

The employment of SZCA's employees must be subject to strict and credible background
check. The background check procedures for trusted employees of the SZCA shall be completed

by the SZCA cooperating with relevant government departments and investigation organizations.
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Background check is divided into basic check and advanced check.

1. The basic check includes check on identity, work experience, career recommendation,

education, and physical condition.

2. In addition to the basic check items, the advanced check further includes the check on

credit conditions, criminal records, social relations and social security.
The check procedure includes:

1. The HR department is responsible for confirming the personal data of the applicants.
The following materials shall be provided: relevant valid proof such as resume,

graduation certificate of highest education, qualification certificates, ID card, etc.

2. The HR department identifies the authenticity of the provided materials by telephone,

network, letter, interview, etc.

3. The employing department examines the applicants through daily observation, on-site

assessment, and scenario testing, etc.

The operators of the RA, RA branch and LRA must also be assessed with reference to
SZCA'’s Trusted Personnel Check System. LRA may add terms for check, probation and training
on this basis, but shall not violate SZCA's procedures for certificate acceptance and the

Certification Practice Statement.

5.3.3 BV ESR Training Requirements

SZCA A A M IR TR K, 4 TR ATR I, LR G R IIl N A W
1. SZCAIZEMKR;

2. SZCA HARMKR;

3. SZCA @4 & BRI
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10.

I1.

PKI FE Al %0

B3 B A A% SRS AR5

VR A 55 JE S

CP. CPS B S AH bR AL

SZCA EHER . #8 MIMNEE,

X R BT ERSS HERE . R hnE . FEFP

HoAh T 2 AT BRI S

SZCA ¥ A TSR AR DU AR FF A4S, X F-28 K SSL AR 55 2% UE 5 A RS 25 44 11

PR A Z R, L RAT L ZE R A B Baseline Requirement HY LK 1) 3100

TAE R 2R e KT o

Based on the requirements of trusted role, SZCA provides the corresponding pre-job training.

The comprehensive training are as follows:

1.

SZCA operation system;

SZCA technology system;

SZCA security management policy and mechanism;

Job responsibilities requirements;

PKI basic knowledge;

Policies and procedures of authentication and review;

Disaster recovery and business continuity management;

CP & CPS policies and related standards & procedures;
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9. SZCA management policies, systems, measures;
10. National laws, regulations, standards and procedures of electronic certification service;
11. Other training required.

SZCA records and archives the training attendance of employees. For operators and
reviewers who issue SSL server certificates and code signing certificates, they must pass the

training before taking up their posts and reach the skill level required by Baseline Requirement.

534 FH Bl A ¥ A E R Retraining Frequency and

Requirements

XTI R A OB EE A O R, BERDEZ SZCA HAREII—IK. X}
TINERGUEEMRIIN G, BF R DIAT — A R E M EREE . Ak, SZCA KARYE
DU RS, SRMG IR SE R, A IR N kAT 4k 81

For personnel who act as trusted or other important roles, they shall be trained at least once a
year by the SZCA. For personnel related to the operation of the certification system, they shall be
trained on relevant skills and knowledge at least once a year. In addition, SZCA will require
personnel to receive further training irregularly according to the requirements of its system

upgrading, strategy adjustment, etc.

5.3.5 TAERArE ¥ BHAF)5F Job Rotation Frequency and

Sequence

SZCA IR H 5 7 B HeE AR, Fe4i A AL BAR TS DL T €

SZCA will arrange job rotation according to its own needs, and the rotation period shall be

determined according to the specific condition.
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5.3.6 AT AKIALT] Sanctions for Unauthorized Actions

24 SZCA A THHT T R EGEFEME, SZCA SEEME R B2 1EiZ A 71 122 45E A0 IC
Ko FMIZNRARBZBAT NEET T E M, STz A R FERALE. 1. BHE DL R
R FIEN R b B2 Tt

When SZCA's employee performs unauthorized operations or exceeds the authority, SZCA
will immediately cancel or terminate the person's security certificate and IC card. SZCA takes the
measures of circulating a notice of criticism, fine, dismissal and transferring to judiciary

authorities for treatment depending on the seriousness of unauthorized behavior.

537 MM & 4 AN K E K Independent Contractor

Requirements

SZCA BN NI BEA R BB RA TR, TR =TT IRFEANRS 5 RGYE . X
FAHEYE, bR 7RI TAE N ERE BRI LSE, 2RSS NG AHE SZCA T NAaFEll
BRSNS R AR o (Rl I 75 200 Fedt AT 0 B FR B I A 22 e Vs I, A L RE s

TEA% BT SZCA BTG .

SZCA employs professional third-party service personnel to participate in system and
equipment maintenance due to insufficient human resources or special needs. In addition to
signing a confidentiality agreement on the work content, the service personnel must undertake the
relevant work under the whole-process supervision and accompany of SZCA's personnel.
Necessary training on knowledge and safety specification is also required to strictly comply with

SZCA specifications.
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53.8 RA4LZE B T # LA Documentation Supplied to

Personnel

AR B RF I, SZCA $fitas 5t TR IR AR HA PR T LUR JL3E:
1. SZCA R TF;
2. SZCA HFAUENL SR
3. SZCA HARMKZCHY;
4.  SZCA ZAEIH B,

The training documents provided by SZCA to employees during training or retraining include

but are not limited to the following:
1. SZCA Employee Handbook;
2. SZCA Certification Practice Statement;
3. SZCA technology system documents;

4. SZCA security management regulations, etc.

5.4 #Hit HEREF Audit Logging Procedures

5.4.1 CREHRIRE Types of Events Recorded

JIT KA SZCA B R AR 2 B ST b (] BN 55 IR D SR E i THIRBR R 58
R, MERTIMERBERZARAGANER, HNIZEEUTER:
L FFR AR H IR E

2. UEMIFIT,
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3. IDeRHIRTY,

4, EFEAIRIE;

5. CRFFRISEE,

XL AR EAR T

(D =PRI AR E B, ORREPER. &0 26 KE. 1. M.
VERS . B8, AR 4

(2)  EELAEmAPENREEE,, ARERAEN. 22, B Bus. A
i PR

(3)  UEPHESE, AR PSP, B EE AL B ORI RAIE |
FR A B O0IE BRI PR AT 55

(4)  AEPAEMEHNRE SN, BREEDRHRE. B T, B A%
HAM, BFE: RSB IIVIA CA RSGHES), X CA KRG AER
BUJT ) Je g il A, X T RGOSR AU U 0] Je U7 AR, 224, U
BRI BEUMIBR, RGO AN A R

(5)  Bi kI AES s ie s ) 2 A

(6)  ARGHRAEFEM, WERAGEMMKM, REPURKEIE. MR, BEBUESCH
i

(7)) CA WItRIVI ), AIERAN A BEH CA Wit AFRALN Bk CA it A R
AN S A B R 5 1)
(8)  AMEAREHILR, GIEMABIRKK S FIFILsR, REGMERIIHATRT. ZH,

A HREILR, NRELEL.

All major security events occurred in SZCA will be automatically timestamped and logged in

the audit trail records. Regardless of manual or automatic generation, these records should contain
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the following information:

The date and time of the event;

Sequence number for the record;

Type of record,;

Record source;

Event recording entity.

These events include but are not limited to:

()

)

€)

(4)

©)

(6)

Management events in key’s life cycle, including generation, backup, storage,

recovery, usage, revocation, archiving, destruction, private key compromise, etc.;

Management events in life cycle of cryptographic equipment, including receiving,

installation, unloading, activation, use, maintenance, etc.;

Certificate application events, including subscribers' acceptance of user agreements,
units accepting applications, verification of application material, preservation of

application and verification material, etc.;

Management events in certificate’s life cycle, including application, approval, update,
revocation, etc.; System security events, including successful or unsuccessful access
to the CA system, unauthorized access and access attempts to the CA system
network, unauthorized access and access attempts to the system files, reading,
writing or deletion of security & sensitive files or records, system collapse, hardware

failures and other abnormalities;

Security events recorded by firewalls and routers;

System operating events, including system startup and shutdown, creation or

deletion of permission, configuration or modification of password,;
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(7 Access to CA facilities, including the access of authorized or unauthorized personnel

and attendants, as well as security & storage facilities;

(®) Management record of trusted persons, including application record of accounts with
network privileges, record of system access application, modification and creation

and personnel change.

5.4.2 A3 HZE R FE B Frequency of Processing Logs

SZCA B HEAT — IR H S IRER LB, R & RBUR e BRI, 8 AT RERS
HEM . Fra e o H S E W e AT & AT [, DA AR 2 e AR At
LIt SRIURH L ) 15 Tt AT A 2

SZCA carries out log tracking process on a weekly basis, reviews the violations of policies
and other major events, and analyses the certificate issuance system logs on a monthly basis. All
the audit logs are checked and reviewed by specific personnel regularly in order to discover the

significant security and operation events and take corresponding measures timely.

5.4.3 Fit H EWEEHIR Retention Period for Audit Logs

SZCA AZiHitHE, RAAIROVIEF R B L.

The SZCA system audit log shall be kept for seven years after the certificate expires.

5.4.4 B HE WY Protection of Audit Logs

SZCA AT A YL FIE #5732 1) 585 i, BER R SZCA BN A Refzilr i ks
BN R . XL AL T/ IR IRES, PSSR 1L R A AT D )y Bl 25 1B AT A
A& ORI B S A o

SZCA implements strict physical and logical access control measures to ensure that only
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personnel authorized by SZCA can access these audit logs. These records are under strict

protection, and unauthorized access, reading, modification and deletion are strictly prohibited.

5.4.5 Fit HE &M Audit Log Backup Procedures
SZCA e T ERERSCRS fh b 558 21 AR B 1 A G4 F 047 8 o A0 H T SO ) A A
AR o VA SCRS B0 355 55T A o T BRER SRS LA A7 AE A TP T A7 A 22 A B SURS P A

SZCA'’s audit trail documents are archived and backed up by the business administrator and
auditor for audit log and audit documents monthly. All documents including the latest audit trail

documents should be stored in disks and placed in a secure document library.

5.4.6 HiTEE RSt Audit Collection System

SZCA BWHEHMHF ARG UFZILFE R, A3lFA RN ABRGRE % HE
1. HiFHEEEERS:

2. IEPEHERS;

3. IEBRRARS:

4. AEPHRARS

5. mFRBAE ARG

6. Vsl R4

7. Wk, BdEE L EE AL

8. HAhFHREH RS,

SZCA uses the automatic review system to review records and materials, and automatically

report review events to relevant personnel or systems.
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1. Audit log collection system;

N

Certificate management system;

3. Certificate issuance system;

4. Certificate directory system;

5.  Remote communication system;

6.  Access control system;

7. Website & database security management system;

8. Other systems to be audited.

547 N S M H M4 LK B B & Notification to the

Event-Causing Subject

SZCA RIWIHEING, Rl BB AT, AR VE ] B B M ¥, (R
SR HURH X S Tt AR o AR 0 i AT 9 R AR DI B S PR AR 55 358
GIRES WP GSEE Sy

SZCA B E A2 TR P B A F A SR ATl 75

When SZCA detects the attack phenomenon, it will record the attacker's actions, and trace the
attacker within the scope permitted by law. SZCA reserves the right to take corresponding
countermeasures. According to the actions of the attacker, measures such as cutting off the
services that have been opened to the attacker and submitting them to the judicial department may

be taken.

SZCA has the right to decide whether to notify the entity resulting in the event.
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5.4.8 BESS1EVEAS Vulnerability Assessments

SZCA FE AN E AT RGME I VEVEAY, JFARIE PG SE R, BRI RO G It -

SZCA shall every now and then carry out system vulnerability assessments and adopts the

according measures timely.

5.5 0% 584 Records Archival

5.5.1 IHMSIEFAIZEEL Types of Records Archived

SZCA Xf LU R J LSS4T ARG e %, BFHAIR T
(D BB RGE VTR
(2)  UEPAHEPREESE;
(3)  UETHE SRR, IEPIRSMAERTE ARG S, SUERIT P MG
(4) il
(5) RS EREG . HL AR SS R SOAY
(6) HILTHR, BFEARTERREE, H. BIIETE,
(7)) BIFANT. PG SRS .

SZCA archives the following events, including but not limited to:
(1) Documents for construction and upgrade of the certificate system;
(2) Certificate and certificate revocation lists;

(3) Documents supporting certificate applications, information on approval and rejection of

certificate services, and agreements with certificate subscribers;
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(4) Audit record;
(5) Certificate Policies and Certification Practice Statements;

(6) Employee information, including but not limited to the background investigation, hiring, training,

etc.

(7) Various external, internal documents for assessment.

5.5.2 HR4EF K157 3HFR Retention Period for Archive

SZCA Xt T ANFE ARSI R I IRAF IR, FELE CPS s

SZCA shall provide the retention periods for different archived records in the CPS.

5.5.3 JHRYSCHHIMRI Protection of Archive

SZCA X &R it ARFUR ARG, #RA 2 4 i) BEATIE SR OR 7 T A0 ™
EVE B, BRI RSO A AR, B IEIERBUR TR Bk, MBRELE B

SZCA has secure physical and logical protection measures and strict management procedures
for all types of archived documents in electronic, tape, and paper form to ensure that archived

documents are protected from damage, unauthorized access, modification, deletion, or tampering.

5.5.4 JARSCH & FERF Archive Backup Procedures

T RGUE AT IIRE S, BT S, A SCPREAT S A
XTSI IR B, AN BT R, BRI 1 i PR UE 22 2k

P AT VAR R FEL 7 SO AN BUE BE R T ORAFAE SZCA BIAFAEEE, ICAE R RE LAY . 47
R Rl e — R U B B2 i RR  ( 5 3, SAMARA R ARG B H . RAHRBI TR
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AEAEH B R OL T, A REX R R HEAT B GR AT . SZCA 1R 2 L] _EORIEAE IEXHS 5 K
HAMHATMER. B gt

Electronically archived records generated by the systems are backed up weekly and the

backup files are stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures

need to be taken to ensure their security.

All the documents and data archived usually are stored in the main storage site of SZCA. If
necessary, the backups will also be saved in the offsite. Archived database is generally isolated
physically or logically, with no interaction with the outside. Only authorized personnel or others
under the supervision can conduct the operation for reading the files. SZCA provides mechanisms

to protect archives and backups from being deleted or modified.

5.5.5 iC*ET BRI ZESR Requirements for Time-Stamping

of Records

SZCA HIR4ZR1E OVER 0 20 36 T

SZCA files shall be time-stamped when created.

5.5.6 JHRSKEE RSt Archive Collection System

SZCA MIHE T EREFAY RINEE RGAEA CP 2 5.4 TP /EELH UL -

SZCA audit trail collection system is detailed in Section 5.4 of this CP.
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5.5.7 KRB IHRY(E B HFEF Procedures for Obtaining

and Verifying Archived Information

SZCA & M EAF A5 B se Bk

SZCA regularly verifies the integrity of archived information.

5.6 HFIANERSHMZE4HE F Key Changeover
FEAEB R LLAT, SZCA WS PIRAT SE e, AR iiE+ . AT IR st , ™
FEAEIE SZCA ST 3 A B ATE EAT

Prior to the expiration of the certificate, SZCA will replace the root key in accordance with
the provisions of CP, and generate a new certificate. When generating the new key, specifications

of SZCA key management will be followed strictly.

5.7 }iELE KM S Compromise and Disaster Recovery
SZCA FKHE (SZCA RAENKE TR HUE MBI, BRNAL . RAEVK A 55 ¢
BAE A IR Y R0 R0 5 i S it

SZCA will implement recovery in accordance with the procedures and responses for incident
handling, emergency response, disaster recovery and business continuity as set forth in the SZCA

Disaster Recovery Plan.

ST1EHHBELEREF Incident and Compromise

Handling Procedures

R T B ) )9 RO AL ORI, SZCA FEAL T — R N B A H TSR A FH i
W%, Blin: (SZCA RGHFEAFEMIE). (SZCA T RKFHMMN ATIE). (SZCA REGi%
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RS/ WE DB

FRSR PAAE I AR 0K 26 DA _E 7 S AR SRR B A RRE » AR St dE A2 P S TRl R4
R REHAT Bl IR R R, AR AT — U RS N, SR

To timely respond to and handle accidents and damages, SZCA has established a series of
emergency response schemes and accident handling schemes, such as the SZCA System Fault
Handling Specification, SZCA Major Accident Emergency Scheme, and SZCA System Backup and

Recovery Scheme.

Related personnel will actively carry out the recovery plans in accordance with the
regulations of the above schemes and related systems, and perform the data disaster recovery drill

each quarter, and an emergency response drill on major accidents annually.

5.7.2 THEANLFIE A EEIE KRR Damadge to Computer

Resources, Software, and/or Data

SZCA Xk 55 R G0 K HAM B Z RGN B BT SBARREAT 1 &by, JFHE 1A NI B
SUEHERAE . REM SRS TIRBOR . THEALBE AR IE R RS . AR . B
PR IR BRI AT LG R AE, SZCA K2 MR HMEVR S 1 Rl St 2

SZCA backs up resources, software and data of the business system and other important
systems and formulates corresponding emergency treatment processes. When identified the
destruction of network communication resources, failures of devices for daily services,
malfunction of the software, or tampered database, etc., SZCA will launch the disaster recovery

plan.
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573 LA R HME L BEEF Entity Private Key

Compromise Handling Procedures

TEHE . NN B AR R AEMITEDL R, SZCA K RKEUT 125 IR LK & 2 4 R
1. SZCAMERZMN DA HM S EH A WA RIER . REEHABITALE,

2. ARHEGMERIEIT, 4 BA R T B A B R RN

3. W ERTEMAH S A A0S, H BRI CRL T ZEAT IR ;
4. BB 2 A RORT RGBS B A

5. WHRHEEWE S EE ARE M, M RGEHEAPITIRE .

IR T EKE SZCA V5518 AF R BCE ST, WIH 53 5h—4 SZCA 24l 55 AT S ak
b 55 B B G AT R

2 CA IRFLAEARE T . 8. P ohat e, SZCA JAZhE KFN 2R, #le
TENTR . WERFE R CA T, K2R L N i -
1. SERIA RSB IV, 8 Wl A AR A JL AR GHT P AT I8 R, SR it 4
FH P 1) 25 308 52 58 K30 K 5
2. SCBIE AR AR T 5 S IE B IAE IR S AH R B R G
3. LRI MENETA CER K IET, BH CRL il OCSP {58, MftuE51] 7 AR
FEEU . RIS SZCA 7RI 5% 3T 1 35 40 %) 5

4. HRIMIERS KRG, #%H8 SZCA CPS K TIE AR E, EHBR FHIEHHM
FRBEAEF L CA UET:; SZCA FE P& K G, ¥rBliEit SZCA EEE. H
TR, HTTP &5 KA.

g CA R BB K BEBLCh . Bl MR BB EE = BT RO BEREI, #R4F CA oL
Bl 1) SZCA FEATICARIFAE R BB HXR AIE Pl oK, AR AR HUAE 15
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SZCA LRI F B NICAR, @ Wk A At A SR KT P AT, SR
8 FH P M) i 8 2 B R R

L RIS FHE AR AT 5% P S IE T AEAR S5 AH R ) R 55

SRR TR O R IFAES, B3 CRL M1 OCSP 15 8., AHEHIT P Ay
2

g CAMF B2 R G, 1% SZCA CPS X THF B2 K fIdt e, EHZERIT FiE
s

SZCA HEPE K G, ¥rElE SZCA EEE. HER%S%. HTTP 257 R
TR ARG

T HIFAS T Bt IS8 B2k . B AL, ERFE S =FH AN, TP R
& SZCA CPS HIMLE, 155 FAVEIE P, O+ OPUE =08 BB AAE 5

In the intentional, man-made, or natural disaster situation, SZCA will take the following steps

to restore the secure environment:

1.

SZCA verification system’s password is changed by the business administrator,

business operators and system administrator;

According to the type of disaster, some or all certificates will be revoked or re-verified

later;

Directory data and CRL are needed for recovery if the directory is unavailable or

directory with impure suspicion;

Timely access to security site as far as possible to restore operation reasonably;

If it is necessary to restore the business administrator's configuration file, it will be

done by the system administrator.

If it is necessary to restore the SZCA business operator’s configuration file, it will be done by
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another SZCA security business operator or administrator.

When the CA root private key has been damaged, lost, tampered, or leaked, SZCA starts a
major emergency treatment process and develops a plan. If the CA certificate needs to be revoked,

the following measures will be taken:

1.  SZCA reports immediately to the supervising government departments, notifies
subscribers through the website and other public media, and takes measures to protect

users’ interests without more losses;

2. SZCA notifies the relevant relying parties to disconnect the systems associated with

the certificate authentication services immediately;

3.  SZCA revokes immediately all the certificates issued and updates CRL and OCSP
information for subscribers and the relying parties. Meanwhile, SZCA immediately

generates a new key pair;

4.  After the new root certificate has been issued, SZCA re-issues the certificates and the
subordinate CA certificate in accordance with the SZCA CPS about provisions of
certificates issuing; After the new root certificate has been issued by SZCA, it will be

immediately published by the SZCA repository, LDAP, HTTP, etc.

If the private key of subordinate CA is missing, tampering, cracking, leaking, or used by
unauthorized third parties suspiciously, subordinate CA should report immediately to the SZCA

and generate a new key pair and certificate request to apply for a new certificate;

1. SZCA reports immediately to the supervising government departments, notifies
subscribers through the website and other public media, and takes measures to protect

users’ interests without more losses;

2. SZCA notifies the relevant relying parties to disconnect the systems associated with the

certificate authentication services immediately;
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3. SZCA revokes immediately all the certificates issued and updates CRL and OCSP

information for subscribers and the relying parties;

4. Subscriber certificate is re-issued in accordance with the provisions of SZCA CPS on

the issuance of certificates after the new Subordinate CA certificate has been issued;

5. After the new certificate has been issued, it will be immediately published by the SZCA

repository, LDAP, HTTP, etc. for distribution.

When the private key for a subscriber certificate is damaged, missing, cracked, tampered, or
used by unauthorized third parties suspiciously, the subscriber should apply for certificate
revocation immediately and re-apply for the new certificate following the provisions with the CPS

of SZCA.

574 REFJF WL % E S 14 68 /1 Business Continuity

Capabilities after a Disaster

SZCA TEIEIEAN 5.7.1. 5.7.2 F1 5.7.3 iR R MG, @t HAMmHLHE], HAE 24 /)

After encountering the disaster described in Sections 5.7.1, 5.7.2, and 5.7.3, SZCA can use

the backup mechanisms to recover systems for operation and service delivery within 24 hours.
58 BT INERSHABIEMILAKZIE CA or RA
Termination

SZCA #1341 (1 IR AT T LA Dy A1 5245 i DR R 35 B 52 A5 I TR, B 5245 B TR ) g
1 SZCA WA R, AR PIRE A Al fe 5 Rk Y 3 A7 %

1E SZCA & 1ERT, WA
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1 ZARb S5 AR AL

N

FLHL SZCA & 1k R

3. JEHE SZCA 5 ILAH SR I SEAA;

I SEVNER S T

5. RN

6. ACHAFRCAFICL;

7. AFIEAES O IR

8. AFREE H SRS E

9. KHIEHFMS

10. AbFE SZCA V55 E PR BRI SZCA Mb 545 1F i

11, AbF s s

12, Kb PRAAFA BUBOCRY 5

13. 7&K SZCA EHLAEA:,

T2 SZ AR R B B e i S R i 2% 1 SZCA, U 5e i | R #R A, ME— AN [FIFE
SZCA Z 1 RRIE M A B R _E, i T3 P2 R R K28 05 SZCA, R SZCA JEANT 7 i
AR T RS R R 21k SZCA, 1E SZCA BRI AT G, KHOE 24125

RS SZCA & 1T s .

The reason for the SZCA termination event may be key damage or non-key damage. Key
damage may result from the loss of the SZCA root key, and the non-key damage reason may be

related to commercial factors.

Before termination, SZCA must:

1. Arrange the business to undertake;
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N

Draft SZCA termination statement;

il

Notify the entities that are related to SZCA termination;

4.  Shut down subordinate LDAP;

5. Revoke the certificate;

6. Treat archive file record;

7. Terminate certificate authority service;

8. Archive main LDAP;

9.  Shut down the main LDAP;

10. Handle SZCA business administrator and SZCA business operator;

11. Process encryption keys;

12. Process and store sensitive documents;

13. Remove SZCA mainframe hardware.

With the termination of SZCA due to key damage and non-key damage, the operations are
mostly the same. The only difference is the time limitation that SZCA stops sending notifications.
As for SZCA termination due to key damage, the process in which SZCA notifies the subscriber
needs to be completed as soon as possible. As for SZCA termination due to non-key damage, it
can take appropriate measures to mitigate the effects of SZCA termination on the subscriber after

SZCA notifies all the subscribers.
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6. NE R G T AN Z 42 Technical Security

Controls

6.1 BHNMKAEME %% Key Pair Generation and

Installation

6.1.1 XA Key Pair Generation

6.1.1.1 CA FHHXTE L CA Key Pair Generation

CA A0S H B SRS 3 T I A VR AT I B & AR . I AE L BB A7
A RIS SEAEFIPS 140-207HE A SSHIE o« BT FIPS 140- 251 3 A 2 [ 5 2 ) 3= 38 1)
NN HOBRUE, [ SO0 T35 057 G A% B BEEKR, RIFIPS 140205 HEA 2 AT
FETE B SO BBOR VT P AT T RIS E H, RS R& ) iR At skl BTk
B A BRI B AR IOE o [ SR A Y R T % e . WAE.

CATEYIR A i 2 75 3 AR Bk — 44 G M6 1R B U U AL AIE DB DR HOBA0E CPS BA R
BEDSR . F YD A G R AR A A T 1 SR TR IR AT

The key pairs of CAs are generated by the cryptographic devices approved and licensed by
SCA. The generation, management, storage, backup, and recovery of the key pair shall comply
with the relevant regulations of FIPS140-2. Since FIPS140-2 is not a standard approved and
accepted by SCA and SCA implements strict management of state’s cryptographic products,
SZCA only applies part of the provisions of FIPS140-2 under the permission of SCA. Specifically,
the product manual of the device is for your reference. Hardware Security Module used for key

generation must be evaluated and certified by SCA.

The generation of the CA key pairs shall be video recorded or witnessed by a qualified
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auditor to ensure the generation process complies with the requirements of this CP and follow the
separation of roles principle. The procedures and operations related to key pair generation shall be

recorded and archived.

6.1.1.2 1] P2 4HXT A R Generation for Subscriber Key Pair

XFFSSL/TLS E A (B BE TS, 117 B8 il P 8 24 R .

X TR AATLECR ZEREF LAY RS AR TS, 3T R G R SR R v 4
YIS, RAARER I T, RS AUE R O BEE RIS ZCAIE I % Al IE R PG
BT

ESIT A R A L A I SR (S5, FFASH b RAGE R STE . AR RAT

S5 % HHRIEIUE TS, SZCAEIEIEAIZHIE.

For SSL/TLS certificates and timestamp certificates, subscribers’ key pairs are generated and

kept by the subscribers themselves.

For certificates and code signing certificates that meet the technical requirements of AATL,
subscribers shall use the hardware equipment that meets relevant requirements to generate key
pairs, and private keys shall not be duplicated or exported, and the activation of which must
require a password. SZCA will deliver the activation passwords to the subscribers through secure

channels.

Subscribers have the responsibility and obligation to protect the security of private keys and
bear the legal liabilities arising therefrom. If a subscriber uses a weak key to apply for a certificate,

SZCA will reject the application directly.

6.1.2 FAEHAEIZZEIT P Private Key Delivery to Subscriber

XFF USBKey P #B4sHIFAEH, I SZCA ¥ USBKey WFZF 4511 75 XS BT 7 HAT
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R, AN ELRRLIIR AT P

For the private key generated internally by the USBKey, SZCA will mail the USBKey to the
subscriber; if subscribers' private keys are generated by their own server or other devices, SZCA

will not need to send the private keys to subscribers.

6.1.3 AHEEBILHLZ XNV H Public Key Delivery to

Certificate Issuer
1T FaEE PKCS#10 4% 3 CHIE 421 K5 Rl L B B B4 1 e F g, DL F3C
KT R A HIRAL Y SZCA ZRAET .

The subscriber sends request information, which contains a public key, in digital form
encoded as PKCS#10 or other packing formats with digital signature to SZCA for certificate

issuance.

6.1.4 BFINERFVMAFEELKB T CA Public Key
Delivery to Relying Parties

SZCA A ETE SZCA HE R CA IFBAF 2 CA F 5, iEit SZCA B M
VT R A . SZCA LR SZCA WIMus T3 7 LB A, DUISE 1T P AR 7 200
{5 H .

Public keys of SZCA are included in the self-signed root CA certificate and subordinate CA
certificate and published via SZCA's website. Subscribers and relying parties can transmit public

keys by downloading them from this website.

6.1.5 FEHHHKKE Key Sizes

SZCA SZHrH) RSA KN 2048 frEkPh I, SCRFRT SM2 Z4HK N 256 A, SCHF
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1 ECC B8y 256 BLLL b o W SR EZOEHER . BUR BN S 25 K A I

FVEAER, SZCA Fse M.

SZCA supports RSA keys of 2048 bits or more, SM2 keys of 256 bits, and ECC keys of 256
bits or more in length. If national laws and regulations, government authorities, etc. have clear

specifications and requirements for key length, SZCA will fully comply with them.

6.1.6 AHSHENERERERAE Public Key Parameters
Generation and Quality Checking

XA T RE AR 2 AR K] SZCA AT/, APIZ Kb A ] 1 5 i 2L Ja) b E V7T
I B AL A A R, BTNl INE R USB Key. IC REEAEMAMER, FF-M
XA A T ABRHE . SZCA YONIXEER AN R A BRI FEF A% T2
i (1) 2 A F PR

K20 ARG A, IR S [ 3R G R A VR 1 0 8 5 A% AR AR A R R4,
BNl nEE 4. USB Key. IC %5, SZCA AKX EA AR N B IPML . Hik%
CAaRE T RSB RER,

For SZCA subscribers using hardware cryptographic modules, public key parameters must be
generated in encryption equipment and hardware medium approved and permitted by State
Cryptography Administration, such as encryption machine, encryption card, USB Key, IC card,
and follow generation norms and standards of these devices. Of course, SZCA considers that
built-in protocols, algorithms for these devices and mediums have already met sufficient levels of

security requirements.

The quality of public key parameters is also checked through the encryption equipment and
hardware medium approved and permitted by State Cryptography Administration, such as
encryption machine, encryption card, USB Key, and IC cards. Of course, SZCA considers that

built-in protocols, algorithms for these devices and mediums have already met sufficient levels of
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security requirements.

6.1.7 #4A{#H H ) Key Usage Purposes

SZCA HIMR CA B YU T2 LU N ES:
(1) RFAR CA [ HEZET;
(2) G CA WIEF K AE SAIE T
(3) H T 2ati Bt e+ (4 OCSP i R3S IEIE 15D

WP HE AT U TR 2 e IR g5, Blin B orhaiE . ANl SR E AN 2 5e B LS
IR T LU TS B E A g

WA AT S0 GE. (E 8IS ASPTHUSIERE B8 B S 2 2RSS .
SZCA's root CA key is only used to sign the following certificates:

(1) Self-signed Root CA Certificates;

(2) Subordinate CA Certificates and Cross Certificates;

(3) Certificates for infrastructure (e.g. certificates for OCSP response verification).

The subscriber's key can be used to provide security services, such as identity authentication,
non-repudiation, and information integrity; cryptographic key pairs can be used for information

encryption and decryption.

The subscriber's key can be used to provide security services, such as identity authentication,

information encryption and decryption, non-repudiation, and information integrity.

101



S
+Mm
- SZCA 4HRE(TIKZ CP V1.0

SZCA Global-Trust System CP V1.0

6.2 AR EFLE TIEEH| Private Key Protection
and Cryptographic Module Engineering Controls

62.1 FE L HE B 5 #E 5 ¥ # Cryptographic Module

Standards and Controls

SZCA MBS ¥ % 2 40 [ KBRS TR AT I o BRI . &t
FPK S ROBAE FIPS140-2 bRk ARSI E . SZCA (EIRFRINE B AT, K18 B X 2 A0 7 B
SEVPRTRTAR T, EFEVE. sRSHGEM FIPS140-2 FrEMESR, AASIEE) miRMtm %
Kl HH T A s A i [ SO A B 1 e L AEE

Cryptographic devices used by SZCA are approved and licensed by SCA. The generation,
management, storage, backup, and recovery of the key pair shall comply with the relevant
regulations of FIPS140-2. SZCA selects encryption devices under the premise of the national
cryptographic management policy permit, or refers to the applicable requirements of FIPS 140-2,
with specific reference to the information provided by the manufacturer. The cryptographic
module used for key generation shall be authenticated and certified by the national cryptographic

management department.

6.2.2 Fh\EHZ A\FEHH Private Key Multi-Person Control

SZCA AVIMIA G SR A R AR SRR 2 NI, RIRI 3 3% 2
7730 KA PR AL E 3 A B b, BAEH D 2 NIES IRV RTHIIG LT
NG G RIFMA PIN 15, A Bex RAHIHEATHAE

Generation, update, revocation, backup and recovery operations, etc. of SZCA private key
adopt multi-person control mechanisms. Namely, the mechanism is two out of three, the key

management authority is distributed to three key administrators, the operation of the private key is
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performed in the presence and permission of no less than two employees via inserting cards of

administrators and inputting their PIN code.

6.2.3 FAEHILE Private Key Escrow

SZCA & CA FHAFE W55 .

SZCA has no CA key escrow service.

6.2.4 FA8H4£54) Private Key Backup

CA IAARAFAER il B W S D 3 5 e A5 o, RPRAVE I A i R AR 200 2 A
UL EA TSR, ARG A N 34T () CA FA A7 o

SZCA Xt CA RVBHEAT &ty o 1T ARSI T A, @ BCE M AT %4, FFX
F 3 RIRLEHR ) 12 s H A D7 T P LA DR, B LR AR SR AR SSOR G

The CA private key is stored in an environment that is protected from high temperature,
humidity, and magnetic fields. The backup operation of the CA private key must be done by 2 or

more people during the initial generation of the system.

SZCA makes a backup of the CA private key. The subscriber's signature private key is
generated by the subscriber and it is recommended that the private key be backed up periodically
and that the backed-up private key be protected by a password or other access control mechanism

to prevent unauthorized modification and leakage.

6.2.5 FAZHIH4Y Private Key Archival
CA FHIRIWIG, SZCA XAHHAT IR IRAF 2D 7 8. APTIEILINE 5 TRAFAE ST
FEAES R, IR 22 X .

SZCA AVARST P IRV

103



—
+Mm
- SZCA 4HRE(TIKZ CP V1.0

SZCA Global-Trust System CP V1.0

After the CA private key expires, SZCA archives and keeps the private key for at least 7
years. The private key is saved in an external storage medium by encryption and stored in a secure

arca.

SZCA does not archive subscribers' private keys.

6.2.6 AN . FH LML Private Key Transfer into or
from a Cryptographic Module

SZCA ARABIT P AR AR S B A B by G Y (59, A SR VPR AR o X T A7 UE
BATFAS R AP RAS, AT P R H B AT AR S XU, 1T T B RSN
J7a BRATIN TR B A O DRI S S Uy 17 425 1 485 Mt

SZCA does not provide the export of subscriber’s private key from hardware cryptographic
module or allow this operation. As for the private key stored in the software cryptographic module,
and if the subscriber is willing to bear the relevant risks, he/she can choose the way of import and

export with access control such as password, etc.

6.27 FAH i T HE WS BL I Private Key Storage on
Cryptographic Module

CA RS20 451 FH 1 52 25 R A% 3 oyt v RO F AT (IR S5 2 35 G ML, i AE S A e e &8
/DFFE FIPS 140-2 =R briEBL R S5 2 22 47K, ANVEH OB A7 70 R 55 2% S h M LRE A2
TE A Ay R A AS 2 B SO I A S AL L2 4b o

P AV A AE AT A [ 5% A B E 19 USB Key /M RECSCAFIE S o, FifA7E USB
Key TAFHRIALG], HBLAE SCHIIEIUORAE o X T FTAR A B bR e A RO FA R, i AEAE A
HABH T AE AN AL, T AT P E R A A 2 A TR 1 A R 8 B A A

T 2 A6 2 2R 15T P AVH IR 20 A R 22 /D A5 A FIPS 140-2 R brifEnk
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B/ ES G

The CA system's cryptographic device uses a cryptographic server approved and permitted
by SCA, with hardware cryptographic modules that reach at least Level 3 of FIPS 140-2 or
equivalent levels of security, and the data for the private key is stored in the hardware of the
cryptographic server and does not appear in plaintext outside the hardware of the cryptographic

server throughout its life cycle.

The subscriber's private key is stored in a USB Key media or file certificate that complies
with national cryptographic management regulations. All private keys stored in the USB Key are
stored in the form of ciphertext. For private keys generated using the software cryptographic
module, they are preferably stored and used in the hardware cryptographic module, or the

subscriber may choose to use a specific software cryptographic module with security measures.

The hardware cryptographic module used to securely store the subscriber private key for the
code signing certificate at least meets the FIPS 140-2 level 2 standards or equivalent level of

security.

6.2.8 BUEREAMI 7 Method of Activating Private Key

HYVEHE AN A OB R RS RRSS AL, BHTEOE IR, R 2 BE
A FREY) .

ST AEAE W USB Key. W% i@ blass Hot e 2 m e ¢k 2 b (3] 7 AL
B, AT R LA O 4 IC R R BRI TS gk T AR RS S
$ USB Key. IC REFFAMMBEL T, AR N4, WAPIRBEGE . X FAERAET it
BRI B A R AL, T 7 2R FH & B I 18 b A3 AP B, DA IR TR
FHEN R PSS BL T, HAb A SR P T SRR DGR o SRAZ TSP S 2 B A B
I RAEH A 12 G A, A SR A B R R (R R RL B W o SRS 1A LR R
B, BAREREOINEUS, & F RN DA A RS A
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Key administrators use their own administrative cards to log in to the cryptographic server.

Two administrators need to be present for the private key activating operation.

For subscriber private keys stored in, for example, USB Keys, encryption cards, encryption
machines, or other forms of hardware cryptographic modules, subscribers can protect them by
passwords, IC cards, etc. When the corresponding driver is installed on the subscriber's computer,
the private key is activated by inserting the USB Key, IC card, etc. into the corresponding device
and entering the protection password. For private keys stored in the subscriber's computer
software password module, the subscriber should take reasonable measures to physically protect
the computer to prevent other persons from using the computer and the associated private key
without the subscriber's authorization. If the private key stored in the software cryptographic
module is not password protected, the loading of the software cryptographic module implies the
activation of the private key. If a password is used to protect the private key, it is necessary to

enter the password to activate the private key after the software cryptographic module is loaded.

6.2.9 FEBRAABIE RS K 7L Method of Deactivating
Private Key

£
i
s

B HSA B CRE B RERRS SR EWEIL, AT, FE2
BRI AR .

— BV, BRARXMOIRSHORERR, FAPTE AL TimahIRE . IR ] 2
t, RVRRRBERGE, RAEREAT — A, WURFEATEE —HRAE, 5 BT O .

SZCA fRERAVAMEE RS T N EAHIR IS ROIRA . DI R R AL T |
P ARG RERBUIAEA G, AT LT S8R AT

WP RER AV RS B BAT E, A ERR R TR, BUE TR A R bR
MEER S, DI AR, R RS -

Key administrators use their own administrative cards to log in to the cryptographic server.

106



-~
+Mm
- SZCA 4HRE(TIKZ CP V1.0

SZCA Global-Trust System CP V1.0

Two administrators need to be present for the private key deactivating operation.

Once a private key is activated, it keeps active unless it is deactivated. For some private keys,
they can only be operated once each time they are activated, and if a second operation is required,

they need to be activated again.

SZCA can deactivate the private key by logging out, cutting off the power supply, removing
the hardware cryptographic module, logging off the user or system, etc. No unauthorized person

may ever perform the operation in question.

The subscriber can deactivate the private key at his or her discretion. The private key is
deactivated when the computer is logged off after each operation, or when the hardware

cryptographic module is removed from the card reader and the power is cut off.

6.2.10 AR 71 Method of Destroying Private Key

IR RVHANFE A, B0 5 AAIATIGS L)~ BH B B 4 A s, SR AR TR
BRI, A AN S I o5 75 s R RAL T RN s iy, A4 I
BB IC RELAGIHEE AT FN, Fra M THeE RPN PIN #5. 1C Rt U2
EE e VEI

WP HIFAAAN A A, B3 S5 RS L (0 A S R B e B s, H T D LA
BOTIE, TP RIS ROH S, IHRIEAE R TTE. ¥ KBS 25 R A AR
1, AT AU IEA CP HIHLE AT .

If the private key is no longer in use, or after the corresponding public key is expired or
revoked, for the circumstance that the key is in the software encryption module, it must be cleared
by methods of mulching. For the circumstance that the key is in the hardware encryption module,
it should be cleared in the encryption device or IC card. Meanwhile, all the PIN codes, IC cards
for activating the private key also must be destroyed or recovered.

If the subscriber's private key is no longer in use, or the public key corresponding to the
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private key expires or is revoked, the method of its destruction shall be determined by the
subscriber, and the subscriber must ensure the effective destruction of its private key and assume
responsibility therefor. The subscriber must comply with this CP if the key is saved and archived

after expiration.

6.2.11 FLHEHEI PR Cryptographic Module Rating

SZCA A FH 1] 28 i A =) FHb vHE AN VF 7T 3 A i

SZCA uses the cryptographic products approved and permitted by SCA.

6.3 FHNBEHKYH MG Other Aspects of Key Pair

Management

6.3.1 A4HFERY Public Key Archival
X 2R G0 A 0 A BB R 3 AT e AR PR AT, SR ABAE B3 T Ao, ifrae
R e B AHE R AHEIE, SZCA & B 5E AR AE .

SZCA should carry out archiving and preservation timely for public key data generated by
the system and use symmetric encryption for public key information. Ensure to obtain safe and
complete public key information. Once the key reaches the expiration date, SZCA will complete

the archiving operation regularly.
6.3.2 IEHE5FEHANMMEHKIAE I Certificate Operational

Periods and Key Pair Usage Periods

TEPIRT RAE FHIYIRR S5 A5 AT ROYIAH G — 2, X T2 4 g e, HAVB A REEIE+
ARAUAA T UL T 8284, AR FT IR AN R 1A ROWIRR (B, O 1 ORIESE
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WE-BA RN A 24 B0 BT LARAE, 2848 A PR AT DAEIE S A RACOUIRR BAAE .

X AR AE S, B B o VR F 15 58 Y dee KA IR 4 F

LS FAR CA LSS, A R0 R KA 25 45

2R CAET, ARUHERKAML 20 4

3N TARSREAIE TS, A ROER KA 39 S H

4.3 F SSL RSG5 aiEfS, AR KA 398 K, ;

5. XTI RBGES, AROHE KA 10 £,

6.5 PDF 22 A4 EBARLHIES, AR R KA 3 4.

The use period of the key pair is consistent with the validity period related to the certificate.
For a signature certificate, its private key can be used for digital signature only within the validity
period of the certificate. The service life of the private key does not exceed the validity period of
the certificate. However, in order to ensure that the signed message is verified during the validity
period of the certificate, the public key can be used for a period beyond the validity period of the
certificate.

For different certificates, the maximum period of use allowed by the certificate renewal for
the key pair is as follows:

1. For root CA certificates, valid for a maximum of 25 years;

2. For subordinate CA certificates, valid for a maximum of 20 years;

3. For code signing certificates, valid for a maximum of 39 months;

4. For SSL server certificates, valid for a maximum of 398 days;

5. For timestamp certificates, valid for a maximum of 10 years.

6. For PDF signature certificates and email certificates, valid for a maximum of 3 years.
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6.4 BVEEFE Activation Data

6.4.1 BUEEERFZE 5%3EE Activation Data Generation

and Installation
N TR REAR 24, ARV AR P2 R 22 25 P BE D URAIE 22 4= ] 5, M 38k S0 FA
BE . B e BRIV A . MR, B R AR AU B R

CA RN SGE Bt , o 20% IR 5< 8 AT 2 7 HI A a8 P BRI R, ™ itk
ATHER 7 RAMERT . 3T P A BEOE B, BT FEIERR N4 (DL EE
$ef). USB Key. IC RIERE A5, #2240 ] 5 (IS T EENL 4

W RS Bt , A T N BOEF A 4 (CRLE IS5 B S R 4 . USB Key.
IC RIER O45%, #HRERESERIAE NN E. XEEEE SR, #2Ed 2an]
M7 BN IS AT . MRECE s 5 T AL 1T o A R s e
SZCA UM BATI#HAT B

PR IR BN % AR S R 2R, NAZEAE LT LA JE -

2. BOUE AT —ADTHG
3. AReB SRR

4. ASRERRAE 01944 T4 )5

5. ABMEHIAEH . HIESEST

6. 445 B RIBKI T 745

Subscribers must use secure and reliable generation and installation of activation data to
protect the private key from exposure, theft, unauthorized usage, modification, or unauthorized

disclosure.
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Activation data of CA private key must be generated, distributed, and used strictly according
to the requirements which are related to the segmentation of key activation data and key
management. Activation data of subscriber private key, including password (provided in the form
of password envelope, etc.) used to download the certificate, USB Key, login password of IC card,

must be generated randomly in secure and reliable environments.

Activation data of subscriber private key, including password (provided in the form of
password envelope, etc.) used to download the certificate, USB Key, login password of IC card,
are generated randomly in secure and reliable environments. The activation data are delivered to
subscribers safely and reliably, such as through offline face-to-face submission, post courier,
delivery, etc. For activation data of non-single usage, SZCA suggests users modify the data by

themselves.

All the protection passwords should not be guessed easily and should follow the principles as

below:
1. Contain at least 8 characters;
2. Contain one character and one letter at least;
3. Not contain many same characters;
4. Not be the same as the operator’s name;
5. Not use birthdays, telephone numbers;

6. Longer substring in user name.

6.4.2 BUEEBIEKFI Activation Data Protection

XF T CA R AR » 6 A0UR s S 12 T S (0 05 203 1 s A R AT 45 N 01

B, R N AR A BT IR .

>

VTP R0 B0 A 20 22 4] RE A T 7 A2, b AUEAT 23 RS, AT M NPT 3R &
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ARSRAEASIT A 14 B0 PIN P OR4PAATRL, 1T 7 2235 ORAE 47 L 112 50 PIN i, B ki
Fe o G AR AT P AR R AL B, 1T IR ST b AR MR e N ARV B
o RN TRCENL S RGN LA T2, AL HO Has s AT 2 2.

Activation data of CA private key must be separated in a reliable way and kept by different

trusted personnel. The administrator must meet the requirements of responsibility division.

Subscriber’s activation data must be generated in a safe and reliable environment and
properly safeguarded, and cannot be leaked to others. If the certificate subscriber uses a password
or PIN to protect the private key, the subscriber should take good care of the password or PIN to
prevent leakage or theft. If the certificate subscriber uses biological characteristics to protect the
private key, the subscriber should also pay attention to preventing his/her biological characteristics
from being illegally obtained. Meanwhile, in order to meet the security requirements of business

systems, activation data should be modified regularly.

6.4.3 BIEEHE R E B E Other Aspects of Activation Data

TP AP B B AT AR AR, BRI BT R R P e T E R e, B
e B R . BRI

2T AL B Bt A G ZE RO B IR eSS RE T e T R DT . R ek
R, BB 4 R R TOVEIB I PR AR AR B A o0 B ) 3 SRAT O B (0 0 70 Bl 4
i, FA S 1 AR T A0k

Activation data of subscriber's private keys shall be protected from loss, theft, modification,

unauthorized disclosure, or unauthorized usage during the transmission.

The activation data of subscriber's private keys which are no longer used shall be destroyed
and protected from theft, disclosure, or unauthorized use during the destruction. The result of
destruction is that some or all of activation data can’t be recovered directly or indirectly from the

residual information and medium, papers recorded with passwords must be shredded.
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6.5 THHENZEIEH] Computer Security Controls

6.5.1 AW HENZEFH RER Specific Computer

Security Technical Requirements

SZCA Xt RGLHIME B 2 A BT & B SO AR HEMRLUE I 2R, il i 7838 2 4
EIENEANG B, EEE T TR AN . R ARSI S0
VUNAISGAE . IZHEDT R Eh] . BT Em] . N RIRTT BV B W27 [ 42 ) 45

SEAT PR R R AEHL S, ABANA RS (B CA RS, RA K50 ViR
N G373 B PE— R P (0 iRl BPRBR A A3 AT TARRADTZER K e /VBUBR o U il I R >R
EDEEDAEZNIIRECIY VLS (& ST LR S E e S b W

WL 2 e T B, Btk CA M MEIE U R G R L e ER RS, Ax
S RIRZIZBATT ] o

b RGBS AL R GBI B, A7 RS S Hth RGP &R AR I
BT € SRR P A5x4 PR 75 1) o A8 P75 K s BELLE D P XL RI AR IR N AR ZE 7 R e A 2% 5 B
VI R GRS BN .

SZCA's information security management of the system meets the requirements of relevant
national standards and regulations. SZCA draws up comprehensive and perfect security
management strategies and standards, which have been implemented, reviewed, and recorded
within the operation. The main security technologies and control measures include identification
and authentication, logic access control, physical access control, management of personnel's

responsibilities decentralization, network access control, etc.

A dual-factor authentication mechanism shall be utilized in the login process to validate the
digital certificate and username/password of users. SZCA assigns each user of the CA/RA system

a unique account with minimum permissions according to the requirements of users.
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Strict security controls ensure that the system of CA software and data files is secure and

reliable and will not be accessed without authorization.

The core system must be separated physically from other systems and the production system
must be separated from other systems logically. This separation can prohibit network access
except for specific applications. The usage of a firewall is to prevent intrusion from the internal

and external network production system and restrict activities of the access production system.

6.5.2 TFENLZ2TEE Computer Security Rating

SZCA RAFEHEMN EEHITIAE, M E S FNZEFRER, LI LEF
PR, SZCA ) CA RSt MU BEEA RGP EAR LRl MR G0 e f5 1 U &

7 o

SZCA implements a security rating system in accordance with laws, regulations, the
provisions of competent authorities, and the national rating requirements for computer security.
SZCA's CA system, network equipment, hardware, and system software have been tested, verified,

and officially accepted as qualified products.

6.6 Ay B ARIESH Life Cycle Technical Controls

6.6.1 RSIT &X$E | System Development Controls

SZCA (A BT A A R 10 LT -

Lo ffil5E AR BT T R RIRE, JF ZR AR ™A #2 RS I T 5
2. Hfll5E A F] AR IRR GRS X B L 5

3. JFPRREFLAHEIT KA BEHEAT PR DK e P R B8 T2 A 85
4. AR B RTHHT A B & s
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5. =T RAEAE A,
6. -z AR SR

[FINF, SZCA WA AARAERE, BERZ25 CMMI KIARAE, $hATAH SRR AT
KAz o

The software design and development process of SZCA follows the principles as below:

1. Establish an internal application system for upgrade and change. The employees should

follow this system strictly;
2.  Establish an internal purchasing process and management system;

3. After the programs have passed strict tests in the development environment, they can be

deployed to the production environment;
4.  An effective online backup must be done before deployment changes;
5. Verification and review by third parties;
6. Security risk analysis and reliability design.

The operation specifications for software development, with reference to CMMI standards to

perform related planning and development control.

6.6.2 ZEEEHIEH| Security Management Controls

CA R G ™K I R It T 1) 2R e R e 7™ A% (0 Ik 38k 5 A AT e A A
AEATAE AN T R 21 SRAE G AT A HZ ] THREMIXANIE . SZCA IEXINIE &R GeidhAT &
SUVRIAN 52 9 Ay A A0t

SZCA K H —Ph R & I & B A kIR I R G E, LA AR E

The CA system has strict control measures, and all the systems can be used only after being

rigorously tested and verified. Any modifications and upgrades will be recorded for reference and
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made for version control, functional test, and record. SZCA also carries out regular and irregular

inspections and tests on the certification system.

SZCA uses a flexible management system to control, monitor system configuration, and

prevent unauthorized modification.

6.6.3 AR H] Life Cycle Security Controls
SZCA NIE R G 1A B e Bag AT RFSEPE T 2R, e s 70k, A A=
IR 22

Software and hardware of the SZCA certification system have sustainable upgrade plans such

as the arrangement of software and hardware lifetimes.

6.7 W% Z&4¥E#] Network Security Controls

N T HIRMIZ 24, SZCA DRSS RGHME T NI it BB A
P RS, JF B R K NRIBEI 224w it PR aE A R GRS, DU AT
HE R FEEAROR B X 2% R XU

In order to ensure network security, the SZCA authentication business system has been
equipped with intrusion detection, security auditing, virus protection, and network management
systems, and updated to the version of the above systems, as much as possible to reduce the risks

from the network.
6.8 I [E]EX Time-Stamping

SZCA FEMEFF & REC 3161 ZER 1IN (B BIR 55, IR RIECR [ SR L3R A A IS
IH] o

SZCA provides a time-stamping service that complies with RFC 3161 with a time source that
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uses standard time provided by the National Timing Center.
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7. UEFEFREHE SR AELUE RSN
Certificate, CRL, and OCSP Profiles

7.1 iEF Certificate Profile

SZCA #i F IV ELHIE P T & [ FAH bR dEER, J& ITU-T #7710 — AN E Brds e ITU-T
X.509v3 (1997): 15 BHEAR-H MR G Hi%E-H 5 AEHESE (1997 £ 6 H) hnifEF1 RFC 5280:

Internet X.509 AFHFEABEEIE A CRL Z5449 (2008 £ 5 H ).

The detailed certificate format used by SZCA meets the requirements of relevant national
standards and is recommended by ITU-T as an international standard ITU-T X.509v3 (1997):
information technology - open systems interconnection - the directory: authentication framework
(June 1997) standard and RFC 5280: Internet X.509 public key infrastructure certificate and CRL

structure (May 2008).

7.1.1 FRZA~5 Version

SZCA R HIFBS5E X.509 V3 EH#E .

The certificate issued by SZCA conforms to the format of X.509 V3 certificates.

7.1.2 AEFF B I Certificate Extensions
SZCA B 7 f#H X.509 V3 RRUEFFRAETURIFRESY R ILAAL, IEfEH 7 H & Xy o, H
RN FF& RFC5280 FrifE. EV Guidelines 3K .

In addition to the X.509 V3 certificate standard items and standard extension items, SZCA also
uses customized extensions; and all the certificate extensions shall comply with the RFC 5280 and

the EV Guidelines requirements.
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7.1.3 HIEX R FRIRAF Algorithm Object Identifiers

SZCA K IWAEP T, ZHiLBEMFRIAST N sha256RSA.  sha384RSA. SM3withSM2.

The signing algorithm identifiers of certificates issued by SZCA include sha256RSA,

sha384RSA, and SM3withSM2.

7.1.4 Z#FER Name Forms
SZCA 2R EF AR A% AN B 475 X.501 Distinguished Name(DN) 1) ¥ 7] 44
%5

SSL/TLS iEHBEBBIARM EH L «.7, “-7, 7 FFRy, s R 1Z0

N A AERNE.

The name of certificates issued by SZCA is formatted in accordance with X.501

Distinguished Name (DN).

SSL/TLS certificate subject items cannot only contain metadata such as ".", "-" and " "
(empty) characters and/or any other indication that the value/field is absent, incomplete, or not

applicable.

7.1.5 ZFRFR#] Name Constraints

ANEH .

Not applicable.
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7.1.6 UE 5 K BE X R A5 R fF  Certificate Policy Object
Identifier
EV SSLiEP Sl 5t GAR R A : 1.2.156.115215.1.4.1 }22.23.140.1.1 (Baseline Requirements
ZR)

OV SSL i % Wg 4 R hr iR 5. 1.2.156.115215.1.4.2.2 F 2.23.140.1.2.2 (Baseline

Requirements %K)

DV SSL i 4 S 08 6 R bR R 5. 1.2.156.115215.1.4.2.1 F 2.23.140.1.2.1 (Baseline

Requirements %K)

EV RG2S L AEF s SAR AR 1.2.156.115215.1.5.1 f 2.23.140.1.3
WAL 25 44 UE 5 SRS SARIRFF: 1.2.156.115215.1.5.2 % 2.23.140.1.4.1
S A2 5 SR RARRAT: 1.2.156.115215.1.3.1

A NUEF SRS RARRRT: 1.2.156.115215.1.1.1
PR SRS RARRART: 1.2.156.115215.1.2.1

EV SSL policy object identifier: 1.2.156.115215.1.4.1 and 2.23.140.1.1 (Baseline

Requirements)

OV SSL policy object identifier: 1.2.156.115215.1.4.2.2 and 2.23.140.1.2.2 (Baseline

Requirements)

DV SSL policy object identifier: 1.2.156.115215.1.4.2.1 and 2.23.140.1.2.1 (Baseline

Requirements)
EV code signing certificates policy object identifier: 1.2.156.115215.1.5.1 and 2.23.140.1.3

Common code signing certificates policy object identifier: 1.2.156.115215.1.5.2 and
2.23.140.1.4.1
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Email certificates policy object identifier: 1.2.156.115215.1.3.1
Personal certificates policy object identifier: 1.2.156.115215.1.1.1

Authority certificates policy object identifier: 1.2.156.115215.1.2.1

7.1.7 KEERRH T BRI FIiE Usage of Policy Constraints

Extension

AEH

Not applicable.

7.1.8 SREEFR & RFHIEVERNE X Policy Qualifiers Syntax and

Semantics

A& H .

Not applicable.

7.1.9 KREHEHRIEY R AL EH N Processing Rules for

the Critical Certificate Policies Extension

A& H .

Not applicable.

7.2 IEF#E 53R CRL Profile

SZCA EM Kk CRL GIEH#EHAIR), P ERMH. SZCA ZKH CRL 1

RFC5280 #rifk.

SZCA issues CRL regularly for the subscribers to query. CRLs issued by SZCA follow the
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RFC 5280 standard.

7.2.1 FRAS Version

SZCA HIEPRUEH SR KA X.500 v2 RRIFE#E .

The CRLs issued by SZCA are formatted in accordance with X.509 v2.

7.2.2 CRL W5 CRL % H#% B3 CRL and CRL Entry
Extensions

SZCA HNEBHEZIFE (CRL) & — AN A N AEOF B B4 2 maiE B a4l
#. CRL K ¥ & CA, SZCA il KAT CRL 2t & % K B FIEH RS E R

(1) CRL MIRRAS: HKFEE CRL MIMA(E R, SZCA RHMAZRF X.509 V3 UEEXT i

CRL V2 it A
(2) %4505 SZCA R sha256RSA. sha384RSA. SM2withSM3 £5 4% 5y,
(3) Mik#E: TREZRNMM DN 4, HEZR. A, 1. PG BT TRE 42 55 4
(4) At e —ASH I (AR, A LA IR CRL & A (RS [A] o

(5) FEHrSTa): 5 A HPEE, FIARYIT — K CRL K2 RAT I 18] AR5 ]
fi 380 -

(6) MEFUETFIER: fiE DA MEMIETSIR . RPNRS EA U TS5 FUEB 8 m a5
H HAFRS 8]

(7) MURHMEARRIRAF (Issuer Unique Identifier): AWikriRHRIGIELE CRL _EEZHIA
F25H . EReFn [ — CA Al F AN [ 28

The CRL of SZCA is a revoked certificate list with a timestamp and digital signature. The
issuer of CRL is CA. SZCA provides certificate status information through releasing CRL.
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(M

2

3)

“)

®)

(6)

(M

CRL version: It refers to version information of CRL. SZCA adopts CRL V2 corresponding to

X.509 V3 certificate.

Signature algorithm: SZCA adopts sha256RSA, sha384RSA, and SM2withSM3 signature

algorithms.

Issuer: It refers to DN of issuing authority, including country, province, city, organization,

department, common name, etc.

Effective time: It refers to the date/time which indicates CRL issuing time.

Update time: It refers to the date/time which indicates the next issuing time of CRL. (It's an

enforced field in this CP).

Certificate Revocation List: It refers to a list of revoked certificates. The list contains the

certificate serial number and revocation date and time.

Issuer Unique Identifier: It is used to authenticate the public key which is used to verify the

signature of CRL. It can distinguish different keys used by the same CA.

7.3 FELRIEFIRZ ML OCSP Profile

SZCA kH IETF PKIX TARHIFRI—MELIUETARAPYL (Online Certificate Status

Protocol, OCSP, RFC6960), ZME ST —Fhbnie 115 R A B A5 B A% = LB GE 15 2
BT .

SZCA %K) OCSP Wi 37 28 /04055 DL FTid i) OCSP AU JE AN 4 75 -

Version: % 3 8 FH ) OCSP MY IIRRA S SZCA MITELRIEFRE BN v i
signatureAlgorithm: 2% OCSP f5%;

responderID: 28K OCSP HSEAE . 28K #FH AN SHAT HHh 4 L8 ANIE 0 44 5
producedAt: OCSP i 37 A= B 1) H AT (8] 5
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5. Signature: OCSP M NyH BT84

6.  Nonce(— IR TEBEMNLEL): fERZASE KIH B H 18— requestExtensions 7% & Al 7 5 H
(1) responseExtension A8 & 14, & — IR PEREHLEL, By 1 88

7. AETRIRES: IEBREIRE, GFEAR. mENRE.
SZCA adopts an Online Certificate Status Protocol (OCSP, RFC6960) developed by the IETF

PKIX working group. This protocol defines standard request and response information formats to

query whether a certificate is revoked.

The OCSP response message issued by SZCA contains at least OCSP organization basic

domains and contents described below:

1. Version: OCSP protocol version number used by the client. The version of SZCA OCSP is

vl;
2. SignatureAlgorithm: Algorithm used for signing and issuing OCSP;

3.  ResponderID: ID of the entity that issues OCSP. It consists of SHA1 of the issuer’s public

key and DN of the certificate;
4. ProducedAt: Date and time when OCSP response message is generated;
5. Signature: Digital signature of OCSP response message;

6. Nonce: The nonce, which is used to prevent replay attacks, is included in requestExtensions

variable of the state request message and responseExtension of response message;

7. Certificate status: The latest status of the certificate, including effective, revocation, and

unknown.
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7.3.1 OCSP iEKFM S ALFE Processing of OCSP Request

and Response

—> OCSP 1R ELE U Eedhs - PhRAS IR S5 2R H AR IE T AR LRI AT (4™ Ji J0145:
FEFS — MR G, OCSP R g5 v N2 HEAT 40 R Al -

SZCA K OCSP MM fF#A RFC6960 briff. % F @it http Pl Vi SZCA [¥) OCSP
k4%, SZCA &5 EWIEREITK A, OCSP &4 iE B RFC6960 & S IH)

id-pkix-ocsp-nocheck 147 J& Il »
o (5 EIEmMsAIL
® I 3 IR 55 dn G B SR A SR IR S

o SRES THMMRSBEENGR, MR A RAE AL, T4 OCSP i
S AR B A, R

FTAT € 1 18] R AR il -PAE A S AT B v 24, B EPIRRGEARE: IEBA. 2
A R B AR BB E 4Lk

® [ SifARIRA

® N IR 55 AR A4 AR

® XHiERImIEF AR

® HikYE

® X EIEN GRS
® xSl EfE BH G A4

AR MG, OCSP IS5 #s iRl —/MEHHEE, XEHHRERRA SZCA IEBBAH
YIRS MG E A,

® RIEfH%AMITE R (malformedRequest)
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® IR (internalError)
® IHMEHIX (trylater)

® TEZ4Y (sigRequired)
® R4 (unauthorized)

An OCSP request contains the following data: protocol version, service request, target

certificate identifier, and optional extensions.
After receiving a request, the OCSP server carries out the following tests during response:

SZCA's OCSP response complies with RFC6960. The client accesses SZCA's OCSP service
via the http protocol, and SZCA will check the query request. The OCSP signing certificate

includes the extension of id-pkix-ocsp-nocheck as defined in RFC 6960.
® Information is formatted correctly
® The response server is configured to provide the request services

® The request contains all the information needed by the response server. If any pre-condition
is not met, the OCSP server will return an error message. Otherwise, it returns a determinate

response.

All determinate responses are signed by the certificate issuer key. The main response statuses

are valid, revoked, and unknown. The response message consists of the following components:
® Reply syntax version

® Response server name

® Response to the request client certificate

® Optional extensions

® Signature algorithm object identifier

® The signature after the response information is hashed

126



S~

m
- SZCA 4HRE(TIKZ CP V1.0

SZCA Global-Trust System CP V1.0

If an error occurs, the OCSP server will return an error message, which doesn't contain the

key signature signed by the SZCA certificate issuer. The error message includes:
® malformedRequest

® internalError

® (rylater

® sigRequired

® unauthorized
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8. INEAL#) B 7+ 5 H B 7Ffli  Compliance
Audit and Other Assessments

8.1 VFARIMZESIEH Frequency and Circumstances of

Assessment

SZCA BT R UL R VPl -
(1) AMEPEAY

WRIEE (RPREAE) (BFIAMERS EEMNED) . CRTIIERSSH LT BHINE) 55
AN, R BEATIERL VA .

AR [ A ] A B v, B2 58 =07 s T LA Y € ] Webtrust & 1
(2) Py
SZCA B8 %A E /N, BB L. CPS/CP Al SZCA 1A 8 i B |
M, EHIREAT N BT A, PRE N EEE IR, RRERTE DR
SZCA will conduct the following assessments:

(1) External assessment

It is subject to annual assessment and inspection by the competent authorities in accordance
with the laws and regulations of China, such as the Electronic Signature Law, the Measures for the
Administration of Electronic Certification Services, and the Measures for the Administration of

Passwords for Electronic Authentication Services.

It will receive regular Webtrust audits by third-party auditors in accordance with international

and national standards.

(2) Internal assessment
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The SZCA Operational Safety Management Team, in accordance with regulatory laws and
regulations, CPS/CP, and other internal SZCA management system regulations, conducts regular

internal reviews, usually at a frequency of once a year, except in exceptional circumstances.

8.2 PHEE HIE A Qualifications of Assessor

SMERETIHLN, MAKITIZEEH., REZEH AR, HirMZERwT:

(1) AEERNPIEMMBEROR, B&E S ZE T AMEAR, (52BN %45 it
A R =TTAEIRSS 535 s

(2D REWGHZ T TH AR AN BEAT B 1T

(3)  H.A WebTrust YIEAR 55 % R ;

(4) iR, BURER R MY E R £
PR T N SIS B e A N R 8 A

External auditors shall be familiar with IT operations management and have many years of

audit experience. The auditor requirements are as below:

(1) Proficiency in the technology of public key infrastructure, with information security
tools and the qualification for third-party certification services related to the audit of

information technology and security;
(2) Able to conduct audits independently in accordance with auditing standards;
(3) Qualified for WebTrust certification services;
(4) Bound by law, government regulations, or professional codes of ethics.

The internal auditors shall be the Operational Safety Management Team or its designated

personnel.
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8.3 TP FE S5BIEME K< R Assessor’s Relationship to
Assessed Entity

BETTVMEHE S SZCA IR SS . 5541k, B B AR 2 LA PG
ZMERIAIE R AR

SZCA N EVHEE 5 CA M ARGE B G M SF BB 0. b S5 R4 03 AR RAZ AT 5 A B
REZ.

There are no businesses or financial dealings between the third-party assessor and SZCA, or

any other interest sufficient to affect the objectivity of the assessment.

SZCA's internal assessor does not overlap with trusted personnel such as CA's System

Administrator, Business Administrator, and Business Operator.

8.4 VPN % Topics Covered by Assessment

PRAG A B E AR F LA R -
(1) CA YyBEIFEEAEH
(2) EHPEHIRAE,

(3) E:fili CA 54l

(4) AFEA A W 2
(5) CA ML HMIFPAT

(6) e AFEHAN T HER 2 4R o
S =5 H T S AU WebTrust 587 104 20 tHARHER ZKR, Xt SZCA #E4T M
SLE

The assessment includes, but is not limited to, the following:
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(1) CA physical environment and controls;
(2) Key management operations;

(3) Basic CA controls;

(4) Certificate lifecycle management;

(5) Implementation of CA business rules;

(6) Determination of whether there are other possible security risks.

The third-party auditing agency performs independent audits of SZCA as required in

WebTrust's most recent standards for effective audit.

85 WMHBEARNERINKIFEE Actions Taken to Address

Problems and Deficiencies

=TI H NI PPAY, SZCA K ARYE EAl 25 SRAG A R AIAS 2 $-3CA] TE sk AN i
it LA BB 1S, IR HOR R R B 2, DL BB L R PR VAl

SZCA SERUNFRVFAL e, PRGN B3 75 51 B i R H A PRS0, S BT AR SR I RE R
UIPPAG AN, gk iel, JFREE R PTNER SZCA B8 % E B/ 4.

For the assessment by a third-party auditor, SZCA will check for deficiencies and
shortcomings based on the results of the assessment, submit corrective improvement and
preventive measures and a corrective action plan, and accept its review of the corrective action
plan and re-assessment of the corrective action.

Once SZCA has completed the internal assessment, the assessor is required to make a
detailed list of all problem items, refer them to the relevant functions for assessment and
improvement, resolve the issues and notify the SZCA Operational Safety Management Team in

writing of the results.

131



-~
+Mm
- SZCA 4HRE(TIKZ CP V1.0

SZCA Global-Trust System CP V1.0

8.6 VPih4g BR{EiE 5 KA Communications of Results

TN TR E SZCA 188 %A E /NS A R W BT ISR A, =
JTANERE LU P IS5 2R . SZCA H54E 2 A B M (www.szca.com) AT A Ao UHAH 145
RATREXNAT PG 24 R, SZCA RIS [ 1T Pl .

AEANT 5 =7 [Pl S A R VP Al 4 R BB SR A5 B, #L iR Se Wl a) SZCA R
W RN H A 3, IHIERS SZCA IR, DA MEMBRSL: SZCA fREEIXT5
FHEEARL T -

For internal audits, the results are communicated and published internally by SZCA
Operational Safety Management Team, and for the results assessed by third-party external auditors,
SZCA will publish them on the company's official website (www.szca.com). SZCA will notify the

subscribers of any potential security risks timely.

Third-party should communicate its purposes and methods to SZCA in advance and obtain
the consent of SZCA before notifying the evaluation entity of the assessment results or similar

information, except otherwise defined by law; SZCA reserves the legal rights in this part.

8.7 B IFfL Self-assessment

[F]4% CP 8.1,

Same as this CP 8.1.
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9. VERFTEFMHEE S5 Other Business
and Legal Matters

9.1 %% Fees

9.1.1 iEFPBEREEH 3 Certificate Issuance or Renewal

Fees

FRYE T3 DR B AT BT TR E , SZCA KIS A B A 5 S AR 5 IR 45 9% F o
FEVT P ) SZCA HHY & MHIE 5 HiE BRI, SZCA 250 25 K111 /' SZCA EPBAE KR & & FhilE+
EHAT RMRRIE . brdE5 .

SZCA will charge reasonable fees for certificates and related services in accordance with the
regulations of the market, price departments, and industry authorities. When a subscriber requests
various certificates from SZCA, SZCA will inform the subscriber in advance of the items,
standards, and methods of fees for various certificate management acts such as certificate issuance

by SZCA.

9.1.2 {FPFE#H R Certificate Access Fees

SZCA AW I B, 5L O B T T 35S0 2l AR

SZCA does not charge this fee temporarily but reserves the right to charge for this service.

9.1.3 IEFIRSIEEEH T Status Information Access

Fees

SZCA AW I B, 5L O B T G T 35S0 2l AR
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SZCA does not charge this fee temporarily but reserves the right to charge for this service.

9.1.4 H'ER%%F Fees for Other Services

SZCA R B S AR 55 95 A AUA o

SZCA reserves the right to charge other service fees.

9.1.5 B K EE Refund Policy

f01 SZCA A CP HTHUE I 5 (L8055, 1T P AT DABESRAA IE T3 9F IR, 75, SZCA
ST PR BB NRIE . SERIBRKR , 1T P ARG IZAE 5, SZCA HiB Fu ik
AL

If SZCA violates its defined responsibilities or obligations under this CP, subscribers can
request SZCA to revoke certificates and refund. Otherwise, any fees charged by SZCA to the
subscriber are non-refundable. After refund completion, if a subscriber continues to use the

certificate, SZCA shall investigate his/her legal liabilities.

9.2 W47 4E Financial Responsibility

9.2.1 R[5 Insurance Coverage

ANEH .

Not applicable.

9.2.2 HABE 2 Other Assets

SZCA Wi R BAT RS 55 S ok AR5 IR B 28 I ORUEAR S U5 KB AT, I B R
PSP BRI I 54
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SZCA ensures that it has sufficient financial strength to maintain its normal operations and to
ensure that the corresponding obligations are met and that it is reasonably liable to its subscribers

and relying parties.

9.2.3 X EALMAKRK 54 {E Insurance or Warranty

Coverage for End-entities

HAT, SZCA {URYE CRT243%) BRUE, XTI T SZCA HJRIRIZET i ) B %
PR T ABRAI B2 o ARFETT 7 B P ARAE S 15 Y, AT (VAT T ASIRL, AR R R A A e
[FIAS CP 9.8, fEIEZHIITHIL T, SZCA Rt ZHERIEIE 2 X ORI B 45 4 8 i 1) 2R HoAth
Ji AL e (HIanE 2 PRAEAF K<) o

Currently, SZCA only provides limited compensation for direct losses caused to subscribers
due to SZCA in accordance with the provisions of the Electronic Signature Law. Payments vary
depending on the type of certificate used by the subscriber and are subject to the same payout
criteria as this CP 9.8. Where appropriate, SZCA will arrange to procure appropriate insurance or
make arrangements for indemnification (such as indemnification of guaranteed deposits) that meet

regulatory requirements in other ways.

9.3 W 5{E B R% Confidentiality of Business Information

9.3.1 {£%{5 B i Scope of Confidential Information

REE BB EART LT N

1. SZCA 5 SZCA #ZRUFFEMNAIZ 18], SZCA S HAZA I ML 51T /2 22 1a] |
SZCA 5HEIE RS AR TT« SZCA KB T7 2 [A] I P« 43R o AR 55 P o &5

2. S A gIRcs AL 8 s

3. SZCA W&+ H & K H AR 8 044
135



SZCA EIKFEEIEZR CPVIO

SZCA Global-Trust System CP V1.0

AR SZCA NIER RHZE B

B

KGR METTR. ZAEES N AR E S S

9,

6. I IEFEE SN A THE B4

PAEAR 2 BR AR W SO € BREUR - AR TSRO ZER, B SZCA YA L E, SZCA
B LS5 MALXS SN AT B 5% -

Confidential information includes, but is not limited to, the following:

1. Agreements, correspondence, and business agreements between SZCA and
SZCA-authorized registrars, between SZCA and its authorized registrars and
subscribers, between SZCA and other certificate service-related parties, and SZCA

affiliates;
2. A private key paired with the subscriber's certificate public key;
3. SZCA's audit log and other audit documents;
4. Information on the operation of the SZCA certification system;

5. Internal process control documents such as disaster preparedness plans, contingency

plans, security measures, etc.;
6. Non-public information other than subscriber certificate information, etc.

The above information is not obligated and will not be released or disclosed by SZCA to the
public unless expressly required by law or requested by government or law enforcement

authorities, etc., or unless SZCA deems it necessary.

9.3.2 JE{5Z5{Z B Non-confidential Information

RS BEHE LT N

1. SZCA AAASFRAL S5 UE g R AEH A S F S UL K CPS %%;
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N

VTP LR R AT B, T AR,

e

EFIRAS KA B A5 2
4. FAtwr s AL ATHERERBHIE R

SR EIRRARREE D, FFABEWE LA R = R A SR LR, X T
AR S BREE =75 A&, SZCA FE BT N IR B I8 Jt HAR B SR B .

HE: SZCA 5 B M PR Z IR Re ik ) 500 UM A 5
Non-confidential information includes the following:

1. Instructional documents published or provided by the SZCA relating to the application

and use of certificates, and the CPS;

2. Relevant public information in the subscriber certificate, such as the subscriber's

public key;
3. Certificate status and revocation list information;
4.  Other information available through public, open channels.

Although the above information is non-confidential, it does not mean that it can be used by
third parties for arbitrary and non-authorized commercial purposes, and SZCA and the owner of
the information reserve the right to pursue legal liability against third party subjects who make use

of non-confidential information.

The confidentiality of SZCA information depends on special data items and applications.

9.3.3 BRI R FEE B B 5 £ Responsibility to Protect

Confidential Information

SZCA ARFAT P« KA AL SR SRS 575, 29 LS5 EAR CP I

SE» RIHAR R PR R 35 B I ST
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SZCA i3 72 T B AR E AL, 15 RTAITRE I, Hax ey & T TER
TRE R RE, VSR T RO LR R B AT, fRFR SZCA HIEHE
BLUTAR ™ WA B 15 2 IR AR SR 2K

MHLEE B RIPTH B ZOR SZCA AT e e HAREE ., SZCA L AEEHE A E AT
FUOESRBAT AT AR, HLE(E RREE#H N SZCA $REEBHBACI:, BHEEATT
FRER, ATTHrA. WEMTEHE . A5 IR RS SR AT 9 R s itk 5
RBATATT 58 = J7 IR R4, SZCA AR TTAE, il T ST A 1%, 3% SZCA 1Y
TRAEN o

i

nu
lﬂﬁ

2 SZCA FEHGEFREM . FIENUOREAISCAS IR, WA Z05 e FAT DR MR i (45 2
SZCA T LA PGE R T AR IR A B o IX A 8 AN i S DR PR EER AN 55

SZCA, any subscriber, relying parties, and participants in connection with the certification
business, etc., are obligated to assume the appropriate responsibilities to protect confidential

information in accordance with the provisions of this CP.

SZCA develops norms for the confidential management of employee information, and signs
confidentiality agreements with employees. Besides, it will conduct training on information
confidentiality for all employees to regulate employee access, obatining, and use of the above
confidential information, and ensure that SZCA's certificate management strictly conforms to the

requirements of the relevant legal provisions on information confidentiality.

When the owner of confidential information requests SZCA to disclose or reveal its
confidential information, SZCA shall disclose it in accordance with the provisions of laws and
regulations and the subscriber's request; and at the same time, the holder of confidential
information shall provide SZCA with a written authorization document stating its intention to
authorize the disclosure of information, the manner, content, and scope of the disclosure. SZCA
shall not be liable for any damages to any third party in connection with or arising out of such

authorized disclosure of confidential information, and the subscriber shall be responsible for all
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damages, including those of SZCA.

When SZCA is required to disclose information of a confidential nature in accordance with
laws and regulations and judicial authority adjudication documents, SZCA may disclose the
relevant confidential information to law enforcement authorities. Such disclosure is not considered

a violation of the requirements and obligations of confidentiality.

9.4 ™ A{E BIR% Confidentiality of Personal Information

9.4.1 R3RRI" 7R Privacy Plan

SZCA BHHEFTA T HIFEA . SZCA FIFEAL RS N, LIRS EERANE Br 24 A
H NER AR R IAT . — B GBS R R R IIEHEE, A CP ¥ B 3T BLS
FIFFAH Z A B AL DR R FEA A RAAAT

FEAT NIEFEAE ] SZCA HFHEMTIRSS, MEWRER R CAEFEIERZ SZCA A KBRS
il

SZCA respects the privacy of all subscribers. SZCA's privacy protection policy is
implemented in accordance with the requirements of laws and regulations and internationally
recognized privacy protection principles for personal data. When new laws relating to the
protection of privacy are introduced, this CP will automatically refer to them and enforce them as

the basic basis for privacy protection.

By choosing to use any of SZCA's services, any person agrees to be bound by SZCA's system

of privacy protection.

9.4.2 YENEFA KIS B Information Treated as Privacy

SZCA FEAEHANE AT P B « VENHIE AR BERIHSSE B, B Vi et iEnfE
BIAEFREAF B, AT P REEAAE BB ETURE, 2T 7 RS, SUEAHE Tt
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E, MAHRFNENIRBFIZR, B AAEEXIIN AT

When managing and using the relevant information provided by subscribers for certificate
application and registration, SZCA will not arbitrarily disclose the subscriber's basic information
and identification information to the public without the consent of the subscribers, or as stipulated
by laws and regulations, and as required by the judgment of the relevant judicial authority, except

for the information already included in the certificate and certificate status information.

9.4.3 FEREFLAHI{EE Non-private Information
WP RAHIEBANERENEER, DOZIEBRRESE RS, AT LLATH, KA N
ISV NI

The information contained in the subscriber's public key certificate, as well as the status

information of the certificate, is publicly available and will not be considered private information.

9.4.4 IR FAHITT/E Responsibility to Protect Private
Information

SZCA. AT v M7 AR S IAIENL S ARG 2 50758, #0H LS54 CP (R
SE, ARFHAH N ORI IR FAS B T

4 SZCA FEARAMEEHNER. B AINIRE SA RPN EOR TS, B (E B A& il
FAHITEOL S, SZCA 7T LAV E % SAR A R HIFSAME B o X5 R AN 3 S B fA fR
155 SHERAT AR B LS R ARk, SZCA ToUN MR IEARf T3 .

SZCA, any subscriber, relying parties, and participants in connection with the certification

business, etc., are obligated to assume the appropriate responsibilities to protect confidential

information in accordance with the provisions of this CP.
SZCA may disclose private information to specific recipients when required to do so by any
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law or regulation, or by a judicial authority in a lawful proceeding, or when authorized in writing
by the owner of the information. Such disclosure is not considered a violation of privacy
protection obligations. SZCA shall not be liable for any loss in connection with or arising out of

the act of disclosure.

9.4.5 fEFERE B RS 45 FE Notice and Consent to Use

Private Information

SZCA RHUE 4 P BRRYEFIT P A NERE B, HRRIT RN Z 2 TFER AP
R NGY RIS

SZCA FEA7 RIFHHE MM E B FIENLIR S ATEIAENL RS A BN IE L SR I 22
KN, 85 BT & T IEARE DL FRF E X R e R B, Jo /5 35 JAT 7 B L5

SZCA SHBBUEMHUAE CPS FLFE I FAELERE Kolk 55 36 il A A FH SR B AR AT T ) A5
Bo QR ELRAT P RS BT XU € IR LM B, R R vrfE oL T, T
R AR A R, SRS R BUEM .

SZCA takes appropriate steps to protect the certificate subscriber's personal privacy and takes

reliable security measures to protect stored personal privacy information.

SZCA is not required to inform subscribers of its obligation to disclose private information to
specific recipients when required to do so by relevant laws and regulations or by a competent
authority such as a judicial or administrative law enforcement agency through a lawful procedure,

or when authorized in writing by the owner of the information.

SZCA and its authorized registrars use any subscriber information obtained in accordance
with the privacy policy and within the scope of business as set forth by CPS. If it is necessary to
use the subscriber's private information for purposes other than those agreed upon by the parties,
the subscriber must be informed in advance with his or her written consent to obtain the

subscriber's certificate of authorization if permitted by law.
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9.4.6 KT EBITBHREFHIT(E EPE Disclosure Pursuant

to Judicial or Administrative Process

BRARFT & RS2 —, B SZCA 28T P A NERALE BRI AR 55 =5 T4k

Lo A AR SZCA H5#E 1

2. PRI BURFBCHAREE BRI MR IE R SZCA $EH B R 1

3. CPS "HUE AT LA Ea (5 1 o

EBT R A S RRE, 7] SZCA $2 1 FAE B4 HiEH), SZCA FHRHE i AL
A B SR P SOM AR SR8 AT 95k « AR BT B ERAT O, R B AT S5 35 A SR
B TP R BSOS B B AR A R . RARIRE, SZCA — A KIBAEAT 54T

SZCA will provide subscriber's private information to any third-party subject unless one of

the following conditions is met:

1. The subscriber authorizes SZCA to make disclosure in writing;

2. The law enforcement department, government, or other legally authorized department

makes requirements to SZCA in accordance with laws and regulations;

3. Disclosure as specified in the CP.

If the subscriber of the certificate submits an application for privacy information disclosure to
SZCA for its own reasons, SZCA will disclose the relevant information according to the written
authorization document or relevant agreement. SZCA will not be liable for any loss or adverse
effect arising out of or in connection with the disclosure of such private information in connection

with the disclosure of which consent has been given.
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947 HifE B EFF Other Information Disclosure

Circumstances

HAb I 3R BEIR 5 T b A SR RS A . BER R AL RIS B
Other information provided to relevant service providers and suppliers that is necessary for

the provision of services to users.

9.5 iR Intellectual Property Rights

SZCA A IFREXHES LL K SZCA $RELI s dii i . SO Bl i e iRl i, 6
FEORUEIEBS AR A F I 52 BB A F /BRI i 73 AL

i 5 SZCA RATHIESAN SZCA SRALHIHAFAISLI —VIAL. RARFIH &A1= RL
BJET SZCA Firfy, EIRFIRP AR EAR THKK SZCA BIRTETECHF. CP/CPS. %
ARSCRE OIS TS - F it . 58 BEkl. SZCA HIHAR T VERSTH U FEAETS
SZCA FFRAL R 5, AT LA A < B SO R T

FERAT SZCA &AM, EFEHEAARMHERRE, FRss %4k
Ja, ARERDLAEIE FHAERT SZCA EFHMIAFR. Fbn. BT RES AR I AAR. FIbRER

[EE:ZS=R

SZCA enjoys and reserves all intellectual property rights to the certificate and all software,
documents, and data provided by SZCA, including the right to guarantee the integrity of the

certificates and software, the naming right, copyright, and benefit-sharing right.

All copyrights, trademarks, and other intellectual property rights related to the certificates
issued by SZCA and the software provided by SZCA belong to SZCA, and the said intellectual
property rights include, but are not limited to, SZCA's relevant normative documents, CP/CPS,
technical support documents and user manuals and other various data, information and materials.

Other electronic certification service providers of SZCA may use the relevant documents and
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manuals with the authorized consent of SZCA.

No user may commercially use any name or trademark used by SZCA, or name, trademark,
or trade designation which may be confused with the foresaid one, after the expiration, revocation,

or termination of the validity of any certificate, without the prior written consent of SZCA.

9.6 iR 5+H{R Representations and Warranties

9.6.1 T NERFZVHEIBRRSHIR CA Representations

and Warranties

1. SZCA HE~FHIFAAE A RBFREMER, KIE CPS WA KIT FIES, W4
FAUEAS AR AHAR R FFVE R 54T+

2. R4E CP 3.2 HIZRIGE H 5 N B 543

3. KR T PO ST SN, R EAS T BN LT 7 RIS AT R AT S A

4. BOAIE HE N BUTEETS 3 B B R 44 B e v s 4 B TP kA A 1 A L

FEHIAL 5
5. BAFHEEIED (HiE WEE, KEPHIERE AMCENMCET FHIFIERR
B

6. IREUETS BT & A S SR E (AR RHLRER T T B AR B TR SN, BRI
T T & (R BRATLRG 0 1) 42 PR R LTS M 5 AR AE 1R S 1 7T R b

7. KEARAE CP IER KN A IETS.

8. & SZCA HiI FGXEL, W SZCA 51T A8 H T $uAT I A i isxior
ZH P A CA/N Y288 3% K A ) Baseline Requirements 253K ; 7 SZCA 5
VPR — SR B ORI, T H i A AR A AT 28K

9. EFXE T A BARIUEAS ) 4 AR AS B A RER A D 28 37 S A 4 R A1 (247D
NIFIE B

1. SZCA complies with the requirements of the Electronic Signature Law and related laws

and regulations, issues subscriber certificates in accordance with the CPS procedure, and
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9.6.2

assumes the corresponding legal responsibility for issuing certificates;

SZCA verifies the identity of the applicant in accordance with the requirements of CP
3.2;

SZCA informs subscribers of any known events, which will fundamentally affect the
validity and reliability of the certificate.

SZCA verifies that the applicant has the right to use or control the domain name and IP
address listed in the certificate subject field and Subject Alternative Name extension;
SZCA verifies the applicant's intention to apply for a certificate (application) and the
authorization of the agent/representative of the certificate applicant to apply for the
certificate on behalf of the subscriber;

SZCA verifies the accuracy of all information contained in the certificate (except for the
subject's agency name attribute item) and reduces the likelihood that the information
contained in the certificate subject other than the agency name attribute item is
misleading;

SZCA will revoke certificates in a timely manner as required by the CP.

If SZCA is not affiliated with the subscriber, then SZCA and the subscriber shall be
parties to a legally valid and enforceable user agreement that meets the Baseline
Requirements published by the CA/Browser Forum; if SZCA and the subscriber are the
same entity or are affiliated, then the applicant representative shall have accepted the
terms of use;

SZCA creates and maintains a 24x7 public repository for the current status information

(valid or revoked) of all valid certificates.

FEMRHLH K iR 5#H R RA Representations and

Warranties

2 SZCA SVERE P PRAFHRBLASE ML RA FRAIE:

1.

EHEA CP. CP 1 SZCA HIFZRM N M5 FEHITE M B SZCA I IENE 545
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HERTRE, ARVESE BRI AL B UE +5 H A

1) MRAEIEF HEMEL, RBGEHEM A CP HUE A BER I, 03T 7 1 B4 itk
AT S YSE . EAHURXS T (RS AR R, LA
[T BEAT 5 R0 555

2) VMU REAE R RE F R 18] Y 56 BAIE TS F S AL BE

3)  VEMHUAE ST BB SZCA KA CPL CPS LA B A HE, E1T
JFoE AR IE RS CPy CPS AP ARG ML N AT HE T, T BRIk
1

4)  1E SZCA HERGEES, 2RI MU 3= S B0E B rh S B 5IE T
HHEPMEBA—G

5)  TEMHUAZTIT S B K S IAER R KE B 2B R AF, T & M A5

SZCA VAR

3. IKHE SZCA IR B AR T HIET RS 2 BN, £4F RA. LRA 5%, JHEIRAT
MRS SZCA B Fa S A 55 BV, O He AT B A S

4. fZME SZCA WIEDR, R & ERIEBE S 4% CA N,

5. $5Z SZCA WRHEAR CP FFAI I RA BHTE B, AURGHESZIRSS BT o o i A RIS
PATEIAS, ARYEAH LN BB A SZCA FE I FINEL S &M i

RA (registration authority) authorized by the legal procedure of SZCA, guarantees to:

1. Follow the authorization agreements, business management specifications of this CP, CP,
and SZCA, and other certification business standards and processes of SZCA to receive

and handle certificate applications in accordance with the law;
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1)

2)

3)

4)

5)

Take reasonable measures stipulated by laws and regulations and this CP to identify
and verify the identity of the subscriber based on the certificate application materials.
The registration authority is obliged to inform the subscriber if the application

materials for a certificate fail to pass the review;

The registration authority shall complete the processing of the application for a

certificate within the prescribed time period;

The registration authority is obliged to inform the subscriber to read the CP, CPS,
and other relevant regulations issued by SZCA, and to handle a digital certificate for
the subscriber on the premise that the subscriber is fully aware of and agrees to the

contents of the CP, CPS and certificate service agreement;

When generating certificates, SZCA does not allow the inconsistencies between
certificate information and certificate applicant information due to mistakes of

registration authority;

The registration authority shall keep the subscriber's information and the information
related to the certification in a safe place and forward it to SZCA for archiving in due

course.

Follow the business processing norms, business operation norms, system operation

norms, and other operational service management norms established by SZCA;

Set up various subordinate certificate service acceptance authorities, including RAs,

LRAs, etc., according to the authorization of SZCA, and supervise and manage them in

accordance with industry laws and various operation and service management

specifications of SZCA,;

Transmit certificate information to the CA through a secure channel as required by

SZCA.
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5.

9.6.3

Accept SZCA's management of the RA in accordance with this CP and the authorization
agreement, including the audit of service qualification and check of specification
execution, and cooperate in the audit of compliance of the electronic certification

business required by SZCA in accordance with the relevant agreement.

TP W BRid 5% Subscriber Representations and

Warranties

WP — B2 SZCA B IIESS, LN A SZCA FEMHUG RASHOE S AT % 24
N BA R 7&K -

1.
2.
3.

O T i35 SZCA I SN CP T 26 s AN 2% A1

FEAEB A RGN RES, e — B0, AR HIES.

WP RFIES I ) SZCA BUHIE MR BLI(E B AR Hsk. S AHER ) ,
JEE AR MR AR R DhiE 555 B AiE T,

ST PR S AP SRS AT IR — k&4, T B SIS, JIF
HAEATEAR, ERRAROES GERBAEH. ), EBRRIINIT A
S5 i) AL -

T RFESAES, TR ACH IR SUE: AR IR AL RS R], (8 R RTAE Y
RYL, KRG, 2 PRy (BRI K . R . BB I R 2 4L
R

AFIELAEMTRE SZCA A RAEY]L g, 8. TR, BAREAIRT %
W RV (R AE ORI 5 AR 55 (R 488 AT s 55

UEFSFEA CP HUE AV B A SR, JURRIETS AT e e B sl i 10
I H

KT SSLOAESS, 1T SUEAN S5 RAE R AEUE S h 510 Y 10 831 424 08 82 F R 55 4
T EREIE TS

A RBLLL S OL, 3T RAZEE SZCA B AHIET:: 1) IEASH AME B ekt i
NHRBAERRE R 20 B 5 AP RAYIRR N sl iR, 3) Ak
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R, ALY T 8E TR .

Once subscribers accept a certificate issued by SZCA, the subscriber is considered to make

the following commitments to SZCA, registration authority, and related parties who trust the

certificate:

1.

Have acknowledged and accepted all the terms and conditions of the SZCA user
agreement and this CP.

Use the certificate for the duration of its validity; once the certificate is revoked, it shall
no longer be used.

All information that the subscriber provides to SZCA or its registration authority during
the certificate application process must be true, complete, and accurate. The subscriber
is willing to take legal responsibility for any false or forged information.

Each signature made by the private key corresponding to the public key contained in the
subscriber certificate is the subscriber's own signature, and the certificate used at the
time of signing is a valid certificate (the certificate has not expired or is revoked), and
the private key of the certificate is used by the subscriber for access and use.

Once the certificate is accepted, the subscriber should assume the following
responsibilities: always maintain control of their private keys; use trustworthy systems;
and take reasonable and safe precautions to prevent the loss, disclosure, alteration, or
unauthorized usage of the private keys;

Prohibited for rejecting any statements, changes, updates, and upgrades published by
SZCA, including but not limited to modification of strategies and standards as well as
additions and deletions of certificate services.

The subscriber uses the certificate only for authorized or other lawful purposes within
the range specified by this CP.

For SSL certificates, the subscriber has the responsibility and obligation to ensure that
the certificate is only deployed on the server corresponding to the Subject Alternative
Name listed in the certificate.

Subscribers shall promptly request the revocation of their certificates by SZCA in case
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of the following situations: 1) any information in the certificate is or becomes incorrect
or inaccurate; 2) there is any misuse or compromise of the subscriber’s private key
associated with the public key included in the certificate; 3) there is evidence that such

code signing certificates are used to sign suspicious codes.

9.6.4 KT KRR S5HHIR Relying Party Representations

and Warranties

WA T AEASHRAT 7] SZCA 25 R I A5 I ARAIE «

1 AEPTERAET A SRR IEF BT S CPS AR5 5ems, 1 i A8 A H KA
MIRAFHIPRIE, RAEFF &R CP HUE HIEFS B AIVEF A SR ZIE TS

2. ARHOTESARERT, ZF AT U A2, JERRE 8 AR S A0 2% 1
LR T S

3. fEfEM SZCA 2R FIEF AT, CAXHEFH AT & B A & A H %, (% f & SZCA
NATIIEGHTK) CRL 8L OCSP SRAFIZIEF IPRE, BAZIE-FRAA B A%k
PR IA MO IEB R EErE; REZIE B RA RO E e
71 HE REIE FEMAE A SRR (E B

— BT 2 e R R EAT & B A ) 55, MR R AR AH B e ) B
A NI, IF HEl X SZCA T RIHIRHEATHME .

4. FHEBMEBATN, RIKBUT QLA CP A RMIUT BN LS5 3R T
€, UHARAHPARETT. REITUE AR RT3

5. R RTAAETHCEN F S E AT PR 2 —20;
6. I AUREF AR EAT UL ESUERT = A A ST

When relying on any certificate issued by SZCA, the relying parties ensure to:
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Be familiar with the CPS and certificate policy corresponding to the type of certificate
being relied upon, understand the purpose for which the certificate is to be used and the
assurances that can be obtained, and trust the certificate only to the extent that it conforms

to the application in this CP;

Before trusting a certificate, relying parties must agree to the terms in the relying party
agreement and judge whether the certificate can be trusted in light of the circumstances

and conditions of use;

Before trusting a certificate issued by the SZCA, the relying parties have reasonably
checked and reviewed the certificate, including checking the status of the latest CRL or
OCSP published by SZCA to obtain the certificate and confirming that the certificate has
not been revoked; checking the reliability of all certificates that have appeared in the
certificate's trust path; checking the validity of the certificate and its scope of application;

checking other information that can affect the validity of the certificate;

In the event of failure to perform a reasonable inspection due to negligence or other reasons,

the relying parties shall be liable for any loss caused to themselves or others and shall indemnify

SZCA for such loss.

4.

Trusting the certificate indicates that the relying parties have accepted all provisions of
this CP relating to the rights and obligations and liabilities of the relying parties, in
particular, the provisions therein relating to the exclusion, limitation of liability, and

warranties and obligations;

Confirm that the content in the certificate is consistent with the certificate required for

trust before trusting the certificate;

The relying parties shall be liable for any legal liability arising from their failure to

perform the above liabilities.
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965 H'ES 5 F iR 5 #HIR Representations and

Warranties of Other Participants

T f HoAt SZCA TR SIS 575, BIFREFA CP ME.

All other participants in SZCA's electronic certification activities shall comply with this CP.

9.7 FH{%%. 3 Disclaimers of Warranties

B4 CP 9.6.1 HHEAHf AR IS, SZCA AN HH I AbAT AR % 2Q I LRAUE AN L 55«

1.

APRIEEIT P EH07 . S 5E RN

NSNS B DA Bl A (A AT A8 ORI

AKHIEASFEHE HRLE H A LLAM R AR SEAR A SLAE

ST, W B IR 518 B R 55 W Bt ) 2 P B R 7K
HITE.

TP RA CP9.6.3 Z KGR, SZCA AZ&FHTTAT;

EFHM TS R A CP 9.6.4 Z 7N, #FLAGER SZCA 1) 5T1E:s

Except for the commitments declared in CP9.6.1, SZCA does not assume any other forms of

guarantee and obligation:

1.

Do not guarantee the statements of certificate subscribers, relying parties, and other
participants.

Do not guarantee any software used in electronic certification activities.

Do not assume any liability when the certificate is used beyond the prescribed purposes.
Do not assume any responsibility for the service interruption and customer losses

caused by force majeure, such as war, and natural disasters.

When subscribers violate the commitments defined in CP 9.6.3, SZCA shall not be

liable for it;
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6.  When relying parties violate the commitments defined in CP 9.6.4, SZCA can be

exempt from liability;

9.8 F PR 77fF Limitations of Liability

SZCA {4 CPS MUEMIVIEMR ST IR AU E:, H s ARG R, TR Ot N &
RAEWIATRE, Ak Be s B LR (R Rk 304555 . {H SZCA REIEWIZ I (i T24iE). (i
TVERSEBINE) SFNERSSAT AR A, RAETAE & SH CPS Sl ikssiy, W
SZCA AHLA, o T ;B w Jy BEAT I A2 A2

SZCA X1 ' AKH 7 I R I 2 BT, & —FRERAISTE. H SZCA HRXJRfEH . 15
W02 A2 1 B0 3 40 5T, 10 AN AR FEUNT TR 48 2 L RV RS 452 2 L R o i 5 S R 42 5 AT

TR RS DA

B AR AT IR 5 UEAS (10 A2 R 92 Bt A e Lo (38 X W 2 <8 3 AT E , SZCA K
HBRB LM, s EHERXN TZIERRAA S S5 N (BREARTIT K807
BRI e, PREE N IR A E N R ARTID):

SZCA only provides indemnities for the certification services stipulated by the CPS, and the
party requesting indemnities needs to provide the appropriate legal supporting documents, such as
the court or arbitration body's award document. However, if SZCA can prove that the services are
provided in accordance with the Electronic Signature Law, the Measures for the Administration of
Electronic Certification Services, other laws and regulations of the certification service industry,
and the CP filed with the Ministry of Industry and Information Technology, then SZCA is not at

fault and is not required to indemnify or compensate the subscribers or the relying parties.

SZCA's liability for losses to subscribers and relying parties is limited. Furthermore, SZCA is
only liable for direct damages arising from the use and reliance on the certificate, but not for

indirect damages, loss of interest on profits, moral damages, and punitive damages.

Unless otherwise specified in a court decision or arbitration award in force in respect of a
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particular certificate, the amount of indemnity payable by SZCA and its authorized registration
authorities to all participants (including, but not limited to, subscribers and the relying parties) of

that certificate in aggregate is limited to the following amounts (in RMB):

HEFRA i 2 < 0L PR
DV SSL 1F$5 50,000 7t (RMB)
OV SSL iEfi 400,000 yt (RMB)
EV SSL iF$3 800,000 7t (RMB)
EV AU IES 300,000 7t (RMB)
Type of Certificate Maximum Amount of Indemnity
DV SSL Certificate RMB 50,000
OV SSL Certificate RMB 400,000
EV SSL Certificate RMB 800,000
EV Code Signing Certificate RMB 300,000

TP EB RIS EE T A IR, TR B2 NN ZaHRNZ D, MAFERBR
W3R R AR N B R G AU

PR P RG22 R IR SEAST S R PR A R0 SR R I SR IR e ) ik A5 B LA 1
k. WEEERIAIERT, BB RIENIA SZCA $2ATH RUAIF N ST Bk A5 f i e 23
17 ANRAZIRAIE 1L 2 A RIFEE BT 70 il o 6T BRI 22 52 58 i 1) HoAth S A4 ) A1

Ry SZCA X Tl W A2 FRATTES 70 (RO 20 SRAN T I £

The liability for indemnity for each certificate is limited regardless of the cost of the digital
signature, the amount of the transaction loss, or the number of claim requesting parties, or the
amount of the claim.
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The payment of indemnities within this limit is based on a court judgment in force supporting
the claim or an arbitral award by an arbitral body. Payments are made in the order in which the
claimant files a valid adjudicative instrument or award with the SZCA, regardless of how the
limited indemnity is distributed directly among multiple claimants. SZCA does not indemnify
other requesting parties against the claims that exceed the indemnity limits after the limited

indemnity has been paid.

9.9 JEfZ Indemnities

1.CA HIA K E£2 Indemnification by CAs

VP BT AT (R EHE BIA SZCA SR HEIIIAIEAR 55 M 32 125, W1 SZCA 2k ™
B RFNEP BOEF SRR R AN G TR B SZCA i B PR % Mtk . SZCA (21T
JURRTE BURMRE A AN e B R LRI RSO0 T 2R WA AN SEIIETS 4%, SZCA RHUE A SRk it
TN S o W T 2ATHE =TT 1, SZCA MZZFE5H =J7 M st RIS RIEAT 00, (HE
JENLHT SZCA 2 AR E SRR % 7 JEAT A R £ 5T

BT CA ZBUF AR St CA NSRRI R R #EAT B, W2 IR ORYD
HoAe 52 WS INLFH CA BERLRE DR A H FRAIE S 1 38 52 AR TR AT RN BEA R (HE, X
ANIE I N B AE BN R PR CA AU ROAIE F 17 18 52 AR AT ZRIG 453 T B 2k, R
TRAIR B4 5% 4% e ISR S R A (R 8 7 (1 A S s 9 AME AR B AR BIE B 528 R iy
AfE: (1) S RES, s 2) S mMrIET (EMRT A CA LRI
WEHITEOL, B RE 7 B R AR B IR A B2 R RS 4R ) o

SZCA shall indemnify the subscribers or the relying parties in accordance with these Terms
and Conditions for any loss or damage suffered by the subscribers or the relying parties as a result
of the certification services provided by SZCA, such as the issuance of a certificate with incorrect
content by SZCA or the delivery of a certificate to a subject other than the subscribers by mistake,
or the disclosure of the key caused by SZCA, or the issuance of a certificate with inaccurate

content by SZCA in the event that the subscribers submit incomplete or false application
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information and are aware of such inaccuracy. Where a third party is entrusted, the liability
between SZCA and the entrusted third party shall be allocated in accordance with the contract, but
first, SZCA shall perform all the liability for indemnifying the parties that suffer losses as required

by this paragraph.

Except where CA is a governmental entity, CA shall defend, indemnify and hold harmless
each application software provider from any and all claims, damages and losses suffered by such
application provider as a result of the certificate issued. However, this shall not apply to any claim,
damage, or loss suffered by such application software provider as a result of a CA-issued
certificate, where such claim, damage, or loss is directly attributable to such application software
provider's software indicating that an untrustworthy certificate is still valid or shown to be
trustworthy: (1) an expired certificate, or (2) a revoked certificate (but only to the extent that the
revocation status is currently available online from CA and the application software fails to check

this status or ignores the indication of the revocation status).
2.7 P 4% 5 /E Indemnification by Subscribers
A TINETZ 1, 1T SOARFEAH R 45 2% 5 45 D AT«

(1) AT HIFEMNERR, 8Os RIS AR AERIERIEMEL &R

SZCA. JEMMIA B 55— F 24 FH
(2) UEPE B R A AR T I A A 1 UE 4 FH O Sl 0 SZCA K AR HE AR S AL 5

(3) R A G R L 3Bk, WNFAR] AR L X8 2R T VA T
WHITT« SZCA e HAZBHIE P RS

(4) VA XHEBAYIRICE R 2 A R Y8 i BAEAN 22 4 i) R G FIE TS, i AL 2
NI 4T gl

(5) RRALAERA AN, 5 SZCA L KRy 18 52 45735 14

(6) HFFEFH AR CP HUE R H e R Bk 55 H 1, B R IET TR E AL
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IR S B0
(7) EFHmE CREEARTUESRID HiEJ5 858 FES;
(8) HAIT P EHEFS H A CP R AHSRIRAERVE TS E

FEAT PR IEBREIE KRG, 2 SZCA SEPRFERm B ZIET FHIE,  WRAZAE B3
PAEATARESS 5, BE RAEHABMIAE I 431, W12k SZCA #2184 CP EREAT A
RKEAE, MRIEBMS ™ AR TR P B 477K,

SZCA S5iT P2 M A B G EIE R, MWHFE .
The subscriber shall be liable for damages in any of the following cases:

(1) Subscribers who, when applying for certificate registration, intentionally or negligently
provide untrue, incomplete, or inaccurate application materials, causing damage to SZCA,

registration authorities, or third parties;

(2) Failure to stop using the certificate or notify SZCA and its authorized certificate service

provider in time when the certificate information is changed;

(3) Subscribers intentionally or negligently cause the leakage or loss of its private key and
fail to notify the relying parties, SZCA, and its authorized certificate service provider,

knowing that the private key has been leaked or lost;

(4) Failure to take effective security protection measures for the private key of the
certificate or use the certificate in an insecure system, resulting in the loss, theft, or leakage

of the private key;

(5) Improper delivery of the private key and certificate to another person for use, resulting

in damage to SZCA and the relying party;

(6) Use of the certificate for other purposes or business scope than those specified in this CP,

or for illegal and criminal activities prohibited by laws and regulations;
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(7) Use of a certificate while it is revoked (including but not limited to its expiration);

(8) Other circumstances in which subscribers' use of the certificates violates this CP and

related codes of practice.

During the period between the subscriber's request for certificate revocation and the actual
completion of the revocation of such certificate by SZCA, if such certificate is used for illegal
transactions or other related disputes occur, the subscriber shall bear the legal liability arising from
the related certificate disputes if SZCA performs the relevant operations in accordance with the

specifications of this CP.

If the agreement between SZCA and the subscriber provides otherwise for indemnification,

the provisions shall prevail.
3. K37 B2 54T Indemnification by Relying Parties

F P BUEROE T, RAEKIRA CP4.5.2 Ml 9.6.4 *FAG ST BT AN L 455 MV
JEAT B AL RS, S SZCA B =TT IFR, WBUTR Bk AR
BEATIEA o

If the user fails to perform the duty of reasonable review and care in accordance with the
norms of 4.5.2 and 9.6.4 in this CP regarding the duties and obligations of the relying party when
using or relying on the certificate, which results in damage to SZCA or a third party, the relying

party will indemnify the said party for the losses.

9.10 BXHI 52 1E Term and Termination

9.10.1 BXHIPR Term

A CP HAkAZ HRIERAR, SRR EAVE B R A 5 Sk AT B, BethicAC ) CP
TH VIR SZCA MI3h T BERE X BARN N AT, s An i CP B BURIEIH CP.
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This CP is effective from the date of release, and the version number and release date will be
detailed in the document. Please visit the SZCA website to download the latest version of the CP,

without notice to specific individuals. The new CP automatically replaces and repeals the old CP.

9.10.2 #&1F Termination
A CP K EFEHRATE SZCA 1L B FINIEARSS I e 2l o FEZ LRSS/t B #iln) TASE
R, S

This CP and its updates expire when SZCA terminates the electronic certification service.
SZCA shall report to the Ministry of Industry and Information Technology and other competent

authorities sixty days prior to termination of service and make proper arrangements.

9.103 M AKX IE 5 B Effect of Termination and

Survival
TEA CP v N d# . (REER. BAGRY . IR, SRR 48, LAY M SZCA
W BT S A R T AR 453K, fEA CP & 1k J5 159R 4k 41 RUAFAE

The provisions of this CP relating to audits, confidential information, privacy protection,
archiving, intellectual property rights, and those relating to SZCA's liability and limited liability,

shall remain valid after the termination of this CP.

9.11 Z2E5EHERANFESES 578 Individual Notices and

Communications with Participants

SZCA K IHFAGEMHIAATE LSBT, WFESERTZ1lk CP i, &iEkiE X r, W
g BTHREE. B8 MBEEE, ANHNEET P KT . 1P BUKE T Wl 7, TRl
ik SZCA [ R 7 2UA] SZCA &l 1 i SZCA 21k AR 55 A F 75 1
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SZCA and its authorized registration authorities will notify subscribers and the relying parties
individually by appropriate means, such as telephone, e-mail, letter, and fax, if necessary, in the
case of early termination of the CP. Subscribers or relying parties may also contact SZCA based
on SZCA's contact information to konw the handling of the business terminated by SZCA if

necessary.

9.12 1&7] Amendments

9.12.1 EiT#EF? Procedure for Amendment

SZCA B AR FETEVE IR Ry 55 SEFR 5 B, % CP N 3T 318 4 1) D BRSO T 3,
CPS 9m'E/NAFFEZR/DEH A —IRA CP, W& E Z LB 38 51T 1 R KA o
E BrbrtE, £74 CP ESR, FFA eSS R ) sLbr s 2.

BAKMBITFE P VE[E A CP 1.5.4 “CP #tHEREF 7. BT A CP ¥R TIEE84 %, HIE
SZCA HIMuG BN, Btz HERAER.

SZCA will make appropriate and necessary changes and adjustments to the CP in accordance
with the requirements of laws and regulations and the actual requirements of the business. The CP
compilation team reviews this CP at least once a year to ensure that the CP meets the requirements
of national laws and regulations and administration department as well as relevant international

standards, the requirements of CP and actual needs of certification business operations.

The amendment procedures are detailed in this CP 1.5.4, "CP Approval Procedures". The
revised version of the CP will be filed with the Ministry of Industry and Information Technology,

published on the SZCA's website, and effective from the date of publication.

9.12.2 EHIVLH S5 HIFR Notification Mechanism and Period

SZCA ARUBITA CP FARATARIER 535K, T HA S E R —T7 .
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SZCA TEM) https://www.szca.com {5 B JEHAMAEIT W, KB G CP FEEEMA,
HAZIT G/ CP Az HilgiZ CP AL A K CP BN A, DUEMUE R CP 23 itk
AT

SZCA TEVNA WEERT, BINTT 7 BT 15K, AT DRI Z: . B B oy =a)
IR FEARTE HFE P R R A R bl . HBAR, RaE P (ST CP) 1 CP.

FTPAEBITJE R CP kAT JE 15 H AR HUE TR G R0, PWONFESZ1Z% CP 4.

SZCA shall have the right to amend any term and clause in this CP without prior notice to

any party.

SZCA publishes the revisions, and the full version of the revised in the repository on the
website (https://www.szca.com), and the CP is effective as of the date of publication of the revised

CP. The processing of CP modifications shall be subject to the clauses of the modified CP.

SZCA may send a written (including electronic CP) CP by mail, email, etc. to the address and
email address submitted by the above parties in the certificate application process, if deemed

necessary or at the request of the subscriber or relying party.

Subscribers are deemed to be bound by the revised CP if they do not submit a request for

revocation of the certificate within 15 days of the issuance of the revised CP.

9.12.3 WM X FEHK B Circumstances under
Which CP Must be Changed

IR IR, AT CP #EATIEIT -
1. CP PFRviRE MASVER . BORSEAG L T IAEL S5 /K
2. WIE RGN KA BRI R A KT R e s
3. PHRERUN AR AR
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4. WA CP P EEHIE,

5. CP WA SERBINEEHENER . CA/B WIREH KATHIAHIIE . WebTrust i 125K
AN—HU .

The CP must be revised in case of:

1. CP disclosure processes, the scope of operations, technology, etc. do not meet the

requirements of the electronic certification business;

2. Significant upgrades or changes to the certification system and related management

specifications;
3. The requirements of laws and regulations and the competent authorities;
4. Significant deficiencies in the existing CP;

5. Inconsistencies between the CP content and governing laws and regulations, the latest

relevant specifications published by the CA/B Forum, and the WebTrust audit requirements.

9.13 i 4 Dispute Resolution Provisions

SZCA. EFIT Py MRAS T S5 SLARALE oIRGBl Hh 77 A el AT 4 DL T AR SR o
(1) RIEA CP HHIE, WHTTETS
(2) Hi SZCA MHFHRI T4 5T 5 H il N B
(3) HHRIMG A SERA T TEEAT #ek;
(4) AR5 SZCA BEEMPEBA CP il K FEMT SR VFVAR], 52 SZCA EMITEH!
NRIZEBEE
If SZCA, certificate subscribers, relying parties and other entities have disputes in the
electronic certification activities, the following steps can be taken for resolution:
(1)  Confirm the party to be held responsible according to this CP;
(2) SZCA's related departments are responsible for coordinating with the applicants;
(3) If coordination fails, these parties should reach out to the legal authorities;
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(4)  Prosecutions against SZCA or its RA over any disputes arising from this CP should be

governed by the people's court in the place where SZCA is registered.

9.14 H%E1%1# Governing Laws

A RUEFS . UEF RN S BARRAIUE X NI CP RTS8 BAEM . ke, AR
SERANGAL, TOIRTT 7 SRS A T M B FLAE (T A AR TS, FONLE FHIE 2 A,
Bl SZCA KEEMYUMPTEI ((EFH) AVEH .

Any dispute regarding the certificate, the certificate policy, and the CP corresponding to a
specific type of certificate, including various disputes regarding its application, interpretation,
validity, etc., shall be governed by the laws of the place where the certificate is issued, i.e. the
place (domicile) where SZCA and its registration authorities are located, regardless of where the

subscriber or the relying party resides or where it uses the certificate.

9.15 5&HEEKFF S Compliance with Applicable Law

SZCA [R5 TSR , BT I A v N B (2 AT [ ¢ A 2 A i ) 22
Ko

SZCA's strategies comply with and conform to the laws of the People's Republic of China
and the requirements of other competent authorities such as the Ministry of Industry and

Information Technology.

9.16 —f& %% Miscellaneous Provisions

9.16.1 SEEYHY Entire Agreement

2% CP B ARG T 5% ARG R T el T Sk 3 L RE, IR ST s, BT
W HABAN TS K K SZCA 5 %772 53 Z A 78 B
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This CP shall supersede the previously written or oral statements, explanations, and
interpretations relating to the subject matter and, together with the Subscriber Agreement, the
Relying Party Agreement, and other supplemental agreements, shall constitute the entire

agreement between SZCA and all participants.

9.16.2 ¥ik Assignment

A CP HFLE HIVIE AR % J7 FIBCRMIAN LS5, Nt T ik, & 75 3 AR A
FHRFLEREAT .
If the rights and obligations of each party of the certification entity specified in this CP need

to be transferred, each party shall do so in accordance with the relevant provisions of the law.

9.16.3 &4 Severability

UIARAR CP BATAT % 3K B LN B 5 SZCA BT R IX (3 e 7= A i S e 41 5 G
A EAT S, SZCA W AFE S MR E IR EZ M BT %508k, (GRS 2, R E

TEARTEARIE AT 5 (1) CP ER AR UEH 2 1T, SZCA ¥4 K IE B 2 question@cabforum.org,
RN CA/B Wiz CP P BTG R, JFA DR B A IR SR AL T A IR 551
%% (https://cabforum.org/pipermail/public/).

#+ CP il AR VAR R, 8L CA/B 18 1% (1) Baseline Requirements ZERITEALE 04, N
A CP o 5 A SC LTS SZCA Mk 353 AF f R R A RS E . SZCA BRIl 5548 AF
BEAT BOAHOCT RS, XF CP HIMELT, J21n) CA/B B3R B ALRAE 90 KN 58l

In case any clause or provision of this CP is held to be unenforceable or invalid due to any
conflicts with the laws of any jurisdiction in which SZCA operates, SZCA may modify any
conflicting clause or provision to the minimum extent necessary to make them continue to be valid,
and other clauses and provisions will remain valid without being affected.

SZCA will (and prior to issuing a certificate under the modified requirement) notify the

CA/Browser Forum of any modified content in the CP by sending emails to
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question@cabforum.org, and confirm that it has been posted to the Public Mailing List and is
indexed in the Public Mail Archives available at https://cabforum.org/pipermail/public/.

If the laws under which the CP was formulated are invalid, or the specifications such as the
CA/B Forum's Baseline Requirements are modified, any related adjustments to SZCA's business
operations in this CP will no longer apply. SZCA's related adjustments to business operations,

revisions to the CP, and notification to the CA/B Forum will be completed within 90 days.

9.16.4 5E#]34T Enforcement

SZCA FH, FUEFIT /S MU S5 SR PATA CP R E , AN LSRR
RAAT 1Z I B H A E -
SZCA declares that if the subscribers or relying parties did not execute any item within this

CP, it should not be considered that they need not be executed in the future.

9.16.5 ANF]$Hi /7 Force Majeure

SZCA AXFPRRA+ I K MR AEGNEDN . TR BB i # A Al AN AT 47
JIHEAEPTGE A CP ME IR DT e SERBRTCVE AT 1151 -

SZCA is not liable for any breach, delay, or inability to perform its warranty obligations
under this CP caused by war, plague, fire, earthquake, infectious disease, Internet hacking, viruses,

and other force majeure events.

9.17 H'BE 263X Other Provisions

SZCA XA CP A &R

SZCA has final interpretation rights to this CP.
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