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1. HEFEHERIA Introduction

1.1 ¥R Overview

RINCA, BRI 7 55 % 2k HE PG R A 7 (Shenzhen Digital Certificate
Authority Center Co., Ltd., &R “SZCA™), HOLT20004E8 H . IAYICAT 200648 A i
o A RS E X A B R MUK ) (R IANIEIRSS S 2R VP el k), - T-20074F10 H 3k 45
JEAE B A 1 P UAEAR S VERTIEY:  FLT20104E 1) jlid [ 5 25 0 4 3 ) i
5 PR SS RE ST VPG, 20124038 1 TARI B A%, 3 MU i T IS5 LA R gi 1A
EARS BT . H R RS R IAL T RO A «

ARSZCAAERAFATAR R L FINUEML 25 B (SZCA Global Trust Certificate Certification
Practice Statement, LI NfRiFR “AXCPS™), AT EIASZCATE AL AR 551 72 rp Tt
FRIRSE S, B B UEIR %A 6 538 BRI 54T, &% TSZCAUE RS G 345
iR BURI LS5 75 THIT 75 B AN A

ACPSIEAE CA/B GIEPBHUSHEE) IR A IR A L) (A RAEIE B RE
PRERZREIR ) (AUIDAE AR AR A BRIRZR R ) . (EVIETAS KA E IR FUHEN) . (EV
RAGZEAAUEF2E R PR FUEN) . Adobe RGLA F KATHIBCHTRASAATL (Adobe IAT]
BRI IEARZR . Foweb trustB v R AR O 2R BEAT 28 R ANE B A A ATE AR IUE TS,
TR FREARTE H R AT I RRAAEIT CPS, AR A CPS S5 CA/BgE K A HI M FARHERLTE Hh (463K
ARSI TT, 0 LACA/ Y 88 1425 1F 2R AR (R BT (0 14 25 A «

ARCPS AU LIKSZCARIML S22 8 W52, IFFEFEER T 7 s . KA T
WIEIEZNZ 577 T P NEE SN2 577, #2005 B B A PAAT A CPSLAE (11 563K
H8 AT SEBURIAT AR SH L35

SZCAWIE MR R
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SZCA HHIASZCAROOT CA (RSA) FISZCA SM2ROOT CA (SM2) 2/MEHEF, SZCA
AR AMB AR CAIE TS

1.SZCAROOT CA

SZCAROOT CA [MNEIENRSA, FHKE N 4096 bits, X8 MNHZ CA IET, Hr:

(1) SZCAEV SSLCA , Z5AK-FERN 4096 bits, 254 % 4AK: i IRSA 2048 bits. 3072 bits -

4096 bitsfIEV SSLAR S 28 25F 3,

(2) SZCAOV SSLCA , ZHHKEE A 4096 bits, 25K Z4H K HRSA 2048 bits. 3072 bits -

4096 bitsfHJOV SSLIR S 28 2KiF 155

(3) SZCADV SSLCA , Z4HKEEA 4096 bits, 255 2 4H K FE ARSA 2048 bits. 3072 bits -

4096 bitsf\IDV SSLAR 5% 28 25F 55

(4) SZCA EV CodeSigning CA , KN 4096 bits, 25K ZEHKENRSA 3072 bits.

4096 bits I EVACIL 2 4 1FE 1S

(5) SZCA CodeSigning CA , HHKJE N 4096 bits, 25Kk %P E ARSA 3072 bits. 4096
bits RARAGE 2IE 155

(6) SZCA Secure E-Mail CA , Z4HKE N 4096 bits, 25K %K E NRSA 2048 bits. 3072

bits « 4096 bits¥] BT A4 2EE

(7) SZCA Overseas CA , ZEHKE N 4096 bits, 2% % 4H K5 NRSA 2048 bits. 3072 bits-

4096 bitsFIFEEE N NUETS . HUIETS . W& IE 1

(8) SZCABusiness CA , Z4HKFF N 4096 bits, 25k 225K FF IRSA 2048 bits. 3072 bits -

4096 bitsHML 55N NIEF . HUGIES . W&IES.
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2.SZCA SM2 ROOT CA

SZCA SM2 ROOT CAEENSM2, T %6 N CAE+ :

(1) SZCASM2 EV SSL CA, ZKkSM2HEVERIEV SSLAR S #5251 1,

(2) SZCASM2 OV SSL CA, 2Kk SM2EIEIFIOV SSLAR 55 28 J51E 155

(3) SZCASM2 DV SSL CA, 2k SM2EIEIFIDV SSLAR 55 #8 J51E 175

(4) SZCA SM2 Secure E-mail SSL CA, %% SM2Ey2 (1) B - B4 2540F 34

(5) SZCA SM2 Overseas CA, &K SM2EEFIEEEIAN NAIEP . HIREER . W&IED;

(6) SZCA SM2 Business CA, &K SM2EEFNE SN NIED . HUIEH . BAiER.

Shenzhen Digital Certificate Authority Center Co., Ltd. (hereinafter referred to as “SZCA”)
was founded in August 2000. SZCA has passed the examination in August 2006 and obtained the
Permit for Use of Cipher Codes for Electronic Certification Services issued by the State
Cryptography Administration (SCA), and obtained the Permit for Electronic Certification Services
issued by the former Ministry of Information Industry in October 2007; and has passed the
assessment of e-government electronic certification service capability of the State Cryptography
Administration in November 2010 and passed the review of the Ministry of Health in 2012, and
obtained the electronic certification service qualifications for e-government and health system

respectively. The above service qualifications are still within the validity period.

The SZCA Global-Trust System Certification Practice Statement (hereinafter referred to as the
“CPS") fully describes the specifications and guidelines to be followed by SZCA in the provision
of electronic certification services as well as the responsibilities of the participants involved in the
electronic certification services. It is the statements and descriptions on the activities, technologies

and rights & obligations of the SZCA certification services.
3
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The CPS complies with the latest version of the Baseline Requirements for the Issuance and
Management of Publicly-Trusted Certificates, the Baseline Requirements for the Issuance and
Management of Code Signing Certificates, the Guidelines for the Issuance and Management of EV
Certificates, the Guidelines for the Issuance and Management of EV Code Signing Certificates
published by CA/B (Certificate Authority and Browser) Forum, the technical requirements in the
latest version of the Adobe Approved Trusted List (AATL) published by Adobe Systems
Incorporated, as well as relevant requirements in web trust audit norm to issue and manage the
publicly-trusted certificates, and will continue to revise the CPS in accordance with the issued
versions. In case of any inconsistency between the terms of the CPS and relevant standards and
specifications published by the CA/B Forum, the specifications officially published by the

CA/Browser Forum shall prevail.

The CPS not only strictly restricts SZCA's business operations, but also applies to subscribers,
relying parties and other participants in electronic certification activities. All participants in
electronic certification activities must fully understand and implement provisions of the CPS, and

thereby exercise their rights and obligations.

SZCA certificate structure system:

SZCA currently has two root certificates: SZCA ROOT CA (RSA) and SZCA SM2 ROOT CA

(SM2), and SZCA does not issue any external subordinate CA certificate.

1. SZCA ROOT CA

SZCA ROOT CA adopts RSA algorithm with a key length of 4096 bits, and includes eight

subordinate CA certificates, in which:

(1) SZCA EV SSL CA with a key length of 4096 bits is used to issue EV SSL server certificates

with a key length of RSA 2048 bits, 3072 bits and 4096 bits;
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(2) SZCA OV SSL CA with a key length of 4096 bits is used to issue OV SSL server certificates

with a key length of RSA 2048 bits, 3072 bits and 4096 bits;

(3) SZCA DV SSL CA with a key length of 4096 bits is used to issue DV SSL server certificates

with a key length of RSA 2048 bits, 3072 bits and 4096 bits;

(4) SZCA EV CodeSigning CA with a key length of 4096 bits is used to issue EV code signing

certificates with a key length of RSA 3072 bits and 4096 bits;

(5) SZCA CodeSigning CA with a key length of 4096 bits is used to issue code signing certificates

with a key length of RSA 3072 bits and 4096 bits;

(6) SZCA Secure E-Mail CA with a key length of 4096 bits is used to issue email certificates with

a key length of RSA 2048 bits, 3072 bits and 4096 bits;

(7) SZCA Overseas CA with a key length of 4096 bits is used to issue cross-border personal
certificates, organization certificates and equipment certificates with a key length of RSA 2048 bits,

3072 bits and 4096 bits;

(8) SZCA Business CA with a key length of 4096 bits is used to issue business personal certificates,
organization certificates and equipment certificates with a key length of RSA 2048 bits, 3072 bits

and 4096 bits.

2. SZCA SM2 ROOT CA

SZCA SM2 ROOT CA adopts SM2 algorithm, and includes six subordinate CA certificates:

(1) SZCA SM2 EV SSL CA is used to issue EV SSL server certificates of SM2 algorithm;

(2) SZCA SM2 OV SSL CA is used to issue OV SSL server certificates of SM2 algorithm;



S
+Mm
- SZCA &HE(EIAZ CPS V2.0

SZCA Global-Trust System CPS V2.0

(3) SZCA SM2 DV SSL CA is used to issue DV SSL server certificates of SM2 algorithm;
(4) SZCA SM2 Secure E-mail SSL CA is used to issue email certificates of SM2 algorithm;

(5) SZCA SM2 Overseas CA is used to issue cross-border personal certificates, organization

certificates and equipment certificates of SM2 algorithm;

(6) SZCA SM2 Business CA is used to issue business personal certificates, organization

certificates and equipment certificates of SM2 algorithm.

1.2 XL 5 #iH Document Name and Identification

A CPS #FE N CGARYII CA BB R T IAIEL SN, LA FRHN Shenzhen CA
Global Trust Certification Practices Statement, {4#% SZCA CPS. A CPS.,
The name of the CPS is the Shenzhen CA Global-Trust System Certification Practice Statement

(SZCA CPS for short).

1.3 BFINIEE3IZ 53 PKI Participants

1.3.1 HFIAERSHLH Certification Authorities

SZCA, fENEIEE =T FINERSHL, FO0EAA. . MEFIEEH,
FMHER M. IEBERA R CORIEBREIZIRICRL) KA« UE-5Rug 6] 2 55 Ak

As a legal third-party electronic certification authority, SZCA is responsible for certificate
management including certificate issuance, renewal and revocation , certificate status information
services, release of certificate blacklist (also known as certificate revocation list or CRL), and

certificate policy formulation, etc.
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1.3.2 ML Registration Authorities

SZCARIFEM ML (Registration Authority, &K “RA”) 51T FUET I HIE .. Hi%
(BFEHHFRREEND &R, RASZCAIERFBRUGE KNS/ WM, BFEIEREM
ity (RA). IERARSZ IS (LRA) %5,

Registration Authority of SZCA (hereinafter referred to as the “RA”) is responsible for the
acceptance, review (including identification and authentication) and management of certificate
applications for subscribers, and is a business branch duly authorized by SZCA, including the

Certificate Registration Authority (RA), Certificate Local Registration Authority (LRA), etc.

1.3.3 1T /P Subscribers

WP RARR SZCA HIFIETR SR, HEH I MA . IEB AR SIERERHE
AUSIEAR, AR SERE O AL SR E i b o« Bkl . IRSS A B T 2 4l AE M A B %

A subscriber is an entity that applies certificates to SZCA and can be an individual or an
organization. The subject of the certificate is the entity which the certificate is bound to, including
infrastructure components such as routers, firewalls, servers or other equipment for secure

communication.

1.3.4 /K375 Relying Parties

AT RAREI TR B A e AR S S (RIS B0 A B A
AT RIRSENE, IFRICEAT WSS B I SEAR . ARMUT T AT . AT DA

A relying party is the entity that acts on the authenticity of relevant facts (including identity
and information data) and the behavior proven by the certificate or its electronic signature. The

relying party may or may not be a subscriber.
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1.3.5 HAthZ 53 Other Participants

FA 2 52 480 SZCA 1 Hh T B LR SR 55 (3L A S
Other participants refer to other entities that provide relevant services for SZCA's electronic

certification activities.

1.4 iEF5 M H] Certificate Usage

1.4.1 & & WHUEF N Appropriate Certificate Uses

SZCA W FUEF A DU 2 B AE T I0SS . BT i 45 S H At At A is 3, DASIIi &
BrNIE L2540 RSO s 55 E IV, () It R FLER ) A5 AR X7 5 4 (1 ik
AN AR AE B e B AR

WP AT DRI SRR 22, [ 5P e SR AR B 5 RE 2R, ANFERIE R A A
[7] F*) S FH

SZCA's subscriber certificate can be widely applied in e-government, e-commerce and other
social activities to achieve the purposes of identity authentication, electronic signature, key data
encryption, etc., as well as to ensure the validity and authenticity of the identities of both parties

transferring information on the Internet and the integrity and confidentiality of the information.

Subscribers can independently judge and decide to adopt appropriate certificate types

according to actual needs, and different certificates have different application scopes.

1.4.2 FR#| K& ZE1E BJUE 5 S Restricted and Prohibited

Certificate Uses

SZCAZE R IIE-FR R B TARAT i S [ 50E A IR X 2 e e, thARE
MFSZCA ST P AE RE-B AR N RG], 750 i it s AvE A A R diT B AT A&H

FARUE AR A BN IR AR A B AR S 0& G RO, T U i IR IR
8
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TR I AT 1 BRI SR HE T3 e T R i A A R B o 3 B P B, i 2 505 A
SPAHRZ) E HXE R S AT A CPS BRIE RIS FHYE L, #AZACPSHILR T

UEF AR TP P s Iy o W28 VE B s AR IR R AT 00, WASR T AR AE A
A8 BEE AL B SR R

SEAh, AEBAREH T ATEM T WAEH T E A i fil s, B 1%
RUTIRWHI &, s R ERIE . BUR WL SATEGE IR RS, 2 P Al ] R4 4
FEH RGP, EOVERAEM AT B REOET . N R0 E 8™ B RIS RIR .

The certificate issued by SZCA is forbidden to be used for any violation of national laws and
regulations or damage to national security, nor shall it be applied to the prohibited application scope
for certificates agreed between SZCA and the subscribers, otherwise the legal consequences incurred
thereby shall be borne by the subscribers.

Various certificates can only be applied to the appropriate use of the subject identity
represented by them, and the key use of the subscriber certificate is limited in the certificate extensions.
However, based on that the validity of extension limit depends on the application software,if the
participant does not comply with the relevant agreements, and its certificate application exceeds the
application scope limited by the CPS, it will not be protected by the CPS.

The certificates are prohibited from being used for phishing attacks,fraudulent websites or
other malicious criminal activities ,and releasing a program that contains or is suspected to contain
malware.

In addition, the certificate is not designed, intended, or authorized to be used for control
equipment in hazardous environments, or for occasions where failure prevention is required, such as
operation of nuclear equipment, navigation or communication systems of spacecraft, air traffic control
systems or weapon control systems, as any failure of them may result in death, personal injury or

serious environmental damage.
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1.5 SREEREF Policy Administration

1.5.1 RIS R E EHN M Organization Administering the

Document

HRAEAH LI E, SZCATRE “SZCA-CPSHME K FB/NH” i3t CPSHIR L, TEM. 4
PRI Hr . “SZCA-CPSHERE K /N ” B AFES N AR N R, 15 ACPSI H %
B TAE, QRGBT R 5TE RACPS J AR I ST [P 5E in) -1 TAE

According to relevant laws, SZCA designates the "SZCA-CPS Policy Development Team" to
be responsible for the draft, registration, maintenance and update of CPS. The "SZCA-CPS Policy
Development Team" consists of legal and technical personnel of the Company, who are responsible
for the daily management and maintenance of the CPS, including general amendment, and

consultation on the CPS and related documents.

1.5.2 BX& A Contact Person

FEATA5C CPS I, #RIX. BEMSE, 55 “SZCA-CPS KIS R &AL K-

BT RN TR 45 22 A UE A AT PR A W] SZCA-CPS SRg K /N

Hi1h: 0755-26588399

&3 0755-8615 6366

HFHRF: cps@szca.com

R 2y ik RN R Ll X v BRI Al 8 45 301 % [518057].

Please contact the SZCA-CPS Policy Development Team in case of any questions, suggestions
or doubts related to the CPS:

Department: SZCA-CPS Policy Development Team of Shenzhen Digital Certificate Authority
Center Co., Ltd.

Tel.: 0755-26588399

10
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Fax: 0755-8615 6366
Email: cps@szca.com
Mailing address: Room 301, Building 8, Shenzhen Software Park, Gaoxin Second Middle

Road, Nanshan District, Shenzhen [518057].

1.5.3 ¥E CPS fF& KEEHIHLI Organization Determining
CPS Suitability for the Policy

“SZCAIBE B F/NA” ZHACPS (5 AT A T 2B AU ICPS ). R 5ECPSAZ TS

F R NLUE S SR PR B i R SR LA s ISZCARZUE BN B, O3RN SRR AL fr) 2 B o

The "SZCA Operational Safety Management Team" is the highest decision-making body to
approve the CPS (including all versions of all types of CPS) and determine whether the CPS is in
comformity with the corresponding certificate policy; and it consists of SZCA senior manager, core

technical personnel and legal counsel.

1.5.4 CPS H#it#EFEF CPS Approval Procedures

“SZCA-CPSIEIE K /N 5T B AEIT CPSTE BB AR (BCPSIEAT A, FFAER
FHBII BT NE N, R EOE R SBOR MG AL G, IF0 € SCAKS AR 5 T
SR o

“SZCA-CPSIEIE K JE/NH” AT Efate sl “SZCABE waEH/NA” . &%/
HA ORI E, JTRXANRATCPS . KATH N FF S AT AR HE, AFEEAFR T/ A7 F )
P ELSEXN R RS . AT TAEH “SZCA-CPSEERS & B /NA” PRI e/, I

B “SZCAIZE 4 H/NH” Bt E W N CPSHL T hRAF Y

A CPS BRAERMET. HH—Ik, HHZ ERBEFHRIES A, RS R AL . TN
S, WIS . SO R AT 8] A2 80 6] SBT3

11
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CPSA I K ATHESZCA ) B M https:-www.szca.com, 5L i Hofth 77 = i) FH P4, ki
Hikg, #FEIRAERCPSAZIE M ECPSIRFF—EL, “SZCA-CPSTHES K E/INH” ATk
EAECPS AT 2 HiEe =+ H W\ TALFAYE B & % .

The SZCA-CPS Policy Development Team is responsible for drafting and revising the CPS to
form a discussion draft (or CPS revision), soliciting the comments of the heads of various
departments, forming a draft for review after discussion and amendment, and finalizing the text

format and version number.

The SZCA-CPS Policy Development Team is responsible for submitting the final draft to the
SZCA Operational Security Management Team for review. The CPS shall not be published until it
is reviewed and approved by the SZCA Operational Security Management Team. The CPS shall be
published in the form in accordance with industry standards, including but not limited to online
publication and written submission to customers or partners. The SZCA-CPS Policy Development
Team will complete CPS publication in coordination with relevant departments, and archive the
approval opinoins of the SZCA Operational Security Management Team and the CPS electronic

version.

The CPS is revised and updated at least once a year and then submitted for approval, filing and
publication for implementation in accordance with the above procedures. If there is no change,
SZCA will progressively increase the version number, and update the release time, effective time

and revision history.

CPS is publicly published on SZCA's website https:www.szca.com or otherwise provided to
users. The CPS provided in all forms must be consistent with the CPS on the website from the date
of publication, and the "SZCA-CPS Policy Development Team" is responsible for filing with the
Ministry of Industry and Information Technology within 30 days from the date of publication of the

CPS as per laws.

12
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1.6 & X F455 Definitions and Acronyms

RLI-EXSHE

B INE RS ALY

FFT FVIES . BRAPHETS . EHIUEBEHRE =T

1

TEMHLA

RAMI[AT ™, 52T ISR BRI PR #E1T F IICA
WAL 2 (A AT s . o 4 B RS

ZCAKMT B BT BAE M E S ATHE S ATHEIIH

B s
PR
ir A IE TS R S
(v BT RHEF B BT MEBNSEA RGN A
SR NTN s KT CANURFIESS « 25 4% 10 4 i o ST 7 B V6 0 O TR AR 54
Fu/cps VALY S5 AR SEER A B, EARNIESAR . ST NIEL 5555

2 JT I A7 -

S e (R

N FAET R A 5, $RECAR A BILEUE AT R0 Jea 1o 1B 48
MR AHEZCANMFEAERIET 15K

B B/
CRL
TELRAETRAS LS A, R EBFERRRSELR.
Pr/OCSP
LDAP BELHFVIG AT AR FEETE I A
VIER
NG| S HBCFBHE IR, AT IEAT T RAE O REAAEH
ERIBF RS . AT PRI s ST S 5 R AT,
DA L AL T 25
FhEH BB H P B E R, TR TR

13
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%, JRAIRHEE TR, xR O R A BN ) SR lUE BT R
SZCA BRI T 55 2 A P PEA R A (Shenzhen Certificate
Authority)
CPSHRME K e /INA HISZCAIE A (K151 STCPSIIgm . ABTT 8 i 35 i (1 4
21
SZCAIZE % 2E HSZCA{TA (1) 91 5TSZCAICPS/CPAZ Mk I W B AT 14141
HUNA
SZCABE R 57500 CACP, WEBRINCAE L . WIFd il &
HCPSHATHISM (1, RIfL.
SZCARGEHE 51 o de. BLEMYECARGHIBMEN RS8, K& CAIRS & HIE
b, KAz
SZCAF PBTRAUET G E S A2 HIME B
SZCAH I it B 5T BAZIET S B
SZCAIE il 51 B TCRESS B & VR UE TS
SSLiE+5 e S A A RS AR A B BT A B R IR, AIEIZ RS I &
2R IUESS .
IMEESE AT MARITF R WS KATNK S BT IR F 2K RESS, HiE
N TR EAT2 4, RIS e B . B9tk
1) 4 BOAEB R AR, T E—hR T P AR, AR
BT P ESEE . BAT SERR R LA I 44 7R
PKI INEFERE B (Public Key Infrastructure)
PKCS NSRS SR FRUE (Public Key Cryptography Standard )

Table 1.1 - Definitions and Acronyms

14



S~
«Mm
o

SZCA EEE(LKR CPS V2.0

SZCA Global-Trust System CPS V2.0

Certification A third-party organization responsible for subscriber identity

Authority/CA authentication, issuance of public key certificates and management of
certificate keys.

Registration RA accepts subscriber application materials, reviews subscriber

Authority/RA materials, and transmits certificate application, approval and management

information between subscriber and CA.

Digital Certificate

Electronic documents with CA digital signature containing the public

identity information and public key of the users of the digital certificates.

Subscriber The entity applying for certificate.
Relying Party Person engaged in relevant activities relying on trust in certificates or
electronic signatures
Certification Statement on detailed operating specifications and business operating
Practice practices of the CA for the whole life cycle management activities of
Statement/CPS certificates and keys, including certification technology, legal
responsibility, certification business and other aspects.
Certificate Also known as the blacklist of digital certificates, it refers to the list of

Revocation List/

CRL

certificates with signature of the CA that are revoked before the expiration

of the validity period of the certificate and are no longer trusted by the CA.

Online Certificate

Status information of digital certificates for real-time query and

Status check.
Protocol/OCSP
LDAP Lightweight Directory Access Protocol for query and download of
digital certificates and digital certificate revocation lists.
Public Key Keys generated by mathematical operations that can be published and

used to verify the digital signatures generated by their corresponding

private keys. The public key can encrypt files and information according to
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its operation method and its corresponding private key could be used to

decrypt.

Private Key

Keys generated by mathematical operation and kept by the holder that
can be used to produce digital signatures or to decrypt files or information
encrypted by their corresponding public keys according to the operation

method.

SZCA

Shenzhen Digital Certificate Authority Center Co., Ltd. (Shenzhen

Certificate Authority)

CPS Policy

Development Team

Organization appointed by SZCA for the compilation, revision, daily

maintenance, management and consultation of CPS.

SZCA Operational
Security

Management Team

Organization appointed by SZCA for approval and implementation

supervision of SZCA CPS/CP.

SZCA Super Role responsible for implementing the CA CP, setting or adding the
Administrator CA administrator, verifying the audit records, and managing the CPS
implementation.
SZCA System Role responsible for installing, configuring and maintaining the
Administrator software and hardware systems of the CA system, as well as starting and
stopping the CA server.
SZCA Entry Clerk Role responsible for entering the information submitted by the
certificate applicant.
SZCA Reviewer Role responsible for reviewing certificate application information.
SZCA Certificate Role responsible for generation certificates for certificate applicants.
Maker
SSL Certificate A certificate issued by confirming the applicant's ownership and

control over the domain name and authenticating the applicant's identity.
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Code Signing A certificate issued after identity authentication of the code developer,
Certificate writer and issuer, which is used by the applicant to sign the codes and
ensure the integrity and authenticity of the codes.
Distinguished Legal name used to uniquely identify the subscriber name in the name
Name/DN domain of the digital certificate subject, which shall reflect the true identity
of the subscriber and have practical significance.
PKI Public Key Infrastructure.
PKCS

Public Key Cryptography Standard.
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2. B RRA 5 E R T H Information

Publication and Administration

2.1 1§ B FE Repositories

SZCA {5 B RN AN AFFINE BFE, FEM T 7 BRSBTS 5 B R % .
SZCA 5 BFEAREEARFLUNAZ: iEf. CRL. CPS. UETARS Ml HARSCEEFH.
SZCA Muk{E 2. LA SZCA A BAK AT IS .« SZCA 15 B v 13T https://www.szca.com Y
SZCA #RE M ETEV I . A,

SZCA repositories are public repositories that provide information services for subscribers and
relying parties of certificate application. SZCA repositories include, but are not limited to: certificate,
CRL, CPS, certificate service protocols, technical support manuals, SZCA website information, and
information published by SZCA from time to time. SZCA repositories can be accessed and queried

by https://www.szca.com or other methods specified by SZCA.

2.2 JAIEfE B K A5 Publication of Information

SZCA TEH J7 Mk https://www.szca.com KAT(E B E, %Ml SZCA KATFTHE B
EEENE Y INE =0 IS R

SZCA [f] CPS VARAHRHIFASIRFE BAFAE SZCA Wi £ AR - alilid SZCA K
SR BGE R RE B RAE RS IR SErRRESE B M@ OCSP ks i

[FIIY, SZCA MRe o iR 7 EER B H A mT RE AT AT 15 B R AT

SZCA publishes the repositories on the official website https://www.szca.com, which is the
most primary, timely and authoritative channel of SZCA for publishing all information.

SZCA CPS and relevant technical support information are published on the SZCA website.
The information of certificates and the certificate revocation lists can be obtained by user on the

SZCA website; And the real-time status information of the certificate can also be queried through
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the OCSP service.

At the same time, SZCA will publish information in other possible forms when necessary.

2.3 RATHKIET R B Time or Frequency of Publication

WPER R R B AR, 8 E 7 Mk B SRR AICRLA AT . CRLAIEIESZCA
BN, CRLEGH 24/, CRLIIA RBUIAT2/N s RBRIEOUR, ] N TRAT i

FICRL.

XA T, SZCAT LLE AT Y EIE B AMCRLI) KA ] . SZCARFE KA — KT
INE RS HLA ICAIE PR 5% (ARL).

BT HAR TS B E R A RN GRAE R, A N 2R AT I 8] 555k 25 300 e
SZCAHATIRE , HSZCANIME B R ATEEAE E SIEEEM A E , HRIERA(E BAT AR
=

When the subscriber certificate is issued or revoked, the certificate and CRL are automatically
published on the official website. CRL can be downloaded through SZCA's official website. The
CRL update cycle is 24 hours and the validity period is 72 hours. In special cases, the latest CRL

can also be manually published.

In case of emergency, SZCA may choose when to publish the certificate and CRL at its own

discretion. SZCA releases CRL of CA (ARL) every year.

For other information to be published to the public through the repositories, its publishing
content, publishing time and frequency are at the discretion of SZCA, on the premise that the
information publication of SZCA will comply with the provisions of national laws and regulations

and be immediate and efficient.
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2.4 {5 B EEVTM#EH] Access Controls on Repositories

SZCAfE B S B RRINATTRAGH, AR AR B, XX a5 B R 507 )
ANBEAEAT R o

SZCAIBEIAE B vy i H AL A 22 v i, PRE A SR SZCATAE N A
RedmS . BRI RASZCAE R EFNMER .. H HZBEREEER &, IC8 H AT
Hit,

The information in SZCA repositories is publicly available. Anybody can read the relevant

information, and there are no restrictions on the read-only access of such information.

With information access control mechanism and security audit measures, SZCA ensures that
only authorized SZCA personnel can edit, modify and publish information in the repositories. In

addition, operation logs and records of authorized operations will be kept for audit.
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3. 4 iRE X B Identification and

Authentication

3.1 474 Naming

3.1.1 ZFRAEAE Type of Names

SZCA MUK WIS, &AM FEIT P AR 4  IEBRE & ARG 4,
PL#R 7 4 (Distinguished Name) & B S 1EUET AN, RUEBHRAE ME—IR5 4. SZCA
FIEBRF G X.509 AaitE, 7 ECERIE BHra & SR B4, KR X500 FnitEdr 4477 2

T SSL RZS 285, P 342 55 TP Mk ER8 N2 = /) 44, 1 38 FH 44 D i —
A HIUE R 4 P I A2 B TP Mk, X EV SSL WES, 25 44 rh A Be A, 2 3l e 45 4k
A1 1P HuhE

The digital certificate issued by SZCA contains the subject DN of issuing authority and the
certificate subscriber. The identification name of the certificate holder is contained in the certificate
subject in the form of distinguished name, and is the unique identifier of the certificate holder. The
SZCA certificate complies with X.509 standard, and the distinguished name assigned to the

certificate holder entity adopts X.500 standard naming method.

For SSL server certificates, all domain names or IP addresses are added to Subject Alternative
Name, whereas the Common Name must be a domain name or IP address that exists in Subject
Alternative Name. For EV SSL certificates, the Subject Alternative Name cannot contain wildcard

domain names and IP addresses.

R3.1-SZCAUE AR AU 1 =5 AR B3 44 i 44 )

JE 1 i1
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Hx (©) CN
Bl (O Shenzhen Digital Certificate Authority Center Co., Ltd.
WA (CND CA %%

Table 3.1 - Naming Rules of SZCA's Subject DN

Attribute Value
Country (C) CN
Organization (O) | Shenzhen Digital Certificate Authority Center Co., Ltd.

Common Name

(CN)

Name of CA

R 3.2-SZCA UEAET 7 I AR B 44 i 44 U

JE 1t {1

Ex (O CN

A (S WP PTEA By CRik)

X (L) VP TR (R]3k)

M (0D XF A MENRIRIT -, AT P N 2R

W] (OU)

TR BT A SRS W
P HERLRI RO LA
SR S SR AT

HLF I (E)D

VP IRAEhE (AT i)

HH% (CN)

AA/IP AT 7 A4 FRERH A AT R R 44 P

Table 3.2 - Naming Rules of SZCA Certificate Subscriber's Subject DN

Attribute Value
Country (C) CN
State (S) The state where the subscriber is located (optional)
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Local (L) The city where the subscriber is located (optional)

Organization (O) | The name of the organization where the subscriber is located for those

subscribers with a defined organization;

Organization Unit | May contain one or more of the following:
(OU) The specific department of the organization where the subscriber is
located;

Other text describing the identity or certificate type;

Email (E) Email address of the subscriber (optional)

Common Name | Domain name/IP, or name of subscriber, or other identifiable names

(CN)

3.1.2 BB XAHKIER Need for Names to be Meaningful

SZCA  FDNSUR FRIRETS 3 6 S UE 13/ % 4 52 , DNJIH i) 45 B — S 1R 2
RS, AT TS O £ SCAR O B B s R P ERS AR, A T 55T 7
LA AYIEBIE IR B

SZCA uses the distinguished name (DN) to identify the certificate subject and the certificate
issuer entity. The distinguished name (DN) is representative and can be associated with the identity
or unique attributes of the end entity using the certificate. The name of the certificate subject
describes the information related to the entity bound with public key certificate of the subscriber

subject.
313 TP HE L IH4 Anonymity or Pseudonymity of
Subscribers

SZCAMNEERZ B LT 7 G A FT AT BE L2 B D 4

SZCA does not accept or allow the use of any anonymity or pseudonym in the subscriber
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application.

314 BHEBEAF LK XK N Rules for Interpreting

Various Name Forms
SZCA B KB FIE BT S X509 V3 b, Biml 4k 208y X500 baiE. Bm 44 i ar
Z 3N H SZCA & X .

The digital certificate issued by SZCA complies with X.509 V3 standard, and the DN's format

complies with X.500 standard. The naming rules for DN are defined by SZCA.

3.1.5 ZFREIME—M Uniqueness of Names

£ SZCA BRI, ANFRT P HEAS 0 AR 4 A REAH R, A 2002 E— ). B[
—i] )7, SZCA AI LI ME— ) EAREN 2O A R L HKIEH . ik HiE T AT
FAAEARR A PRI, PR SE RSB OL MM, 5 A S an B Rl (5 B 3 LA B0 -

Subject DN of certificate must be unique for different subscribers in SZCA trust domain, and
the same DNs cannot be allowed as subscriber’s subject name. SZCA can issue more than one
certificate using the unique DN for one subscriber. When DN is not unique to different subscribers,
the first applicant has the priority to use the DN, and the latter could add more additional information

to distinguish from others.

3.1.6 BEtRRIIRT. ERF04 8 Recognition, Authentication,

and Role of Trademarks

SZCA 2R AR5 1) AR EL A 44 P ANE S AR 4 o

Subject DN of certificate issued by SZCA does not contain any trademarks.
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3.2 ¥IEGE 4%\ Initial Identity Validation

3.2.1 IEBAHAFHKI T E Method to Prove Possession of
Private Key

RS B A AR WA 5 BT A ARG L AL B, 30E B B0 D7 2 B AR AE IR R R T
B EHrras (PKCS#10). B SIS PIbR IR 7%, B SZCA ER I EIE
175 2

The certificate applicant shall prove the possession of the private key that corresponds to the

registered public key. The proving methods include: digital signature (PKCS#10), other equivalent

key identification methods, or other proving methods required by SZCA.

3.2.2 HANH FHHILT Authentication of Organization
Identity

FEATHLNFI HE SSL iEFS . ARSREA UL BEHABH USRS, SR AZHIA AT 2K
UEFAERL, BFREAR T B ENEICIE D dh A EICIE . RAMIEREE
UEF L ARE XD b H FEARE N B ACUE . BURESCE AR BT E 5 (XD BURF
WUR B T3 AR UE A S A

CA NIBEAT ™% ¥ B 3 45 Qe B iy v 35 Kol 128 96 0 JH B0 Sk DA R oAt w] RASRAS H
HE WK S E BTG SZCA HXWiE)E, MRS HEMEL, HHZIT T S
FSEE,  ARENEF RIS R RS AR S UAEAHSCHAT P AR 5 R

When any organization applies for a SSL certificate, code signing certificate or other
organization type certificate, the organizations shall submit the valid identity documents ,including
but not limited to:legal person code certificate,legal person registration certificate, private non-
enterprise  registration certificate , registration certificate of foreign(regional)enterprise ,

government approval and other registration certificate issued by the government where the
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organization has resided.The CA shall carry out strict authentication, such as verifying its

authenticity by querying a reliable database and other means of obtaining identity information of

the applicant.

3.2.2.1 YL B4 % 5] Authentication of Organization Identity

HLNHIFE LA G AL 44 SRS & AR S RUIE 5T, HERIREAT 4% 1) B 03 4], i 2
AT AR R S8R L B S L S0 S O ARt LR HLA T DASRAS H R A W ) B (5 R 5
S HURAT P BOAIE S HR IR R AT HR R 8 A B LA e B RR R 28 7 RS 32 IR HRR A 5%

+
%

F AR 5T

HUREFS B 335 AR UAL) B 473 4531

1.

FRABUR B SCAAE R BRI SER e BN 0 S AURE =5 A e XL
A RS e BSOS BT, BRSNS B S S R — 2.

SZCA 3 AIE 55 = J7 Bl sAS B R G5 A% . BT IR AFAE 7 30 FE LR REAT I
2%, DARRIABR IG5 R LS, dnge e ACHE AR BRAL SEGIE FHE 2 BN A
TR HIEN.

K BB IR EE 2270 N HE 70 BB B SRBOC T R Ip NAT R e, R
LI NAF R BB B AL

SZCA &8I A H e T BB AR5 2SI O A SIS R A, #A AR
R

I SZCA Tork M =I5 BT R 1015 B, AT ZR4E 5 = AT IR, Bk
AN 15 RV TR

BEAh, ER, SZCA BRI LARE H e M R 7 SR BURL . B & A7 LS5 RIE B S A1k
MRS R, HKIES A SRR DU E

X+ DV SSLE+S, SZCA R IGAEM Sk 42 BTG ALl = HiI AL, ASX HiE AL B 1 131756
WE. SZCA ES7 4y m XNKAEP g & 5%, ERZIEBHIER, 2% XEAEH g A

26



-~
+Mm
- SZCA &HE(EIAZ CPS V2.0

SZCA Global-Trust System CPS V2.0

PIFATEM, WHRBIA “FRE” WHEEE R B EE, SZCA HHingILhig.
EV IEFT PR 2 PR 454
1) &I IE BN S EVRE IR AL, BRABUF R E VAT #Esor
2) BRUATTN. LTI 5 ST I
3) REEICHUFEUR B B FIENLOCEE BN IS, TR, < 174 5
4) AEEMEEHFMEENS, HEEIATRAE CRikZEAD;
5)  ARBEBINGE OB AT B8 4% 5 Bl A% 1) 44 s
6) LB, JEMH SRV SZCA IET.

When applying for various types of certificates in the name of the organization, the
organization shall be subject to strict authentication, such as verifying its authenticity by querying
a reliable database, identifying the identity materials and other means of obtaining identity
information of the applicant. And once the organization subscriber or the authorized representative
of the organization signs on the certificate application form, it means they are willing to accept the

relevant provisions of the certificate application and assume corresponding responsibilities.
Organization authentication for organization certificate application is as below:

1. Confirm the actual existence and legality of the organization. The confirmation method
is: Check the valid organization identity document through an authoritative third-party database to

ensure that the organization information is consistent with the verification results.

2. SZCA contacts the applicant organization through telephone, email and other ways
obtained from trusted third-party data sources to confirm the authenticity of the applicant
information, such as verifying the agent's position or verifying whether someone in the application

form is the applicant itself.

3. The authorization documents issued by the organization to the agent for certificate

application and the valid identity documents of the agent shall be checked to ensure that the agent
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is authorized by the applicant organization.

4. SZCA verifies the certificate request information with the certificate applicant through

telephone or email, and confirms the intention of the applicant.

5. If SZCA is unable to obtain all the required information from a third party, it may entrust
a third party to conduct an investigation or request the applicant to provide additional information

and supporting materials.

In addition, SZCA may choose other authentication methods and materials when necessary.
The applicant is obliged to ensure the authenticity and validity of the application materials and

assume any relevant legal responsibilities.

For DV SSL certificates, SZCA only verifies the ownership or control of the website domain
name and does not verify the identity of the applicant organization. SZCA establishes and maintains
a high risk certificate applicant list and will check the list when accepting certificate applications.
If the applicant is identified as a "high-risk" certificate applicant, SZCA will directly reject the

application.
The EV certificate subscribers shall meet the following conditions:

1) Legally recognized or registered with the Incorporating or Registration Agency, or approved
to be in existence and validly formed (e.g., incorporated) by the government or the superior

institution in the Applicant’s Jurisdiction of Incorporation or Registration;

2) Authorizing reprensentative or agent to apply certificate;

3)Not designated on the records of the Incorporating or Registration Agency by labels such as

LRI

“inactive”, “invalid”, “not current”, or the equivalent;

4) With a fixed place of business and operational business activity to be verified (only for

business entity);

5) Not on any denial list or prohibited list by the governent, such as embargo;

6) The country where the applicant reside allows the CA to issue a certificate.
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3.2.2.2 SR ZFREUE Authentication of Tradename

FAIEF a5 DBA B AR, SZCA it LR 77 0 1 28 2 —Fh DARR A B i 2
HRAE % DBA 8R4 Fx:

1. BUMFAURI SR AL A AT E B B i A O FEAE B AT 1 SOy, 8% 5 % U AL V38
2. AIEERBUE SRR
3. HAth SZCA I NI HEEGIE T 2o

If the certificate subject contains a DBA or tradename, SZCA shall verify that the applicants

have right to use the DBA/tradename using at least one of the following ways:

1. Valid documents provided by a government agency in the jurisdiction of the applicant’s

legal creation, existence, or recognition, or communication with the government agency;
2. Areliable data source;

3. Other DBA/Tradename's authentication methods that the CA determines to be reliable.

3.2.2.3 EIXRKI%H] Verification of Country

AR RIS E I, SZCA i AT 77 2 (1 2 b — bk AT [E 5K 451«

1 I BUEES =07 B A A i s DNS G o ) 1P bk B #  1P bk ok
WHTFERE, B0~ FE AR 1P Mkt i 7 1 5 s\ SEBr T 72 B — 25

2. EIA CPS 5 3.2.2.1 W5 I RINLAE ST BT E E KA

3. HIEEAR ccTLD;

4. BAEMHUEIREERIE B .

If the certificate subject contains an option of country, SZCA shall verify the country using one

of the following ways:
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1. Confirm the host country by checking the IP address displayed by the DNS record of the
website or the IP address of the applicant through an authoritative third-party database,
and ensure that the country where the applicant's IP address is located is consistent with

the actual country where the applicant is located.

2. Confirm the country through the information provided by the applicant in Section 3.2.2.1

of this CPS;
3. The ccTLD of the requested domain name;

4. Information provided by the domain name registrar.

3.2.2.4 B RIHIAFLE] Verification and Authentication of Domain

Name

XA AT, BRIER) LG T LR B B AR T F B ENL, SZCA
FR A BA T 450 5 2 ) — o

1. JE R A K EBENLE R A “admin’, ‘administrator’, ‘ webmaster’ ,
‘hostmaster’” B{ ‘postmaster’ {ERHIZ, FIN_EFT5 @A A E 9 R ZE 1 1
K6, SRJEWCRIME FZBENE I BRA R, Bl S AR T A AL, %5 77 2

1/& Baseline Requirments v1.8.0 £ 3.2.2.4.4 71,

2. BT IIEE A E DNS CNAME. TXT 8¢ CAA ids & BAEELE BENUE, #hil
FRE A4 BT B B 455991 77 3B/ Baseline Requirments v1.8.0 5% 3.2.2.4.7 15,

3. JBEIAEIRUES A R ¢/ well-known/pki-validation” H 3¢ T X121 5€ HIE ST s,
NI NS BT AR 42577 3018 1E Baseline Requirments v1.8.0 25 3.2.2.4.18
o METTVEANE F T IE R AT I A I SRE

SZCA A HLL.onion N5 48 I8 425 & SSLAE TS .

WELS, SZCA W DLRBUCHE AL A o B it, DAIAIRAL AL, A RESR FiE

SEAUHNLRI BB, HEE A AR (T R 2
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For the verification of a domain name, the verified entity may be the applicant's parent
company, subsidiary company or affiliate, SZCA may adopt one of the following authentication

methods:

1. Confirm the ownership of the domain name by sending an email including a Random
Value to one or more addresses created by using 'admin’, 'administrator', 'webmaster’,
'hostmaster', or 'postmaster’ as the prefix, followed by the at-sign ("@"), followed by an
authorized domain name, and receiving a confirming response utilizing the Random Value.

This way of validation conforms to Section 3.2.2.4.4 of the Baseline Requirements v1.8.0.

2. Confirm the applicant's ownership of the domain name by conforming the presence of a
negotiated random value in a DNS CNAME, TXT or CAA record. This way of validation

conforms to Section 3.2.2.4.7 of the Baseline Requirements v1.8.0.

3. Confirm the applicant's ownership of the domain name by making changes to the agreed
information under the "/.well-known/pki-validation" directory. This way of validation
conforms to Section 3.2.2.4.18 of the Baseline Requirements v1.8.0.This method doesn’t

apply to the wildcard domain validation.
SZCA does not issue SSL certificates for domain names suffixed by .onion.

If necessary, SZCA may perform the independent investigation to confirm the ownership of
the domain name. The corresponding assistance is needed from Subscriber, the subscriber shall not

refuse it for any reason.

3.2.2.5 1P HIFIAF XL 5] Verification and Authentication of TP

SZCA K HICLF 77 0B\ S & i 8% 1% 1P Huhk:

(1) @ AERAF I 4 1/ well-known/pki-validation” H 5% N X 235 HfE ST 2ksh,
IWHIE NS A A B %577 JE1E Baseline Requirments v1.8.0 5 3.2.2.5.1 77,

SZCA A TANA FriFE R 1P Hihbsk N &8 1P HhEZS RUESS, AN IP HihkZ Rk EV
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SSL iFFi .

SZCA shall confirm the applicant's ownership of the domain name by making changes to the
agreed information under the "/.well-known/pki-validation" directory. This way of validation

conforms to Section 3.2.2.5.1 of the Baseline Requirements v1.8.0.

SZCA does not issue a certificate for a Reserved IP Address marked by IANA or non-routable

internal domain names, and does not issue EV SSL certificates for the IP address.

3.2.2.6 BECRFE L FIFIAFIESR] Verification and Authentication of

Wildcard Domain Names

XFTERCAHER AL, SZCA MRIEA CPS 5 3.2.2.4 5 g (Vs 44 B0 11E 75 20T S8 e 445
(kA4 HEAT BRI, BN R IR 8 T B BC AT A I AR 34 B P AL BB A A, PRI I8 BC A A (0 14
AR E TSR A SEBU G EN, IR IR .

SZCA TEAEIEALTT A (U (¥ A0 ELAR 2 TR AL « 3R B 3 42 A BT LA 21 14
AL WRETS B, BRAE A 2 RS IR W S s % A4 P A i 44 431

For wildcard domain name, SZCA shall confirm the applicant's ownership of or control over
the domain name to the right of the wildcard by using the validation methods in Section 3.2.2.4 of
this CPS, to ensure that the domain name is clearly assigned to a commercial entity, social

organization or governmental agency, and obtained through legal registration.

SZCA refuses the certificate application if the domain name to the right of the wildcard is
directly a top-level domain name, a public suffix, or the domain name is controlled by the domain
name registration management authority, unless the applicant can prove its rightful control of the

entire domain namespace.

3.2.2.7 R RIRFHEFATE Data Source Accuracy

SZCA ¥ EV EH s AL WA FH 1 B Y5 AE B 77 k- Chttps://www.szca.com) _E#EATiE
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P, HHAZREIED SN BRE G, KT

FEREAE AT R SR AE A AT R IR L 2 AT, SZCA XHZORIR I ] A L HERA 1
Lo s it i AT U BEAT VA, R RS LU R

1.

PR s B FERR s
ORI B R

BAe e, AR H I,
B 23 AR AT P K RT s ) 1 5
Dy o B AR PR A

X RERIT FEAS s 25 AN PPk D9l MR et SR SRAT (1 23 ST 1R ] A
FSIEB AT 398 K, U SZCA W fs F i 8 KoL A

SZCA discloses Authentication Data Source for EV Certificates on the official website

(https://www.szca.com), and makes timely disclosure after changing the certificate authentication

data source.

Prior to using any data source as a reliable data source, SZCA shall evaluate the source for its

reliability, accuracy, and resistance to alteration or falsification, and considers the following during

its evaluation:

1.

The age of the information provided,;

The frequency of updates to the information source;

The data provider and purpose of the data collection;

The public availability and accessibility of the data;

The difficulty in falsifying or altering the data.

For the issued subscriber certificate, the data and documents may be used by SZCA if the

time of obtaining data or documents from data source evaluated as reliable does not

33



-~
+Mm
- SZCA &HE(EIAZ CPS V2.0

SZCA Global-Trust System CPS V2.0

exceed 398 days before the issuance of the certificate.

3.2.2.8 INIENLAIZAL Certification Authority Authorization

KT SZCA MUK &2 CA/ W'%E#5183% EV Guidelines « Baseline Requirements 223K
MIAILAIMEAER SSL/TLS E4, SZCA XA KUEH 10 &4 e Wi (14— 1> dNSName
il CAA T , FEFEENRNER .

SZCA Y& RFC6844 (LHRE 5065 1B11) HIEALFE “ issue 7. “issuewild ”
& “iodef 7 HIJ@TERRZS, 25 issue 7. “issuewild " pZEHAALS “szca.com”, N SZCA
AR NHRER 3 & CAA TP HIL“ jodef ” b5, M| SZCA 5 HIiE #1438 5 k&
B NHMRIED .
SZCA LR %] CAA ek A RME DUAE N rT 28 KA T 261
1. 7EiE SZCA Wt A1) CAA C KM
2. ZEhZR —REH AR CAA iBF;

3. WA PTE X IATELETR ] ICNNA AR [X Y] DNSSEC 6 iF4% .

For the publicly trusted SSL/TLS certificates issued by SZCA in comfromity with the EV
Guidelines and Baseline Requirements of the CA/Browser Forum, SZCA shall check the CAA
records and follow the processing instructions found for each dANSName in the Subject Alternative

Name extension of the certificate to be issued.

"nong

SZCA shall process "issue", "issuewild", and “iodef” property tags according to RFC6844 as
amended by Errata 5065: SZCA will not issue corresponding certificates if the "issue", "issuewild"
property tags do not contain "szca.com". In case the property tag “iodef” is present in the CAA

records, SZCA will determine whether or not to issue certificates after communicating with the

applicant.

SZCA treats a record lookup failure as permission to issue certificates if:
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1. the failure is outside the SZCA's infrastructure;
2. the lookup has been retried at least once; and

3. the domain's zone does not have a DNSSEC validation chain to the ICANN root.

3.2.3 MPA B HI% T Authentication of Individual Identity

FEAIE A5 F A IR 006 200 A N FR T B UM B 28 A0 N BEAT S5 B 0 ) 365 1), e 25 g
R A e A S EL S TR T 56 ) B G At DA R EL A T BASRAS HH IR A WA ) B 1 S A
J7 G UL HR R AT H R AR B BRI S B B AR I 2 7 Ros A2 R Y
AR AN T
SZCA A N B35 & B UL 0 N S 03 IR S SEAEAN AT R, BRI SiAE T -
1 G HIEEED - MRBUFIRIATUL I AR B SHAE R S (s IR
e, L FEEIFsR SRR, SZCA K ZIE B U A A
BRI RRE, B, SZCA W] LIS & KA R ik B SO IR BUBR SR = 5 $dfe
PEAT BTN RS E S0y, T Dod i Sl . A, sy 200 Bl A 4R
BERE S AT R SRR, B ERPTIR BLAUE B SR EE R 2
2. BEIEFERIIASNE. SZCA B HiE. MFETT, 5HIEEZIHEER,
3. HHHEE SO EHEER, fFEMZHIRESAAE, DUHRIEANZ TR T 1%L
(A= AR B R R A S N e - € SN . 1 NG S s 8
4. WERLFCHANHE, TREFENELDLEP NS HIEN .

SZCA FENLIFYEY = RRHIE TS B E FIER, FEHSAETS B AT, 200 e ARHIE TS B A
FIRHEATA W, W R BETTE R G #, SZCA HEIEA L HIE.

When applying for a certificate, the individual applicant or the authorized agent of the
organization must be subject to strict authentication, such as verifying its authenticity by querying
a reliable database, face-to-face identifying the identity materials, and other means of obtaining
identity information of the applicant. And once the subscriber or the authorized representative of
the subscriber signs on the certificate application form, it means he is willing to accept the relevant
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provisions of the certificate application and assume corresponding responsibilities.

SZCA will confirm the authenticity and validity of the identity of individual applicant or

authorized agent of organization, and the specific authentication procedure is as follows:

1.

Obtaining at least one valid government-issued photo identity document i (e.g. resident
ID card, passport, military ID or other equivalent certificates). SZCA shall inspect whether
the ID document has any indication of alteration or falsification. If necessary, SZCA may
check the identity of the applicant through an authoritative third-party database issuing
such valid identity document, or confirm the information provided by the applicant
through voice call, video, photography, etc. to ensure that the provided information is
consistent with the verification results.

Checking the authenticity of certificate request. SZCA checks the certificate request with
the applicant through telephone, email, etc.

When the application information contains organizational information, it is necessary to
confirm whether the organization exists and whether the applicant is a member of the
organization. For example, by requesting to submit certificate of employment, inquiring
third-party database, and sending confirmation email.

If another person is entrusted for application, the letter of authorization and the identity

certificate of the agent shall be checked.

SZCA establishes and maintains high risk certificate applicants list and will check the list when

accepting certificate applications. If the applicant is identified as a "high-risk" certificate applicant,

SZCA will directly reject the application.

324 % FE W IE W T P /8 B Non-Verified Subscriber

Information

WPHHEE, K4 SZCA BAFAE NIEF .

The information not verified by SZCA shall not be included in the certificate.
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3.2.5 IBUHIA Validation of Authority

A NSEN UL I8 T BB = NP HAE I — R RLE IS, SZCAMEBAHIIET 5%
WU I 75 B o AL AR AN B AN B A, BB AR ) 5 0y BORVAIIRAGIERT,  JF A
R R AE R B E T U AT SEHN, LR IRBUT NI & . SZCAH
BGEE 3 = J7 BT A ABER ARG B, TR R E R AN R R R A6 4540
HREIAE BAEWIAEE, B AE B E AR FFE T A B St AR B AR,
S FRTHIE S B R A

When a legal person or other organization applies for a type of certificate through an
authorized third party agent, SZCA and its authorized certificate certification authority also need
to review the identity and qualification of the authorized person, including its identity information
and authorization certificate, and have the right to check and confirm with the authorized person
through telephone, letter or other means to review the legality of the authorization. SZCA has the
right to confirm the information of the authorized person through a third party or other means, and
also has the right to require the authorized person to provide additional information supporting
materials such as the letter of authorization, to check the authenticity of the certificate application
of the applicant's representative including the authorization documents for the applicant's

representative, as well as the confirmation of the intention of certificate application.

3.2.6 HHEAEHEN Criteria for Interoperation

ANEH .

Not applicable.
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33 BAEHEXRKWHAIRE X H Identification and
Authentication for Rekey Requests

33 E M FEHEFHAAIEE XA Identification and

Authentication for Routine Rekey

X OEHE BN K ER R E, 1T AU RS O JFE B R 2 A5 R, wiT o
Tl R A TEE, X HE RS EE T LR JUAN T I

1o RS LA JEHIE S A7 AE I B NI 25 s

2. HEIES BT P A X BE 244 AT SR IE

3. BT JRENME BT S 0 .

B ST 2 A S P S N i 1) SO R T, DRI, AT R R R
Rl 5 ZBURf DN ASE P S B s (0 SO B ot e i, i IE ik, SZCA FAK

HoTE.

ues
m

For a general rekey request, the subscriber must submit sufficient information to identify the
original certificate, such as the subscriber's DN, and certificate serial number. The identification of

the application is based on the following aspects:
1. The original certificate exists, and it was issued by the CA;

2. Verifying the signature of the application with the subscriber's public key on the original

certificate;
3. Identity authentication based on the original registration information.

Rekey can cause files or data encrypted using the original key to be unable to be decrypted.
The subscriber must confirm that the encrypted file or data using the original key has been decrypted

before applying for the rekey, and SZCA will not be liable for the losses caused thereby.
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332 PHEEEHEHFHNBIRE X 5 Identification and

Authentication for Rekey After Revocation

RS 7 B S R 5 B SR AR 4 3T 7 FRERIIE S » BIIE P e e 91 0 b iR S

W IE A CPS 3.2 Ab¥,

The rekey after the certificate is revoked is equivalent to the subscriber reapplying for the
certificate. The identification and authentication of the rekey after revocation are the same as in CPS

3.2.

34 FTHBEBXRXREMBIEE X 5 Identification and

Authentication for Revocation Requests

XFFAT AR SR H AE P R, BRI S SRR Fr 42 IR A CPS 3.2 kit

BT CPS4.9.1.1 Prid B 75 ZHAH T 7 UIEAS N, SZCA it A CPS BEATHUHIE S,
RGBT AUEAT 5 o

If the subscriber and its agent request for revocation of the certificate, the identification and
authentication procedures for the revocation request are the same as in CPS 3.2.

When the subscriber certificate is to be revoked due to the reasons described in CPS 4.9.1.1,

SZCA shall revoke the certificate according to this CPS without authentication.
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4. EPEMmEBRBRIEEK Certificate Life-

cycle Operational Requirements

4.1 IEF HF Certificate Application

41.1 F B H #&E 244 Who Can Submit a Certificate
Application

UE TS FE SEAR AL RS AR B M7 vk NS B AN (B E LS. Sl phr, H
AR R B S

The certificate application entities include individuals and organizations with independent
legal personality (including Government Entity, Business Entity, Private Organization, People's

Organizations, etc.).

412 T M & B 5 3 /£ Enrollment Process and

Responsibilities

P I N JE 28 E BB IR AR HE, JFRAC B AE B R . A BRSO SC B IE
WIREL, SZCA BHEMHU SZ BAE HE, KHE CPS By ke, X B NBEAT S %
|, BAREREBIUET . & HFNRZHHIEREEAL, SZCA AHRMHTEANL, M

Syl

FIEE S =07 Ab RS Hoph s B AE B, FFHE ANBAIA o UEFS B BURLISR AR 1% 2075 45
SEINGUIET S S ER EY s SN ik AL SR N B R EPNIAE CE

WP RZ S TR A P I CNA CPS T RILE AR G DA S 55, FFRRi IR )
SZCA ELHGEMHURIRBEE S #EMh . SEBERIFTEREL, JFRCA 588 CPS 3.2 FAILE 1 45
Tike. EBERSE, WA TAERYIETS X N AR 224

40



S
+Mm
- SZCA &HE(EIAZ CPS V2.0

SZCA Global-Trust System CPS V2.0

SZCA BHTEM B IR T P S AIE P HE (5 25 SO SRk — S & T
B, RN ACHH A B o A% ST

The applicant shall submit the certificate application online or onsite, with the materials of the
application form, user agreement and relevant identity documents. SZCA or its RA accepts the
certificate application, identifies the identity of the certificate applicant according to the
authentication procedure, and finally decides whether to issue the certificate. If the application
information submitted by the applicant is insufficient, SZCA has the right to obtain other necessary
information from the applicant or from any reliable third party after being confirmed by the
applicant. The entry and review of certificate application materials are completed by the information
entry clerk and the reviewer respectively, and the two positions are held by different trusted

personnel.

The subscriber shall know in advance and accept the responsibilities and obligations stipulated
in the user agreement and this CPS, guarantee that the application materials provided to SZCA or
its RA are true, accurate and complete, and cooperate with the completion of the authentication
procedure specified in CPS 3.2. After issuance of the certificate, the subscriber is responsible for

protecting the security of the private key corresponding to the certificate.

SZCA or its RA shall ensure the consistency between certificate application information and

identification which subscribers provided and bear corresponding responsibilities of review.

4.2 {EFHIELE Certificate Application Processing

4.2.1 PATRA E L7 IEE Performing Identification and

Authentication Functions

2 SZCA VEMHUEETT P FRES HE 5, k4l CPS 3.2 RIRLERT 1 #E4T B iR

W5 %5 . 7E SSLE 2K AT, SZCA X 3= @) 4 )4 — 4~ dNSName K8 CPS 3.2.2.8 #
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17 CAA K, Hih SZCA J& 75 " %I A4 WURAE T o

#7 SZCA HR4 CPS 3.2 5 & KIFIRAF 1 E 48 8RB SCHFAS R 398 K Hazds Bk K A4
1k, W SZCA R A FZ 0 5 B SO T S A 3 AT IR A 5

After receiving the certificate application of the subscriber, SZCA or the RA identifies and
authenticates the identity of the subscriber according to CPS 3.2. SZCA shall check the CAA
record on each dNSName in the Subject Alternative Name according to CPS 3.2.2.8 before issuing

the SSL certificate , and confirms whether to issue a certificate for the domain name.

SZCA may use the documents and data obtained from a source specified under CPS 3.2 to
identify and authenticate the subscriber's identity, provided that it obtained such data or document
within no more than 398 days, and provided that no changes occurred to the documents and data

within such time period.

422 IEPHIFRLAEMIE 4 Approval and Rejection of
Certificate Applications

SZCA SHIEMHUR AT CPS 3.2 v (¥R 1 6 AU X I R 5 AHEAT B A3 1000
BG, ANER RS B S, B AR, ORIER RS AR R UES.

WA T INETE, ML (RAD FEAESS HI1H:

L ZHIEARFEA CPS 3.2 KT 7 B KPR IR AN R E ;

2. HHEE ARG R I S GUE R AR

3. R RONEE A BRI P UM SR A FIELR

4. FRTEHEBE B AN B H RO E SCATAR LR 2

5. HUEMIE B EH ICANN %1 13 TR 4 5

6. SZCA BILEMNVCARLHEZ FFE R 2% SZCA i kg il EHRMULEEHL.
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WRFEER AR L HiE N, B SZCA A Z Wil BT = MR, SZCA Wl 4E
Y AR H .

SZCA MRAE S P IR . MR RE) T BUR SRR L . 7 DT P48 22 S S5 M BURF LA 4558 =
JTRATKI AL, B SRR AT RGE h 45 R 115 B, B SZCA 2 iy i T+ PRE 0 2% L A
VEDhi FH i BRUBRE T 95 26 AOE F il SR 8l i 4 ATE S, SO ANZE e 5w UK FHE AN B1%, R
SAEF IR 2 B IZSREE . M TARB I HRIEAN, SZCA R HZEHLH HIT,

X AR RIESS I, SZCA KN HE HE+S H s RIS 45 R AR A .

After SZCA or its RA identifies and authenticates the identity of the certificate applicant
according to the authentication procedure stipulated in CPS 3.2, if the certificate applicant passes
the authentication, SZCA or its RA will approve the certificate application and issue a certificate for

the certificate applicant.

The RA has the right to reject the certificate application if:

1.  The application does not comply with the provisions of CPS 3.2 on the identification and

authentication of subscribers;

2. The applicant cannot provide the required identity documents;

3. The applicant objects or cannot accept the relevant content and requirements of the user

agreement;

4. The applicant fails to or cannot pay corresponding fees as required;

5. The certificate applied for contains a new top-level domain name under consideration by

ICANN;

6. SZCA or its RA believes that the approval of the application will bring disputes, legal

disputes or losses to SZCA.

If the applicant is prohibited clearly by laws and regulations, or SZCA considers that there is a
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high risk to approve the application, SZCA may reject the certificate application.

SZCA establishes and maintains a list of high risk certificate applicants according to the list
provided by anti-phishing alliance, antivirus vendor or related alliance, government agencies that
are responsible for network security affairs and other third parties, or the disclosure of information
through public media reports, or previously rejected certificate requests or revoked certificates by
SZCA due to suspected phishing or other fraudulent usage or concerns. SZCA will query
information from the list during accepting certificate application. If the applicants appear in this list,

SZCA will reject their application directly.

For the rejected certificate applications, SZCA will inform the applicant of the failure of the

certificate application and reasons.

423 MHEUE B HFE R B A Time to Process Certificate
Applications

FEHIEF FTHe 52 EF FIE M BT 2 58 B IR G ZOR MG OL T, SZCA BB HIVE ML
FPREAE 3 A TTAF H AL BRIEF 3, A RPIRTE O, WIS I KAE AL B 8], HRK AT
7 A TAEH . EV IEAS R g A B (8] K AT 15 H.

If certificate application materials submitted by the applicant are complete and meet with the
requirements, SZCA or its authorized RA will process the application within 3 working days. In
case of special circumstances, the processing period of the certificate may be appropriately extended,
but not more than 7 working days. The processing period for EV certificate application shall not

exceed 15 days.
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4.3 IEFHZ KR Certificate Issuance

4.3.1 IEBRRFEMY A EFIERFHERIITHAN RA

and CA Actions During Certificate Issuance

R CA FIIEFHZEA B SZCA FRUN A5 N S IR AR AT %R 2, MR CA PUTIEHZE
AR

EMF T2 TR T RA BIM5 BN B NIET B8 B, 187 4% S B 15 i A
fit, FHmEE RA RV KIEBRNER K CA WIEBZE K R4t RA K CA WIET
ZERAGRAG EAA RA G050 515 SRS E, FEMRIERKBIEFK CAIETHER R
i

CA HIEPE R RFAEAT RA FIUEFRE K K IG, Aok B RA B15 REAT A Rk R,
XA BHRERR R ER, IEREK R KITHET.

SZCA TEHAEIE B S 2 5, W2 RIET . UEF RIS R WA BT E RS AU B2 58
AR E T IEF .

Certificate issuance by the Root CA Certificate shall require a trusted person authorized by
SZCA to deliberately issue a direct command in order for the Root CA Certificate to perform a

certificate signing operation.

During the issuance process of the certificate, the information entry clerk of the RA is
responsible for entering the certificate application information, and the reviewer is responsible for
the approval of the certificate application, and transmission the request for certificate to the CA
certificate issuance system by operating the RA system. The certificate issuance request issued by
the RA to the CA requires the identity authentication and information security measures of the RA,

and the request must be sent to the right CA certificate issuance system.

After obtaining the certificate issuance request from the RA, the CA certificate issuance system

shall determine the validity of information from the RA, and issue the subscriber certificate for valid
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certificate issuance request.

SZCA shall issue the certificate after approving the application. The issuance of the certificate

means that the CA has approved the certificate application completely and formally.

4.3.2 BT A UE AR 55 PR A O LA R AT P R E
Notifications to the Subscriber by the CA and RA

SZCA HREVEMHUAL 5 FITT 7 F S A AL B SROAIE 5 R 805 30, Al I B a5t o] 4.
HLFHREE . W2 T #EH Al SZCA N2 A m AT 17 s

SZCA shall inform the subscriber of the application processing results and certificate download
methods through the RA , which includes electronic or paper receipt, email, downloading through

network or other means that SZCA considers safe and feasible.

4.4 iFF5¥% Certificate Acceptance

4.4.1 HEEZIUEFHRIFT A Conduct Constituting Certificate
Acceptance

WEBERIE, 1@ CA HUBH A ML B & 1) 77 JGRBUIET, 78R RSO T,
CA WUV T 45232 1 ik

IR AP RS T L F

2. SZCATEIT P HIRVE R, BT FEGES, e 5507 OB A 1T 7

3. SZCA RKUEBIRAG I ARIELEAT PG, FEL1E R RN AT PR F R B 48 BdR 1 SHIE
PEE T AR .

After the certificate is issued, the subscriber obtains the certificate through the method

announced by the CA or its RA. In any of the following circumstances, the CA considers that the
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subscriber has accepted the certificate:
1.  The subscriber has downloaded or installed the certificate;

2. SZCA, with the permission of the subscriber, downloads the certificate for the subscriber

and sends the certificate to the subscriber by email;

3. After SZCA sends the certificate acquisition methods to the subscriber, the subscriber

does not refuse or object to the certificate or its content within the agreed time.

442 BT NERESVAITIEFT K KA Publication of the
Certificate by the CA

SZCA H#E Google '] CT #EMg C(https:/github.com/chromium/ct-policy), ¥ SSL iE+i &
M FN 2D =A CT oS5t

SZCA submits the SSL certificate to no less than three CT servers based on Google's CT policy

(https://github.com/chromium/ct-policy).

4.4.3 B TIAEMRF VAN FARSLARIIE S Notification of
Certificate Issuance By the CA to Other Entities

SZCA AR HABSARBEATIE T o FoAl SEARTT LOE I W AE B E B AT E#

SZCA does not notify other entities, and other entities can make their own queries on the

repository.
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4.5 FEXTFIEF )1 A Key Pair and Certificate Usage

4.51 ITPRAHEREFE K ER Subscriber Private Key and
Certificate Usage

WPHESRAS TUEB BB I3 T SZCA I A HIEP e, AN 4 R ~F 5 SZCA.
A5 R AR LS5 (R 26 Ko

WP R BEAEE IR AR CPS RAR P B BOM € 1) v B Y A P AA B AMIE 5 1T 4%
SERIEAS, R A B A I 22 5 DR A7 HCAIE 5 06T L PR AL B 3 G AR 2 ALK P o AE 15 2391 g
R, T A IR PR B AL .

XFF SSL RS, 1T VA TTARAN S5 ORAE R AEE 5 Hh 41 H A 3 8] 42 0] 2 R 55 2 v 38
FiEF
The actions of submitting a certificate application and accepting the certificate issued by SZCA

shall be deemed that the subscriber has agreed to abide by the terms of the rights and obligations

related to SZCA and relying parties.

The subscriber shall only use the private key and certificate within the scope specified by
applicable law, this CPS, and user agreement. The subscriber who receives the certificate shall
properly take appropriate measures to keep the corresponding certificate private key from
unauthorized use. The subscriber shall stop using the private key corresponding to the certificate

after the certificate expires or is revoked.

For SSL certificates, the subscriber has the responsibility and obligation to ensure that the
certificate is only deployed on the server corresponding to the Subject Alternative Name listed in

the certificate.
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452 BT AHAMIEFRFIMEH Relying Party Public Key

and Certificate

AT BB AR T 4 015 R AT S5 AT A A AR A
1. SRAFHCFB LX) CA HURET RIS AT

2. #ifj CRL 2{ OCSP, iiNEr 24 xS B HE A 2 RS IER
3. BRGNS N IR S A2 MM T (5 AT BRAIE 15

4. UEFHIHEE T RIS 4

5. fERER BRI AHBAERA .

PAEAE— 26 A AN R BOD BRERAE R, KA NAZAE AR B E R .

When the relying party has received the message with digital signature, the party has the

obligation to carry out the following operations to confirm:

1. Obtaining digital signature’s corresponding CA certificate and trust chain;

2. Confirm whether the signature's corresponding certificate is valid and in normal status by

querying the CRL or OCSP;
3. Confirm that the signature's corresponding certificate is the one trusted by the relying party;
4. Certificate usage is suitable for the corresponding signature;
5. Use certificate’s public key to verify the signature;

If any of the above conditions are not met or the step operation fails, relying party shall refuse

to accept the signature information.
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4.6 IEFHEH Certificate Renewal

461 IE P EH K E B Circumstances for Certificate

Renewal

AT R R R, B et O P A ARORIE .
When the certificate of the subscribers will expire and the keys of the certificate is secure , a

new certificate will be issued.

4.6.2 5 RIEPHHEFHHISZ/E Who May Request Renewal

T SRAEFS BB A SEAR O IEFT 7

Certificate subscribers may request renewal.

4.6.3 iEHEHIE KK Processing Certificate Renewal

Requests

R EH, OB A IR S BRI, X i A A
T LA 1

L AT PB4 L SZCA TR

2. SR S R R A TSR

3. BT RIEAME R 550,

% SZCA HRAEA CPS 51 3.2 WA I BURSIEN SCPF IR IR 308 ¢ FLiZEf Bk
RAAEN, ) SZCA 715 I O S S0P 3T 7 S R R 3.

L R TERIS MR SZCA A THEHE S RS o ETETEHIT, 1T 7 AP AL
YIRS R ER AT 4, SZOA F2XH P 048 4R S, SERTVR Y6 A P BT
TR 2 RO — P 30 U .

VT P AT LU B — VIR UE 35 BT VE BB T, A CPS 5 3.2 TIWEER
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& SCHH L HRJAIE 45 R I A B 0 GE I BTk SZCA FEATATIE HL N AT SR 4R I H i 1) 2559 77 X
VEONAE TS BE RTINS 0 56 0] A0 BT B

The processing of certificate renewal includes application verification, authentication, and
certificate issuance. The verification and authentication of the application must be based on the
following aspects:

1. The original certificate of the subscriber exists, and it was issued by SZCA;
2. The certificate renewal request is within the permitted period;
3. Identity authentication based on the original registration information.

SZCA may reuse the documents and data obtained under Section 3.2 of this CPS to identify
and authenticate the subscriber's identity, provided that it obtained such data or document within no
more than 398 days, and provided that no changes occurred to the documents and data within such
time period.

After going through the above verification and authentication, SZCA can approve the issuance
of the certificate. When the certificate is renewed, the subscriber can sign the renewal request with
the original private key, and SZCA will verify and authenticate the correctness, legality and
uniqueness of the user's signature , the public key and the user information contained in the renewal
request.

The subscriber may also choose to perform the certificate renewal according to the general
initial certificate application procedure, and he submits corresponding certificate applications with
identity documents in accordance with the requirements of Section 3.2 of this CPS. SZCA may, in
any case, adopt the authentication method of the initial certificate application when dealing with the

certificate renew application.

4.6.4 R FE T XFIT P FIiE % Notification of New

Certificate Issuance to Subscriber

A4 CPS 4.3.2.

Same as this CPS 4.3.2.
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4.6.5 M B E HIEH BF 1A Conduct Constituting

Acceptance of A Renewal Certificate

[f] 4 CPS 4.4.1,

Same as this CPS 4.4.1.

4.6.6 LT IAEMRFSHLAX EFUEF B KR Publication of
the Renewal Certificate by the CA

[E4< CPS 4.4.2.

Same as this CPS 4.4.2.

4.6.7 T INERS AT HAh LA KB % Notification of

Certificate Issuance By the CA to Other Entities

[F 4~ CPS 4.4.3,

Same as this CPS 4.4.3.

4.7 IEFHEHAFEH Certificate Rekey

471 IE B ZFEHAFH KB Circumstances for Certificate
Rekey

RSB YIS HHRIT ) AL X Hr B R O AR K —NBNIE TS, SZCA #EATIETS
SR, IR SR

UEF A BTN TO R B AR SCUERENHME B, 1T RS R RN EE R B R 885 5, WniT
FUE G UEBFR IS JFE X S AR BIIE 3 P R R %4 48, IR AP
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TRERBES .
IEBHEPEH AR EART LI EE:

1.
2.
3.
4,
5.

TEFS A BH i 5 110 113 B IE

UEFS 23

VTP UE SEEPRBEE 52 P AN 22 42

FTHR, BURZARE, SZCA ZRIUEF %I
FoAt v RE- S BUE P EH I .

The certificate rekey means that the subscriber generates a new key pair and requests to issue

a new new public key certificate. When SZCA renews the certificate, the key shall be renewed at

the same time.

The subscriber does not need to submit the information for certificate application again when

applying for the certificate rekey. The subscriber shall only submit the sufficient information for

identifying the original certificate, such as the subscriber's DN, the certificate serial number,

signature of certificate rekey request using the private key corresponding to the original certificate,

etc., and provide new public key for issuing a new certificate.

Certificate rekeys include, but are not limited to, the following circumstances:

1.

2.

When the certificate private key is compromised and the certificate is revoked;

When the certificate expires;

When the subscriber confirms or suspects that its certificate key is unsafe;

SZCA requires certificate rekey based on the reasons of technology and policy security;

Other circumstances that may result in a rekey.

472 WERIEH A HEF K EL/AL Who May Request
Certification of a New Public Key

7 SR 5 A0 7 92 P E 134T P

Certificate subscriber may request certificate rekey.
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4.7.3 IEHH L FEHE KA F Processing Certificate Rekeying

Requests

[A] 4% CPS3.3.

Same as this CPS 3.3.

4.7.4 R FAEF B T P K18 % Notification of New

Certificate Issuance to Subscriber

[d 4% CPS4.3.2,

Same as this CPS 4.3.2.
475 MR EXZFEHEHF KIITA Conduct Constituting
Acceptance of A Rekeyed Certificate

[Fl A< CPS4.4.1

Same as this CPS 4.4.1.

4.7.6 BFINERFSVAXT BFHEFUETRI KA Publication
of the Rekeyed Certificate by the CA

[d] A CPS4.4.2.

Same as this CPS 4.4.2.
4.7.7 BT IAER S AL X HALSEA KB S Notification of
Certificate Issuance by the CA to Other Entities

[F] 4~ CPS4.4.3.,
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Same as this CPS 4.4.3.

4.8 UIE AR Certificate Modification

481 iF H Z FE B 1 & Circumstances for Certificate

Modification

WRAT P MG BR AR, 2AZ0R] SZCA $EHIE TR Hi i o (IE 548 5 (1 B i AR
FHEI . K5

If the registration information of the subscriber changes, a certificate modification application
must be submitted to SZCA. The procedures and conditions required for the certificate modification

application are the same as the certificate application.

4.8.2 BERIEHZFE FSZ/E Who May Request Certificate
Modification

R E (SRR

Certificate subscriber may request certificate modification.

483 ik 5 & ¥ iF KR 1 &b B Processing Certificate

Modification Requests

R A2 S B A K H S UE P R R AT b 2R

The certificate modification is processed according to the procedures of the initial certificate

application.
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4.8.4 MR FUEF R XN F BB Notification of New

Certificate Issuance to Subscriber

[A 4 CPS 4.3.2,

Same as this CPS 4.3.2.

485 MW EZZEIEFH RN Conduct Constituting
Acceptance of A Modified Certificate

[6] 4~ CPS 4.4.1,
Same as this CPS 4.4.1.

4.8.6 BT IANEMRSFSHLAXTZREUEFHK KA Publication of
the Modified Certificate by the CA

[F 4~ CPS 4.4.2,
Same as this CPS 4.4.2.

4.8.7 BT INERF PN HA LA RIE S Notification of
Certificate Issuance by the CA to Other Entities

[6 4~ CPS 4.4.3,
Same as this CPS 4.4.3.
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4.9 {EFHE4Y Certificate Revocation

4.9.1 EPFHEEKITEE Circumstances for Revocation

4.9.1.1 T PiERE#HE KR KA Reasons for Revoking a Subscriber

Certificate

HHBLLUME 0L, SZCA WZRTE 24 /NI 2 PR IES :

VP AT T 20 R IE 13

VT E SN SZCA FAT UEHEUE W 5] HROHIE F5 175 SRARAT ZIHRAL

SZCA AT T Y, UL SIEF AP AT P AV 2] 1 it

SZCA K3 T EHE, UEWIGHIETi-H FQDN B IP ik 1138 44 $52 ALsd il AL 46 F EU AN F
A

7l

AL RO ) — R E B, SZCA NAE 24 /N Z ARIAIE S, HAHE 5 RZ

PR IE S -

iF A4 Baseline Requirements 5 6.1.5 37 556 6.1.6 7 HRISSELR;

SZCA FR1F 1 UE-F538 303k H R e

SZCA KR P 7 P il CPS FR it — Bk 2 15 =k S 45 R 54T s

SZCA FREHE NA BV TIES ) FQDN G IP Ml (fldn, vEkio&
SR T A G A AT, 3804 1 N5 R A AR DRV R B R85 P A 2 1
B A4 N AR BT 34D

SZCA R FLIBECFFUE B A T4 0 G 0 12 S ) 48042

SZCA IRBAEF b T 5 B H L E KA

SZCA FRBIUEH A% K A BERT & Baseline Requirements. EV Guideline 5, 4% CPS fJ#H%
TR

SZCA T BRI P AL & T A s R 1S B

SZCA {4} Baseline Requirements % K UE T IIAL IR AL, BB sl 21k, BRIk H 4k
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10.

11.
12.

13.

“4EY CRL/OCSP 15 B

CPS HER ST EAT WAL IR B A AT HU A RS s EAR O THENLEOEE R e
B BB IR O s BURFAT s B e i AN A4l ) i DR ELH Al A A BB
TR

SZCA CA BTG LS55, T P TR B IR 2

SZCA W35 A0 BT ATAETT PR B8 A 26 B0IE (K 772, K7V TR E A A2 5 Hh it
BAGME (B0 Debian §9%4%7, W.: http:/wiki.debian.org/SSLkeys ), ERAEAE IR
R, EBA AR SCRABH IR T VR R

A ATEGEML. A CPS A HLE A E .

SZCA must revoke the certificate within 24 hours if any of the following occurs:

The subscriber requests in writing to revoke the certificate;

The subscriber notifies SZCA and has evidence that the original certificate request is not
authorized,;

SZCA obtains evidence that the subscriber’s private key corresponding to the public key in the
certificate suffered a key compromise;

SZCA obtains evidence that the validation of domain authorization or control for any FQDN

or IP address in the certificate is no longer reliable;

SZCA shall revoke the certificate within 24 hours if one or more of the following occurs, and

the certificate must be revoked within 5 days:

The certificate no longer complies with Sections 6.1.5 and 6.1.6 of the Baseline Requirements;
SZCA obtains evidence that the certificate was misused;

SZCA is made aware that the subscriber has violated one or more of its material obligations
and responsibilities under the user agreement or CPS;

SZCA is made aware of any circumstance indicating that use of a FQDN or IP address in the
certificate by the applicant is no longer legally permitted (e.g. a court has revoked a domain
name registrant’s right to use the domain name, a relevant licensing or services agreement
between the domain name registrant and the applicant has terminated, or the domain name

registrant has failed to renew the domain name);
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10.

11.

12.

13.

SZCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate domain name;

SZCA is made aware of a material change in the information contained in the certificate;
SZCA is made aware that the certificate issuance does not comply with the Baseline
Requirements, EV Guideline or this CPS;

SZCA determines or is made aware that any of the information appearing in the subscriber's
certificate is inaccurate or wrong;

SZCA's right to issue certificates under Baseline Requirements expires or is revoked or
terminated, unless SZCA has made arrangements to continue maintaining the CRL/OCSP
Repository;

The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others;

Subscribers fail to pay the service fees after SZCA performed the obligations of notifying the
subscribers to pay;

SZCA is made aware of a demonstrated or proven method that exposes the subscriber's private
key to compromise and can easily calculate it based on the public key (such as a Debian weak
key, see http://wiki.debian.org/SSLkeys), or if there is clear evidence that the specific method
used to generate the private key was flawed.

Other circumstances as stipulated by laws, administrative regulations and this CPS.

4.9.1.2 FZ% CA IF P4 IR A Reasons for Revoking a Subordinate

CA Certificate

1.

AL NS —FPERZ M, SZCA NAE 7 RZ W M8 CA IE:
SZCA 3kf3 T iEdE, W SIEB A MK TS CA RYTES) T i#FH, BAENE

Baseline Requirements 2 6.1.5 77 J2 2 6.1.6 15 A K ;
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2. SZCA HiEfEiEHEFERR

3. SZCA ZRFBIE PR AKGEST S Baseline Requirements 3K, mid4y CA KEEFE
CP/CPS;

4. SZCA W EF P BE BAER . AR SLEUEA RS

5. SZCA HTHAEMIRRFILIZE, HARYE S5 CA KB IMN LLFR BHIE TS U8 I 55+

6. SZCA f{#& Baseline Requirements 2 &AL 800, B slip 241k, BrAEH 4k
Sk CRL/OCSP {5 B

7. SZCA ] CP/CPS ZER A2 CA iEfi.

SZCA shall revoke a subordinate CA certificate within 7 days if one or more of the following
occurs:

1. SZCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with Sections 6.1.5 and
6.1.6 of Baseline Requirements;

2. SZCA obtains evidence that the certificate was misused;

3. SZCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or that subordinate CA has not complied with the CP or CPS;

4. SZCA determines that any of the information appearing in the certificate is inaccurate, untrue
or misleading;

5. SZCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

6. SZCA's right to issue certificates under Baseline Requirements expires or is revoked or
terminated, unless SZCA has made arrangements to continue maintaining the CRL/OCSP
Repository;

7.  Revocation is required by SZCA’s CP/CPS.

4.9.2 FERIEFHE KISL/E Who May Request Revocation

TESRUEB A ST Py WG SZCA RNENLOREH At A BN .
BRAN, ARHTT . BTSRRI A ) 55 =5 R AR SR A AR o

60



S
+Mm
- SZCA &HE(EIAZ CPS V2.0

SZCA Global-Trust System CPS V2.0

TR SZCA A7 BLEE A UE S

The subscribers, RA, SZCA, judicial authority or other competent authority can initiate
revocation.

In addition, relying parties, application software providers, anti-virus organizations and other
third parties may submit certificate problem reports informing the SZCA of reasonable cause to

revoke the certificate.

4.9.3 EFR M FITRFE Procedure for Revocation Request

4.9.3.1 iT P E3NR B R HIE A Subscriber Makes An Application

for Revocation on One’s Own Initiative

1. VA SZCA SR MU FE HAUE TS s, JFESIE PR RiER, SZCA sidiyE
AR 3 A CPS 3.4 75 FAERXT 18Y H s 3R AT 491

2. VR IE S G R $E 04 SZCA, H SZCA SERGTEH .

3. SZCA 4t 7524 /NI FRE RS GRS, 1T afE LR 5 2 R A
1) BERAN: REOST

2)  Hiif: 4001123838

3) HBXRHMEFE: report@szca.com

4. SZCA WCEIHIE G 24 /N A ACHE A H i

5. SZCA SERGETHEN G, Wik dik. mieFET7 2@ R R -BREHs S B, A
REGAAT B, TELEREOLT, SZCA X 4 I 1o dast Pk g: 47 A 5
E-PAE ), SZCA Ruilid Ml sl A5y 2B AT PR A A .

1. The subscriber submits the certificate revocation application to SZCA or its RA and completes

the Certificate Revocation Application Form. SZCA or its RA shall authenticate the revocation

application in accordance with Section 3.4 of this CPS.
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2. The RA submits the Certificate Revocation Application Form to SZCA to complete the

revocation.

3. SZCA provides 7*24h certificate revocation application service, and subscribers may apply for

the revocation of a certificate through the following ways:
1) Contact: Wu Jingfang
2) Tel.: 4001123838

3) Contact email: report@szca.com

4. SZCA shall process the revocation application within 24 hours of receiving the application.
5. After the certificate revocation, SZCA shall notify the subscriber of certificate revocation and
reasons for the revocation via telephone or email. In case of failing to contact the subscriber,

the SZCA will announce the revoked certificate through the website if necessary.

After the certificate revocation, SZCA shall notify the subscriber of certificate revocation and

reasons for the revocation via telephone, email or text message.

4.93.2 IT P #EEBI BB IEF A Subscriber is Forced to Revoke A

Certificate

1. 24 SZCA SUENHA 7875 B HAE Y] LA CPS 4.9.1.1 5 30T ik g o] 4
BTGNS, SZCA B MM IE I A BB B e .

2. TEUERHMESS, SZCA SEMAUL LI E M7, ORI, BiESE, @RALT
FHIEF OB A X M B . #5 R BRI T P, FELEAIIEGL T, SZCA X i
RJE P S il AT A 5

3. SZCA HAlk 7%24 /NI RYAIES ) AR o AAL B o

4. BKIGTT FENUA . SRR BERS  BREENIAL 5 =07 R IR T RE A E 1) R,
RV H I B SE H EER  UE IR S IR T AT BRI AR 4 5, W N s PA R
77 AT I R 5 -
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(1) BRRN: AES
) FEiE: 4001123838

(3)  HEXRMFE: report@szca.com
SZCA WCEHR & Ja, £ 24 /INEFRHZUETS i R & AT IR A, JFEET BN bRk

RIE ST RAIETS:

(1) Pt I P o

(2 FHL )R A H LR BRI

(3)  Ja R A AR A S A

(4)  HIJXF SZCA CP/CPS A B3 A AH R HAVE R A 5 0

(50 BUTIERIEAL DS .

1. When SZCA or RA has sufficient reason to believe that situations that will cause the enforced
revocation of subscriber certificates in Section 4.9.1.1 of this CPS, SZCA or RA will apply for
the revocation of the certificate through the internal procedure.

2. After the certificate revocation, SZCA or RA will notify the end subscriber of certificate
revocation and the revocation reason through appropriate means, including email, telephone,
etc. In case of failing to contact the subscriber, the SZCA will announce the revoked certificate
through the website if necessary.

3. SZCA provides 7*24h certificate problem report and processing procedure.

4. When relying parties, judicial authority, application software providers, anti-virus
organizations and other third parties find that the certificate may have problems, such as
certificate misuse, the occurrence or suspected occurrence of private key compromise,
certificate used for suspicious code signature, etc., a timely problem report can be done in the

following ways:

(1) Contact: Wu Jingfang

(2) Tel.: 4001123838

(3) Contact email: report@szca.com
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After receiving the report, SZCA shall investigate the content certificate problem of the report
within 24 hours and decide whether to revoke the certificate based on the following criteria:
(1) The nature of the reported problem;
(2) The occurrence number and frequency of the problem,;
(3) The entity of the problem report or complaint;
(4) The user's compliance with the relevant specifications of the CP/CPS and user agreement
of the SZCA,;

(5) The compliance with current laws and regulations.

4.9.3.3 BT AEREVIHA BIEH R4 Revocation of the CA

Certificate

X SZCA WIRRIEF M2 CAEF, SZCA R4 CPS HIFLE thig & B RS IE .

For SZCA's Root CA certificates and Subordinate CA certificates, revocation will be

determined according to this CPS.

4.9.4 METER TR H Revocation Request Grace Period

D SR L M S A i R RS SRR A, R A SR R A B T R SE 8 /)
I DA S o HAth B JER 81 ) 0 SR A A E AR BT 48 /NI AL B2 Y

In the event of a key compromise or suspected compromise, the revocation request must be
filed within 8 hours of the discovery of a compromise or a suspected compromise. Revocation

requests for other reasons must be filed within 48 hours.

4.9.5 BT INEARFHIA AL E R4 TE RHIBFBR Time within
Which CA Must Process the Revocation Request

SZCA KbPRAASTE R I B HAN 24 /N,

64



S
+Mm
- SZCA &HE(EIAZ CPS V2.0

SZCA Global-Trust System CPS V2.0

The period for processing the revocation request for SZCA is 24 hours.

4.9.6 KB J7 I EE T 4H BZE K Revocation Checking

Requirements for Relying Parties

SZCA FRMAELAE AR A AWK ST, WU rEId SZCA Mt & .
SZCA provides online query service on revocation status. The relying party can query on the

SZCA website.

4.9.7 CRL KAi#iZ CRL Issuance Frequency

b TAT PHIESS, SZCA 5 24 /NN E R AT CRL, HAT /-5 CRL A 21 KA
it 10 K.

XHFHgk CAIETS, SZCA & 12 AN A B KA T CRL. 4R ma 2% CA iE15, SZCA
TEMEH G 24 /M Z WEET CRL, HH2 CA 1) CRL HRUAAE 12 1M H .

TERFRR 2 0 T AT LME CRL SZRPAERL, CRL MSZRIA R0 SZCA il 5 [ R AT SR 1k
JE o

For the subscriber certificates, SZCA updates and reissues certificate revocation list (CRL)
every 24 hours, and the CRL validity period of the subscriber certificate is not more than ten
days(the value of the nextUpdate field must not be more than 10 days beyond the value of the

thisUpdate field).

For the subordinate CA certificates, SZCA updates and reissues certificate revocation list (CRL)
every 12 months. In case the subordinate CA certificates are revoked, SZCA updates and reissues
the certificate revocation list (CRL) within 24 hours after the revocation, and the CRL validity
period of the subordinate CA is not more than 12 months(the value of the nextUpdate field must not

be more than 12 days beyond the value of the thisUpdate field).
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The CRL can immediately take effect in emergencies, which is determined by the issuance

strategy developed by SZCA.

4.9.8 CRL KA W& K ¥ J5 it [B] Maximum Latency for CRLs

CRL AR e K3 i B 8] 9 24 7N

The maximum latency for CRL issuance is 24 hours.

499 ELRIIRSEHK T HE On-line Status Checking
Availability

SZCA [AIE VT ARG 7 $2 (AR 2R AE TR S B A %S - OCSP 1 R 24554 RFC6960 1]
5k, I HAE OCSP R4 28454 .

OCSP &5 #3HIE 5 IEAE B WIREIE T B R —4 CA 2%, OCSP r55#% HuE 158

> RFC6960 & X 1125 AY°h id-pkix-ocsp-nocheck 4 2 Il .

SZCA provides the Online Certificate Status Protocol (OCSP) service to subscribers and
relying parties. The OCSP responses must conform to RFC6960, and will be signed by an OCSP

Responder.

The certificate of OCSP Responder is issued by the same CA as the certificate being queried,

and contains an extension of type id-pkix-ocsp-nocheck defined by RFC 6960.

49.10 £ &R & & # E K On-line Status Checking

Requirements

SZCA #4t Get fl Post B FH 75 20 OCSP A iR %5 .

XTI RS,  SZCA /04 4 KEH—IX OCSP {55, OCSP 15 B A ZEHA L
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10 K.

XFrg CAEYS, SZCA /0 12 NMHEH OCSP 5. MMt Z CA L1,
1E 24 /NI P BEHT OCSP 15 B .

X ARERBPEBFPREEMTER, SZCA Ak [Al“good™ R .
SZCA provides OCSP query services in both Get and Post methods.

For subscriber certificates, SZCA updates the OCSP information at least every four days. The

validity period of OCSP information is no more than ten days.

For subordinate CA certificates, SZCA updates the OCSP information at least every twelve

months, and within 24 hours after revoking a subordinate CA certificate.

SZCA does not respond with a "good" status for the request for status of a certificate that has

not been issued.

4.9.11 B81E B H /b R A TER, Other Forms of Revocation

Advertisements Available

% CRL. OCSP k%54, SZCA At HAh AT M E .

SZCA does not provide any revocation information other than CRL or OCSP services.

4.9.12 EHABMERFFHER Special Requirements for Key

Compromise

A CPS 2% 4.9.1 FIRUE IS AN, T P RIS P 2 a2 BB, W 33 K 7]
SZCA SILFEMHUAFE LT 1K
Except as provided in Section 4.9.1 of this CPS, when a subscriber discovers that its key has

been compromised, it shall voluntarily and timely submit a request for certificate revocation to
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SZCA or its RA.

4.9.13 IEHEHEEFIEE Circumstances for Suspension

AR

Not applicable.

4.9.14 FERIEFERKISZEA Who May Request Suspension

A&

Not applicable.

4.9.15 ERERFTFE Procedure for Suspension Request

AEH

Not applicable.

4.9.16 EHFERAFR Limits on Suspension Period

AEH

Not applicable.

4.10 EFIRE RS Certificate Status Services

4.10.1 EEYESFE Operational Characteristics

FPEPIRASIE R, SZCA it OCSP. CRL REGH2ME . T H e iF 5, SZCA A
W HAE CRL F IS IE . SZCA A OCSP AR5 2% S 10 35 o

SZCA can provide certificate status information through OCSP and CRL services. For the

revoked certificates, SZCA does not delete their revocation records from CRL. SZCA does not
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delete the revocation record in the OCSP Responder.

4.10.2 f% 0] A Service Availability
SZCA it 7X24 /NI FRE PR E W AR S o UETRIRZS 2 W1 SR B (B AN 10 7.
TEMZE RVFRIIGOL T, T RE 8 SEIS U5 1) IE TR A IR 55 SRBUIE FAREE B o

SZCA provides a 7X24 hours certificate status query service with a query response time of no
more than 10 seconds. The subscriber can obtain the certificate status information through the

certificate status query service in real time when the network allows.

4.10.3 FJIESFAE Operational Features

A&

Not applicable.

4.11 ITWZ55R End of Subscription

SRS A LU

Lo AEBEEE, TSR A R e, AR AT v IE 4
2. UEEARONA g, RIS

The end of subscription includes the following situations:

1.  When the certificate expires, the subscriber no longer extend the validity or renew the

certificate, which means the subscriber' subscription is formally terminated;

2. After the certificate is revoked within the validity period, the subscription is terminated.
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4.12 FEFLE 5K E Key Escrow and Recovery

4.12.1 FBHTLE MK E K KEE X 1T N Key Escrow and

Recovery Policy and Practices

VPSP BT P s A B R A, AT BATIRE, SZCA ARRMEEPIFLE MK R
%o WP NZEREEY, SHETEN, EEHEREEITKE.

The subscriber key pair is generated by the subscriber's cryptographic equipment and kept by
the subscriber. SZCA does not provide key escrow and recovery services. The subscriber shall keep

the key properly, back it up and restore it after the key is lost.

4.12.2 EFEFHARNBRANIKR KK 51T Session Key

Encapsulation and Recovery Policy and Practices

AEH

Not applicable.
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5.0 AE ML B . B OB R R 1 %
Certification Authority Falities,

Management and Operational Controls

5.1 YyFE=EH| Physical Controls

SZCA HIMEARSS RGAE T 2 R BTN, RS MR B E . HARSE
Lt &SR, RO PRI Kok BT IS e A S At B AR . TSk
B Bt

SZCA SEHt DI REY X B HA7 Il Pl il B, A N DREEHE N L 3 1A S 2 X 3 K Al
R0 DX, AT S AIE, HAUIE R E S Bz XK s 5 /g H
IBAT RN GHRAF I R AT M5 . SZCA HIMRE Y1 E T fe e % 4 s L DR IR S5 RS, B Ik
ARSI BE R H-AE . SZCA HIR% L CA RS KT CA ARG AR i s
PIA DIIE LA L1148 R G IR

SZCA's certification service system is located in a safe and stable building with independent
hardware and software operating environment. The physical environment of systems and devices is
equipped with various equipment and facilities to prevent flood, fire, electromagnetic interference

& radiation and other natural disasters and industrial accidents.

SZCA implements the functional area and access control system. The operators who enter and
operate the corresponding management area and other key core areas must be authenticated and
recorded by video surveillance; and the daily operation of equipment and systems in the area and
personnel operation process are also under surveillance. SZCA's root key is placed in the protection
environment and state with the highest security strength to prevent any illegal damage or
unauthorized operation. Relevant equipment used in SZCA's core CA system and subordinate CA

system is protected by more than four access control systems.
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5.1.1 i B 585 Site Location and Construction

SZCA WAE ARG TN 5AL TGN TH R Ll X i o BRI 8 =k, HL5 %I
HRERI T N Z A THREX o B D RE DX ORI 1Y) 22 4= X3, S AN 7] ) 22 A S5 % il il 2, SZCA
RATIZEE S AU 155 2 R O B 2 Pl i . ML R PR Bk, Bk, 18
i PR T IS SR EThaE, REEAR ST ML E . Al FEtE S

The main computer room of the SZCA certification system is located at 3/F, Building 8,
Shenzhen Software Park, Gaoxin Second Middle Road, Nanshan District, Shenzhen. The computer
room is divided into multiple functional areas according to their functions. The security areas
corresponding to every functional area implement different security level control systems. SZCA
takes various effective physical security control measures such as access control and video
monitoring. The computer room is provided with the functions of seismic resistance, fire protection,
waterproofing, constant humidity and temperature control, anti-electromagnetic interference, anti-

radiation, and standby power to ensure the continuity and reliability of services.

5.1.2 Y354 Physical Access

BAENGAHEANLS, AUE IC RITEERGMIREORBM R G S ke, J+F 24 /Nt
MR AR B A N A BE N BAR AR XISHEAT ¥R A, A 2008 1 1% X 3R SURAIE MBS FR A6
%, JFHPTA REREE A AT IE R .

#AF N Gt A B TR AT I TRl SRR AR B R, IR 55 (X A% 0 DX 22 A B2 B
[ s FH S 43 PR R AR SCE A A T BLBEN , HL55 AR N A IEALG H & TR, A X
LS AT BB IR, R TR0

YU Us )4 I RS R LAy T

Lo IEERSG: 262 TTRHE R 8RN 51 /5 60 B 0 R0 R B4 5 1 2 BUER S0
SEARERE, IR TR I (RS R ANE B
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2.

WERG: DRAEMAREEA . AFIEFEFBIIF] KK R TS5E57 5 1E
HONLh e 1 R G
WIE RS SITEMMERARE RS S A RICA B RE RS, WZaX

RAIERAE XA AT 7424 DS ANEIWTSRAR . P s B BOR 200 6 M H, DL
i)

Operators who enter the computer room must pass the authentication of the IC card access

equipment.

control system and fingerprint recognition system, and there shall be 24hour video monitoring

Operators who enter the specific working areas for operation must pass fingerprint

verification and authority inspection, and all operation processes are recorded.

Every access of each door by operators has time records and relevant information prompts. The

service area and the core area require two administrators to use identification cards and fingerprint
at the same time before entering. The computer room personnel shall sort out and file the access
records monthly, and keep the access records for one year according to the daily work specifications

of the computer room.

Physical access control includes the following aspects:

Access control system: controls the access to doors at all levels. Operators must use
identification cards or in conjunction with passwords or fingerprint authentication for

access, and access of each door shall have time records and information prompts.

Alarm system: The alarm system shall be triggered in case of any abnormal conditions

such as illegal intrusion, door opening by abnormal means and door open for long time.

Monitoring system: The video monitoring system is also used in conjunction with the
access control and physical intrusion alarm system to provide 7 * 24 hours uninterrupted
video recording of the security areas and the operation areas. All video records shall be

kept for at least 6 months for inquiry.
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5.1.3 H7757%% Power and Air Conditioning

SZCA RGUR XML, fE B iy, W LAERr R ST IR W Ik . [, A
AR CUPS), 8 4 H IR sl B PR K S AL A fit L

FRGL D58 S s AT IR P AR R R R . SR R S A 1 HOA % K U g
Y, WL 2B T HRAGE ML EATH, CRIENLES Y2 BT o KUE A LR AL
J R 23 1 PR I SR S )

SZCA system is powered by dual power supplies, which can maintain the normal operation of
the system when single power supply fails. At the same time, uninterruptible power supply (UPS)

is used to avoid power fluctuation and ensure power supply in emergency.

Central air conditioner is used in the system computer room for temperature and humidity
control. Two mutual backup independent air conditioners are used. The computer room is equipped
with a fresh air system for ventilation, to ensure the air quality in the computer room and solve the

problems of fresh air supply and the requirements of the air cleanliness.

5.1.4 JKE Y8 Water Exposures

SZCA ML KA =4k, WEAR ST R G AR U SR, IF Bl TKIR
H 3l RGP KR i, — R A /KBS IR, A 8 N SRS S i, 787>
TRbE RG24,

SZCA's computer room is located on the third floor of the building. The certification service
system is located in a closed building, equipped with water immersion prevention measures such as
automatic water immersion alarm system. In case of water exposure, immediate alarm will be given

to inform relevant personnel to take emergency measures and fully guarantee the system security.
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5.1.5 ‘K‘RFii$* Fire Prevention and Protection

SZCA WL A %ke T KR HENIRE RS LR BNK KRS, ZRAGEAHB) Fahk
BN S E =Rt R BT 30 EEZPIRET, BB R A KBRS, K GARE P 334 2 B
PPN RRAREAS S JE LRV REN (S 5. 220d 30 PP TAIAER, AR 2 sl day
55, AaKKRS, FN, REEHISREUE IS SREHE S, B XATIT R, #
RNFRAN HB X EH A NTAER, W LUE B XM T3/ A s fot =k, iR
gt HAPIRESF B TRGS, BB O A KBRS, B8 R R E S S, ANt aifE
55 HEIEN RN JCE, 153 sl 8 3 X A5 SUR B, BRI SZE1R 35 &
g8, WURSMOK KGR, A S, TalR SURSHHR RIS, W HEA IR A SCBLURN. S s
ISEZIR

Automatic fire alarm system and automatic gas fire extinguishing system are installed in the
SZCA's computer room, which has three starting modes: automatic, manual and mechanical
emergency operation. In the automatic mode, when protection area is on fire and detected by two
independent alarms, fire alarm controller will immediately trigger a linkage signal. After 30 seconds’
delay, the fire alarm control outputs the signal and starts the fire extinguishing system. At the same
time, the alarm controller receives the feedback signal from the pressure signal device, and the door
light in the protection area will be on to prevent personnel from entering by mistake. When
personnel work in the protection area, the automatic mode of the system can be switched to the
manual state through the manual/automatic changeover switch outside the protection area door.
When the protection area is on fire, the alarm controller only sends an alarm signal and outputs no
action signal. After the operator on duty confirms the fire, and presses the control panel or shatters
emergency start button outside the protection area, the system immediately starts to spray gas
extinguishing agent. When automatic and manual modes both fail, operator can activate mechanical

emergency operation in the extinguishing agent storage room.
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5.1.6 A FifEfif Media Storage

SZCA X BB A B BORE 6 2B K Bk B Bl Bijiid. Biduds. Brg
HL B R RN S R A R SR T A BRAE AT AT M A S B SR A R A S A Tt
NS Pl 7 Y 7S /A

SZCA meets the following storage and use requirements for important media: fire-proof, water-
proof, shock-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. and implement media usage registration, media copy protection, information

confidentiality and other measures to achieve the security protection of the media.

5.1.7 JR¥4L3E Waste Disposal

SZCA HIMEARSS RGUE R RECF Bl a . AFRE e . NS5, MIRFEAIN,
BB AL R 45 S 22 4y AT AT R o B R IR0 a8 AE AT P A FEL TR A0 136 7 O i P
H PR B BT AR AL o

SCAFRIAFAE A 0 & A BURPE AL RS B, FEAC BN 0d 1Reik A RS S8 o, R
UEHASE BT R B A . P A B AT Rl R AE R, DML B FR 2.

The sensitive and confidential information in hardware equipment, storage equipment, and
encryption equipment used in SZCA's certification service system are eliminated in a safe and
thorough way when the equipment is discarded. Cryptographic equipment shall be physically

destroyed or initialized in accordance with the manufacturer's guidelines before being discarded.

Documents and storage media containing sensitive and confidential information shall be
subject to special destruction measures to ensure that the information cannot be recovered and read.

All disposal actions will be recorded for review.
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5.1.8 FHL&4) Off-site Backup

SZCA Xt B EHE . o v H S s A H A SRR 5 B AT S a0, 38 B S 00 8 A I
TR S 242

SZCA backs up important data, audit log data and other sensitive information at off-site

location to ensure data security in case of disaster.

5.2 2 $84# Procedural Controls

5.2.1 H]J{3ff & Trusted Roles

TE SZCA $RAEHFIEAR S IR, B A LM iiE TR« S F o 5 SRR R A 55
W R B IR Y SZCA MUNTFI S it XS M AR IR T AR S B4 1
EHANG RAEHANA, L2 AR WSEBEN RSO S#IENRSE, BARKALLTR
MR LN SZCA BRIz B B K He i W

In the process of electronic authentication service provided by SZCA, persons who can
essentially affect the processes of certificate issuance, usage, management and revocation, and other
related positions related to key operation are considered as trusted roles. The trusted roles include
but are not limited to: key and cryptographic equipment administrators, system administrators,
security auditors, business administrators and business operators, etc. The specific position names

and requirements shall be subject to SZCA's position description.

5.2.2 B ESS FERAZ Number of Persons Required per
Task

SZCA £ B ARy 55 FUTE o6t SCHAT 55 1 AT M pk 4 il , BUBRAE TR E 2 AN nIE M a3k [ 58
B lhn:
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(D

(2

(3

WP R B R AE A 72 3 el E N R i & 2 D IEFE S
EBBER RGN G G TE3DRGEHAN RPED 2 DArE N G IEFE S K
HRZ A RAE S @2 2 D {E N 3L E 5 .

SZCA strictly controls key tasks in specific business specifications. Multiple trusted roles shall

be required to jointly complete the sensitive operation. For example:

()

@)

€)

For operation and storage of the key and cryptographic equipment, it requires at least two of

three trusted persons;

For background operation of the certificate issuance system, it requires at least two of three

trusted persons;

For review and issuance of the certificate, it requires two trusted persons.

R 5 1-AE M R NS

FFg AT NEL
1 I8 A EHNA 3-5
2 R 2 P 2
3 RGEH G 2
4 ARG T 7 1
5 AR 1
6 ) 28 45 B IR 1
7 o 5 B 1
8 AR R 1
9 B R 3
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10 KA R a1
11 A% 1
12 HIE 7 1
Table 5.1 - Minimum Number of Trusted Roles
S/N Trusted roles Number
1 Operational Safety 3-5
Management Team
2 Super administrator 2
3 System administrator 2
4 System auditor 1
5 Security administrator 1
6 Network administrator 1
7 Monitoring administrator 1
8 Access control 1
administrator
9 Key administrator 3
10 Entry clerk Several
11 Reviewer 1
12 Certificate maker 1
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523 B0 AE KR HNE X % Identification and

Authentication for Each Role

I f SZCA AEIN B, ARHE FTEAE A K A FIEAT B %5001 SZCA MR % fi afFalk
PEFURRAIAUR,, RO Z W R GHRAE R 1125 R S RPE RS La M. X+
22 a4 IR T, SZCA RGUK AL e BT sk I W H A IR T .

All SZCA's in-service staff are identified according to their roles. SZCA grants the required
system operation cards, access control cards, login passwords, operation certificates and other
security tokens according to the operation nature and authority of each role. For employees using
safety tokens, SZCA's system will independently and completely record and monitor all their

operation behaviors.

5.2.4 FERF 5B AE Roles Requiring Separation of

Duties
NARIE R Gi 4, WA M B EN, Bl SZCA RIS £ € i [ i 4B AT
SZCA #ATIRTT /S A, BFEART Nt
(1) UEF5K55 32 2
(2) iEFE CRL %K
(3) REG TG4
(4) CA HHHEM
(5) ZAHit.

In order to ensure security of the systems, it should follow the trusted role segregation principle
that the trusted roles must be assumed by different personnel in SZCA. Roles requiring segregation

of duties include, but are not limited to:
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(1) The acceptance of the certificate businesses
(2) The issuance of certificates or CRLs

(3) System engineering and maintenance

(4) CA key management

(5) Security audit.

5.3 A R#E#l Personnel Controls

53.1 ¥R &AL RER Qualifications, Experience,

and Clearance Requirements

SZCA X AH R AE A T i) TAF N S B ZOR AT

1 R RIS TR 5

2. SFEZEHEL AL IR SZCA gt wHE L B

3. ST SZCA iR LAFHMM. ME M

4. BARBHDANR . IR LGN DTN AR R4 1 Ak 2e i 5
5. R RUFHIHIBNE ERS 1

6. THFLIRILR;

7. REERZG AL TAEN B SRR SCH TAF 2K, sulid SZCA AR HME
AR5 TTRE B R .

The qualification requirements of personnel who undertake trusted roles in SZCA are as

follows:

1. With good social and working background;
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N

Complying with national laws and regulations, obeying SZCA’s unified arrangement

and management;
3. Complying with SZCA's related security management norms, rules and systems;
4. Having good personalities and working attitudes, with good working experience;
5. A good team player;
6. No illegal and criminal records;

7. Personnel in key and core positions must have relevant working experience or pass

relevant SZCA training and examination first.

5.3.2 B IAEFRERF Background Check Procedures

SZCA R LHHAMAE I EH RME. SZCA &5 KM BIAENM A1,
FERRT SZCA FIE A LI ST .

B AR AR TR A A = R

1. ERFECFES MR TEZN . BOLHERE .. ZE KRS AR 5 .

2. mHEROEEARETESN, EEFEHEHEL. LIRER. R ANt
ZAETTHIHE .

B

L NFESIIETE I AR NBURF Bl SROELUTR B8R D NBED . S
PIAERT . BERSAIE S B ik S5 AH 5 A RGIE ] -

2. NEEERT I S 2% A5 R ATV ST SO0 RN D3 TR AR F S R AT
JE o

3. MINERIEE HH S D52 A0S 52 505 7 A N T 552
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TENUR < M o3 SCHURI AN 52 B2 G A N DI B R S IR SZCA W fE A G il
FEXTHHEATHSE . 2P Rn] IR SRR b, B e WA AME IR, (HAREH SZCA
TE 23 AR AT SZCA HLFIATE S5 U o

The employment of SZCA's employees must be subject to strict and credible background check.
The background check procedures for trusted employees of the SZCA shall be completed by the

SZCA cooperating with relevant government departments and investigation organizations.
Background check is divided into basic check and advanced check.

1. The basic check includes check on identity, work experience, career recommendation,

education, and physical condition.

2. In addition to the basic check items, the advanced check further includes the check on

credit conditions, criminal records, social relations and social security.
The check procedure includes:

1. The HR department is responsible for confirming the personal data of the applicants. The
following materials shall be provided: relevant valid proof such as resume, graduation

certificate of highest education, qualification certificates, ID card, etc.

2. The HR department identifies the authenticity of the provided materials by telephone,

network, letter, interview, etc.

3. The employing department examines the applicants through daily observation, on-site

assessment, and scenario testing, etc.

The operators of the RA, RA branch and LRA must also be assessed with reference to SZCA’s
Trusted Personnel Check System. LRA may add terms for check, probation and training on this
basis, but shall not violate SZCA's procedures for certificate acceptance and the Certification

Practice Statement.
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5.3.3 Y ZE SR Training Requirements

SZCA IRAEFTEM ORI TR, 45 PRI ATE I, ZRa Bl AL

1.

10.

I1.

SZCA iz E1K &,

SZCA FEiARMKR;

SZCA %4 AR ME AL

XE

19— EOK;,

H

(AN

PKI FE A%

B 43 BAE AN e 1% SRS AR Y 5

SR 5 7 Sk P

CP. CPS B3R S AH KAREFNFE T 5

SZCA EHEUR. & M IMEEE,

[ 5 KT TR ST VAR VR FRFP

Hoth 75 ZHEAT BRI

SZCA ¥ 3 L IE5 s U OC R A7, STk SSL AR SS 23iE P ARIE 2544

UE P ERAE AN E AZ O, b X T A0 i £5 Il 97X 21 Baseline Requirement 73K 1 M F1%
T T AE BT L 20 (A 45 B 7K o

Based on the requirements of trusted role, SZCA provides the corresponding pre-job training.

The comprehensive training are as follows:

1.

2.

3.

SZCA operation system;

SZCA technology system;

SZCA security management policy and mechanism;
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4. Job responsibilities requirements;

5. PKI basic knowledge;

6. Policies and procedures of authentication and review;

7. Disaster recovery and business continuity management;

8. CP & CPS policies and related standards & procedures;

9. SZCA management policies, systems, measures;

10. National laws, regulations, standards and procedures of electronic certification service;
11. Other training required.

SZCA records and archives the training attendance of employees. For operators and reviewers
who issue SSL server certificates and code signing certificates, they must pass the training before

taking up their posts and reach the skill level required by Baseline Requirement.

534 H £ & #§ M1 E R Retraining Frequency and

Requirements

XF7E S A B EE A ORI G, FEEDEAZ SZCA ALk X T
WIERGUEE RN, FFEER DT P REM ARG I . BEAh, SZCA KEHRAEHL
HRGTH . RIS EBEEEOR, AEMIRESRN AT 48851

For personnel who act as trusted or other important roles, they shall be trained at least once a
year by the SZCA. For personnel related to the operation of the certification system, they shall be
trained on relevant skills and knowledge at least once a year. In addition, SZCA will require
personnel to receive further training irregularly according to the requirements of its system

upgrading, strategy adjustment, etc.
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5.3.5 TAERAL R B W FNTF Job Rotation Frequency and

Sequence

SZCA #R¥fs B 5 i B2 TAR e, S IR AR DI -

SZCA will arrange job rotation according to its own needs, and the rotation period shall be

determined according to the specific condition.

5.3.6 FTFZAIT AKIALT] Sanctions for Unauthorized Actions

24 SZCA A THHT T R EGERAEME, SZCA SEEIE R B4 1 iZ A 71 122 45F A0 IC
o FMIZN RRBAAT NEIE T E M, Sz N G PERALE. Tk BB DL IR
AL E VRN AL B A e

When SZCA's employee performs unauthorized operations or exceeds the authority, SZCA
will immediately cancel or terminate the person's security certificate and IC card. SZCA takes the
measures of circulating a notice of criticism, fine, dismissal and transferring to judiciary authorities

for treatment depending on the seriousness of unauthorized behavior.

537 M5 4 AN B E K Independent Contractor

Requirements

SZCA PN NI BEIEA R EE R TR, I LRI =TT RS N RS H RGP K
FUHEYAE, bR T LA AR WAL Z RE LA, ZIRSS N UL AIE SZCA B N e B
AN RN AR A o (RIS 3 7 B0 Hdh AT o B A ARG I AT 22 2 I, (6L Rehg ™

KBS SZCA [RIFITE

SZCA employs professional third-party service personnel to participate in system and
equipment maintenance due to insufficient human resources or special needs. In addition to signing

a confidentiality agreement on the work content, the service personnel must undertake the relevant
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work under the whole-process supervision and accompany of SZCA's personnel. Necessary training

on knowledge and safety specification is also required to strictly comply with SZCA specifications.

538 AL A T B X Documentation Supplied to

Personnel

FERF IR UINE, SZCA #2445 5 TSI AR EA R T LT JL2E:
1. SZCA R TF;
2. SZCA HFAUENL SR
3. SZCA HARMZCHY;
4. SZCA ZAEIH S,

The training documents provided by SZCA to employees during training or retraining include

but are not limited to the following:
1. SZCA Employee Handbook;
2. SZCA Certification Practice Statement;
3. SZCA technology system documents;

4. SZCA security management regulations, etc.

5.4 HitHEEF Audit Logging Procedures

5.4.1 IEFFEH4 2T Types of Events Recorded

JIT KA SZCA B R AR 2 H ST b (] BN 55 IR D SR E i THIRER R 58
R, MERTIMERKEZAGANER, HNIZEEUUTER:

L FF R AR H IR E
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2. EFEHIFPIG;

3. IDeRHIRTY,

4, EFEAIRIE;

5. CRFFRISEE,

REEHA I EAR T

(D =PRI AR E B, ORREPER. &0, 206k KE. 1. M.
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(2)  EBEA M RN R E PR, ORI, 2 EEL WaE. R 48
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I S IR BB R AT 455

(4 EPBAEMEAANERRC, AFEBARE. M . Mm% Raw
HA, GG RINEA RNV CA RERNES), X1 CA REML IR
BU5 1) ey A P, 36 T R G AR BT 18] S s I A, 224, UM
A BGC KA HEUNER, ARG, BT R A A R

(5) Bl KA h 480 ) 2 A

(6)  ARGHRAEFEM, WHRGHEMNKE, REPURKEIE. MR, BEBESE
i

(7)) CA WIERIVI ), AIERAN A BEH CA Wit AFRALN Bk CA it A R
A2 S A B R 7 1)

(8)  AMEAREHILR, GIEMABIRKK S FIFICsR, REGMERIIHAT]. ZH,
QI HEICR, ARG,

All major security events occurred in SZCA will be automatically timestamped and logged in
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the audit trail records. Regardless of manual or automatic generation, these records should contain

the following information:

The date and time of the event;

Sequence number for the record;

Type of record;

Record source;

Event recording entity.

These events include but are not limited to:

(1)

)

€)

(4)

©)

(6)

Management events in key’s life cycle, including generation, backup, storage,

recovery, usage, revocation, archiving, destruction, private key compromise, etc.;

Management events in life cycle of cryptographic equipment, including receiving,

installation, unloading, activation, use, maintenance, etc.;

Certificate application events, including subscribers' acceptance of user agreements,
units accepting applications, verification of application material, preservation of

application and verification material, etc.;

Management events in certificate’s life cycle, including application, approval, update,
revocation, etc.; System security events, including successful or unsuccessful access
to the CA system, unauthorized access and access attempts to the CA system network,
unauthorized access and access attempts to the system files, reading, writing or
deletion of security & sensitive files or records, system collapse, hardware failures and

other abnormalities;

Security events recorded by firewalls and routers;

System operating events, including system startup and shutdown, creation or deletion
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of permission, configuration or modification of password,

(7 Access to CA facilities, including the access of authorized or unauthorized personnel

and attendants, as well as security & storage facilities;

(®) Management record of trusted persons, including application record of accounts with
network privileges, record of system access application, modification and creation and

personnel change.

5.4.2 3 HZE R FE R Frequency of Processing Logs

SZCA A HEAT — IR H S IRER LB, R & RBUR M e B, B AT RERS
HE . Fra e o H S E W e AT & AT [, DA AR 2 e AR At
LIt SR IR L ) 15 Tt AT A 2

SZCA carries out log tracking process on a weekly basis, reviews the violations of policies and
other major events, and analyses the certificate issuance system logs on a monthly basis. All the
audit logs are checked and reviewed by specific personnel regularly in order to discover the

significant security and operation events and take corresponding measures timely.

5.4.3 Fit H EWEEHIR Retention Period for Audit Logs

SZCA AZiH it H&E, RAAIROVIEF R BUA L.

The SZCA system audit log shall be kept for seven years after the certificate expires.

5.4.4 B HE WY Protection of Audit Logs

SZCA AT A YL FIE #5077 ) 321 55 i, BER R SZCA BN R A Refzilr i ks
BN . XL AL T/ IR IRES, PPASEE 1L R AR AT D )y Bl e 25 1B AT A
A& ORI B S 11 o
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SZCA implements strict physical and logical access control measures to ensure that only
personnel authorized by SZCA can access these audit logs. These records are under strict protection,

and unauthorized access, reading, modification and deletion are strictly prohibited.

5.4.5 FHilrHE& M EF Audit Log Backup Procedures
SZCA HyH THERER SO d V258 3 G e o8 N G i H AT o v H A0S T SO 3R
B o AT SRS 0,355 BT FA) o T SRR SR A A7 AE R, TP T A7 A 22 A I SURS e A

SZCA'’s audit trail documents are archived and backed up by the business administrator and
auditor for audit log and audit documents monthly. All documents including the latest audit trail

documents should be stored in disks and placed in a secure document library.

5.4.6 FHiTWEHE RS Audit Collection System

SZCA WE HAH ARG LHFEIZIC R 5 TR, BalFA RN R ERGHR G H i H T
L #iFH SRR RS
2. IEBEHRS;
3. IEBEE RS
4. BB HRARS
5. RS ARG
6. ViR RS
7. W Bl e E ARG
8. HAhFREH RS,

SZCA uses the automatic review system to review records and materials, and automatically
report review events to relevant personnel or systems.
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1. Audit log collection system;

N

Certificate management system;

3. Certificate issuance system;

4. Certificate directory system;

5.  Remote communication system;

6.  Access control system;

7. Website & database security management system;

8. Other systems to be audited.

547 WS HFH4ELAEKFES Notification to the Event-

Causing Subject

SZCA RIWIHEING, Rl BB AT, AR VE ] B B M ¥, (R
SR HURH X S Tt AR o AR 0 i AT 9 R AR DI B S PR AR 55 358
GIRES WP GSEE Sy

SZCA B E A2 TR P B A F A SR ATl 75

When SZCA detects the attack phenomenon, it will record the attacker's actions, and trace the
attacker within the scope permitted by law. SZCA reserves the right to take corresponding
countermeasures. According to the actions of the attacker, measures such as cutting off the services

that have been opened to the attacker and submitting them to the judicial department may be taken.

SZCA has the right to decide whether to notify the entity resulting in the event.
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5.4.8 BESS1EVEAS Vulnerability Assessments

FEINIERGUBATIN, SZCA M FBAISNAR XS 2 Gt m] Be it il B BEAT VA, AR H &
e 1 o T B S, N R RN R GRS AT R A G ) 2 A PR I, T SRR
SZCA BZFXT R GE AT HIT T BRI TR VEAY , JFEH0S PG 45 RIEATHINAL B, DLREAR
RGBT . WIERGAE UL SCHRRAE RS A8 4L AHCER BRIR, 5 KA B R
B, B AR B I H AT B M BT BOR IR I PR, DR AR SR AT A A B R AR

When the certification system is in operation, SZCA carries out internal and external
assessments of the possible threats to the system and adjusts the security controls closely related to
the system operation at any time based on daily audits of logs and supervision of implementation.
For weakness parts, SZCA conducts a routine technical vulnerability assessments on the system on
a quarterly basis, and disposes of the results accordingly to reduce the risk of system operation. In
the event of significant changes in the certification system and related technical resources supporting
the security operation and maintenance of the certification system, an exceptional technical
vulnerability assessment shall also be conducted to ensure that the changes will not give rise to a

significant technical vulnerability.

5.5 g% IJ984 Records Archival

5.5.1 JARIE R IZEE] Types of Records Archived

SZCA Xt LA N USRS AT IR E S, B EART
(D EBRGE AT
(2)  UERANERREEES K
(3)  UEBHESCR O, IERRGHAEMELRE S, SUEHIT i
(4> HHikd=x;
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(5)  UEFSSEMG. LAY 55 R SRS s

(6) RILHER, SHEARTHESAE. M. SIS

(7 HRIN. FIBIPAL SRS

(1)

)

€)

(4)

©)

(6)

%

SZCA archives the following events, including but not limited to:
Documents for construction and upgrade of the certificate system,;
Certificate and certificate revocation lists;

Documents supporting certificate applications, information on approval and rejection of certificate

services, and agreements with certificate subscribers;
Audit record;
Certificate Policies and Certification Practice Statements;

Employee information, including but not limited to the background investigation, hiring, training,

etc.

Various external, internal documents for assessment.

5.5.2 HR4EF K15 HAFR Retention Period for Archive

SZCA X FASFEMARS LR, AR HIRE AR .
(1) T e A A A B B SRR, R 7 0Lk

(2) XF CA UEASAVE FI A a4 J0 A (R0 B AR (RS, AR BIIBR A>T CA IS A 4=

.

2
I

(3) AT PR R B IR A TE RS 7 4.

(4) CA PPN AT CA IEBAME P Em A4, BOMRE 7 4.

(5) XTRAEAEFMHM ARG EFE ek, FLIEMMNRE 7 4.
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SZCA has different retention periods for different archived records.

(1) Archiving for management events in the subscriber certificate life cycle will be kept for more

than 7 years.

(2) Archiving for management events in the CA Certificate and key life cycle will be kept for not

less than the life cycle of the CA certificate and key.

(3) Archiving retention period of subscriber certificates will not be less than 7 years after the

expiration of certificates.
(4) CAkey and certificate archiving will be kept for 7 more years after the end of the life cycle.

(5) For system operation event records and system security event records, the archives will be

retained for 7 years.

5.5.3 IHRYSCEHIFRP Protection of Archive

SZCA X AR T iy ARFUR VARG S, #RAT 2 A i) BRI IS B OR 7 5 Tt AT ™
EVE AR, BRI RSO A SRR, B IEARRBURTT IR B0, MIBRER BRI ELeL

SZCA has secure physical and logical protection measures and strict management procedures
for all types of archived documents in electronic, tape, and paper form to ensure that archived

documents are protected from damage, unauthorized access, modification, deletion, or tampering.

5.5.4 AR SCH I E M FERF Archive Backup Procedures

T RGUE R T IIRE S, REEBEAT S A, A  SCPFEAT S A
XTSI IR B, AN BT R, BRI 1 1 i DR AE L 22 Ak

AT VAR R FRL - SR AN BE R R T ORAFAE SZCA [AFE e, IBAE S ORAF A8 o A7 AY
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(I8 P — R IO B BB SRR 2 (7 3, SANR AR ARG B H.. RA I TAEN 7
A E IS DL, A REXT RS S AT SR AR . SZCA £ 2 AL L RAESE X A 58 L
AT AT IR . B EEERAE

Electronically archived records generated by the systems are backed up weekly and the backup

files are stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need

to be taken to ensure their security.

All the documents and data archived usually are stored in the main storage site of SZCA. If
necessary, the backups will also be saved in the offsite. Archived database is generally isolated
physically or logically, with no interaction with the outside. Only authorized personnel or others
under the supervision can conduct the operation for reading the files. SZCA provides mechanisms

to protect archives and backups from being deleted or modified.

5.5.5 1E%BT [E B ZE R Requirements for Time-Stamping of

Records

SZCA (RSS2 R F IR 16 0 26 e TR

SZCA files shall be time-stamped when created.

5.5.6 IHM5IKEE RSt Archive Collection System

SZCA HIH T EREF RS RUEE R AR CPS 58 5.4 1 AETELH UL

SZCA audit trail collection system is detailed in Section 5.4 of this CPS.
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5.5.7 KRB IHRY(E B HFEF Procedures for Obtaining

and Verifying Archived Information

SZCA & #ABGAEAAAYE B 58 B

SZCA regularly verifies the integrity of archived information.

5.6 HFIANERSHMZE4HE F Key Changeover
EUEF B IHLLAT, SZCA 4% MR S0 0 E X AR 2 AT B 4, AR e 5. £E
BEAT B AL T, A IR SZCA RT3 B IE - CA 5 BH 5 B Wb Z0TI8 70 LA R JE 0«

1. fE CA EFAdn WSS RAT IR SO0 N BAETS, BAIRAE CA HE-P RN FrE &
LS th A= 2

2. EAFIEREIORTI N GO R BRI, 4REE ] CA RI%K CRL, HEI&H)E—
7K AR

3. ERUAEEE CA FEXI, PRSP TE .
4. RIRATH CA EA.
5. MAREEAI R A R, AHIEEE .

Prior to the expiration of the certificate, SZCA will replace the root key in accordance with the
provisions of CP, and generate a new certificate. When generating the new key, specifications of
SZCA key management will be followed strictly. CA key replacement must comply with the

following principles:

1.  The new subordinate certificates can’t be issued before the end of the life cycle of CA
certificates, which ensures that all subordinate certificates are expired as the CA certificates

expire.
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2. Before the expiration of the original private key, CA continues to sign CRLs with the original

private key until every certificate issued by this CA expires.
3. CAkey generation and management must strictly follow the key regulations.
4. Release the new CA certificate timely.

5. Ensure the entire transition process is safe and smooth with no vacuum of trust.

5.7 #ES KM S Compromise and Disaster Recovery

24 SZCA BRI Yy, RAEE M RIE B BIR . bR, SOt BN S REARIER
PRBLIRS, BAERIREIR . BRSSO 1 T SR AN AT 470 3 1 B SZCA WL IR 55 875 B
I, SZCA KHKIE (SZCA HAEMRE TR HERIFHALH ., BENAR, S E AN 55 R
s AF PR AR FE TSR o JFARIE ZE R 1] CA WL R TH N SRR Mk 55 IE S A 22
iRl FFEEENNA. AN EZER

In the event of an attack on SZCA, the collapse, destruction, or failure of communications
network resources, the failure of computer equipment and systems to provide normal services, the
destruction of software, the tampering of databases, or the suspension or breakdown of SZCA's
server room services due to force majeure, SZCA will implement recovery in accordance with the
procedures and responses for incident handling, emergency response, disaster recovery and business
continuity as set forth in the SZCA Disaster Recovery Plan. Besides, SZCA will provide a plan of
business continuity and security to the auditors of CA as required, and test, review and update the

procedures annually.

ST1IEHREKHBMELERESF Incident and Compromise

Handling Procedures
N T R I i SR Ak PR RO T R R IR L, SZCA L 1 — R BLGUAL B TSR AN S
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REFR 522, . (SZCA RGEHEAFERTE ). (SZCA B REHMMN STHE). (SZCA REi#%

GRS/ EWIE DB

AR AL A AR SUREHL IR L7 SRR G L A RILE » B SRR I W R T R A9 it
R RE AT Bl K IR, AR AT — U RSN, U S

To timely respond to and handle accidents and damages, SZCA has established a series of
emergency response schemes and accident handling schemes, such as the SZCA System Fault
Handling Specification, SZCA Major Accident Emergency Scheme, and SZCA System Backup and

Recovery Scheme.

Related personnel will actively carry out the recovery plans in accordance with the regulations
of the above schemes and related systems, and perform the data disaster recovery drill each quarter,

and an emergency response drill on major accidents annually.

5.7.2 THENLERIE A EEHE K82 5F Damadge to Computer

Resources, Software, and/or Data

SZCA WV55 R 4G8 M HABE E R G R IR A LBAR AT T &4y, JRHIE 7RI R
SRR . R LIRS TR . TF LB AR ML IR RS AR . B
P SEC S I R AN T 7&K AE,  SZCA B 4% R S ME I 1R St P &

SZCA backs up resources, software and data of the business system and other important
systems and formulates corresponding emergency treatment processes. When identified the

destruction of network communication resources, failures of devices for daily services, malfunction

of the software, or tampered database, etc., SZCA will launch the disaster recovery plan.
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573 L£HAE R HAHMELLEREF Entity Private Key

Compromise Handling Procedures

TEHE . NN B AR R AEMITEDL R, SZCA K RKEUT 125 IR LK & 2 4 R
1. SZCAMERZMN DA HM S EH A WA RIER . REEHABITALE,

2. ARHEGMERIEIT, 4 BA R T B A B R RN

3. W ERTEMAH S A A0S, H BRI CRL T ZEAT IR ;
4. BB 2 A RORT RGBS B A

5. WHRHEEWE S EE ARE M, M RGEHEAPITIRE .

IR T EKE SZCA V5518 AF R BCE ST, WIH 53 5h—4 SZCA 24l 55 AT S ak
b 55 B B G AT R

2 CA IRFLAEARE T . 8. P ohat e, SZCA JAZhE KFN 2R, #le
TENTR . WERFE R CA T, K2R L N i -
1. SERIA RSB IV, 8 Wl A AR A JL AR GHT P AT I8 R, SR it 4
FH P 1) 25 308 52 58 K30 K 5
2. SCBIE AR AR T 5 S IE B IAE IR S AH R B R G
3. LRI MENETA CER K IET, BH CRL il OCSP {58, MftuE51] 7 AR
FEEU . RIS SZCA 7RI 5% 3T 1 35 40 %) 5

4. HRMIERS KRG, %8 SZCACPS X FIERERFIME, EHER FHIEHHM
FRBEAEF L CA UET:; SZCA FE P& K G, ¥rBliEit SZCA EEE. H
TR, HTTP &5 KA.

g CA R BB K BEBLCh . Bl MR BB EE = BT RO BEREI, #R4F CA oL
Bl 1) SZCA FEATICARIFAE R BB HXR AIE Pl oK, AR AR HUAE 15
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SZCA LRI F B NICAR, @ Wk A At A SR KT P AT, SR
8 FH P M) i 8 2 B R R

L RIS FHE AR AT 5% P S IE T AEAR S5 AH R ) R 55

SRR TR O R IFAES, B3 CRL M1 OCSP 12 8., AHEHIT P ARy
2

g CAMF PR G, %I SZCACPS X TF BRI E, B2 RIT P
s

SZCA HEPE K G, ¥rElE SZCA EEE. HER%S%. HTTP 257 R
TR ARG

T HIFAS T Bt IS8 B2k . B AL, ERFE S =FH AN, TP R
& SZCA CPS HIMLE, 155 FAVEIE P, O+ OPUE =08 BB AAE 5

In the intentional, man-made, or natural disaster situation, SZCA will take the following steps

to restore the secure environment:

1.

SZCA verification system’s password is changed by the business administrator, business

operators and system administrator;

According to the type of disaster, some or all certificates will be revoked or re-verified

later;

Directory data and CRL are needed for recovery if the directory is unavailable or

directory with impure suspicion;

Timely access to security site as far as possible to restore operation reasonably;

If it is necessary to restore the business administrator's configuration file, it will be done

by the system administrator.

If it is necessary to restore the SZCA business operator’s configuration file, it will be done by
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another SZCA security business operator or administrator.

When the CA root private key has been damaged, lost, tampered, or leaked, SZCA starts a
major emergency treatment process and develops a plan. If the CA certificate needs to be revoked,

the following measures will be taken:

1.  SZCA reports immediately to the supervising government departments, notifies
subscribers through the website and other public media, and takes measures to protect

users’ interests without more losses;

2. SZCAnotifies the relevant relying parties to disconnect the systems associated with the

certificate authentication services immediately;

3.  SZCA revokes immediately all the certificates issued and updates CRL and OCSP
information for subscribers and the relying parties. Meanwhile, SZCA immediately

generates a new key pair;

4. After the new root certificate has been issued, SZCA re-issues the certificates and the
subordinate CA certificate in accordance with the SZCA CPS about provisions of
certificates issuing; After the new root certificate has been issued by SZCA, it will be

immediately published by the SZCA repository, LDAP, HTTP, etc.

If the private key of subordinate CA is missing, tampering, cracking, leaking, or used by
unauthorized third parties suspiciously, subordinate CA should report immediately to the SZCA and

generate a new key pair and certificate request to apply for a new certificate;

1. SZCA reports immediately to the supervising government departments, notifies
subscribers through the website and other public media, and takes measures to protect

users’ interests without more losses;

2. SZCA notifies the relevant relying parties to disconnect the systems associated with the

certificate authentication services immediately;
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3. SZCA revokes immediately all the certificates issued and updates CRL and OCSP

information for subscribers and the relying parties;

4.  Subscriber certificate is re-issued in accordance with the provisions of SZCA CPS on the

issuance of certificates after the new Subordinate CA certificate has been issued;

5. After the new certificate has been issued, it will be immediately published by the SZCA

repository, LDAP, HTTP, etc. for distribution.

When the private key for a subscriber certificate is damaged, missing, cracked, tampered, or
used by unauthorized third parties suspiciously, the subscriber should apply for certificate
revocation immediately and re-apply for the new certificate following the provisions with the CPS

of SZCA.

574 RE GBIk 5% & £ % 68 /7 Business Continuity

Capabilities after a Disaster

SZCA TEIEIEAN 5.7.1. 5.7.2 F1 5.7.3 iR R MG, @t HAMmHLHE], HAE 24 /)

After encountering the disaster described in Sections 5.7.1, 5.7.2, and 5.7.3, SZCA can use the

backup mechanisms to recover systems for operation and service delivery within 24 hours.
58 BT INERFEHN T MK L& IE CA or RA
Termination

SZCA #1341 (1 IR AT T LA Dy A1 5245 i DR R 35 B 52 A5 I TR, B 5245 B TR ) g
1 SZCA WA R, AR PIRE A Al fe 5 Rk Y 3 A7 %

1E SZCA & 1ERT, WA
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1 ZARb S5 AR AL

N

FLHL SZCA & 1k R

3. JEHE SZCA 5 ILAH SR I SEAA;

I SEVNER S T

5. RN

6. ACHAFRCAFICL;

7. AFIEAES O IR

8. AFREE H SRS E

9. KHIEHFMS

10. AbFE SZCA V55 E PR BRI SZCA Mb 545 1F i

11, AbF s s

12, Kb PRAAFA BUBOCRY 5

13. 7&K SZCA EHLAEA:,

T2 SZ AR R B B e i S R i 2% 1 SZCA, U 5e i | R #R A, ME— AN [FIFE
SZCA Z 1 RRIE M A B R _E, i T3 P2 R R K28 05 SZCA, R SZCA JEANT 7 i
AR T RS R R 21k SZCA, 1E SZCA BRI AT G, KHOE 24125

RS SZCA & 1T s .

The reason for the SZCA termination event may be key damage or non-key damage. Key
damage may result from the loss of the SZCA root key, and the non-key damage reason may be

related to commercial factors.

Before termination, SZCA must:

1. Arrange the business to undertake;
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N

Draft SZCA termination statement;

il

Notify the entities that are related to SZCA termination;

4.  Shut down subordinate LDAP;

5. Revoke the certificate;

6. Treat archive file record;

7. Terminate certificate authority service;

8. Archive main LDAP;

9.  Shut down the main LDAP;

10. Handle SZCA business administrator and SZCA business operator;

11. Process encryption keys;

12. Process and store sensitive documents;

13. Remove SZCA mainframe hardware.

With the termination of SZCA due to key damage and non-key damage, the operations are
mostly the same. The only difference is the time limitation that SZCA stops sending notifications.
As for SZCA termination due to key damage, the process in which SZCA notifies the subscriber
needs to be completed as soon as possible. As for SZCA termination due to non-key damage, it can
take appropriate measures to mitigate the effects of SZCA termination on the subscriber after SZCA

notifies all the subscribers.
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6. NE R G T A Z 22| Technical Security

Controls

6.1 BHAXN KA M E Z 3 Key Pair Generation and

Installation

6.1.1 XA Key Pair Generation

6.1.1.1 CA FHHXTE L CA Key Pair Generation

CA A H B S0 3 I IR HE AN VR AT IR B A A A . BB AE B, BB A7
A RIS BB AEFIPS 140-207HE A SEHIE o« BT FIPS 140-245 14 3 A 2 [ 5 2 3= 8 1)
WA AN SR HOBRUE, [ SO0 T35 057 G A% B BEEEKR, RIFIPS 140205 HEA 2 AT
FETE B SO BBOR VT P AT T RIS E H, RS R& ) iR At skl BTk
B A BRI B AR IOE o [ SR A Y R T % e . WAE.

CATEYIR A i 2 75 3 AR Bk — 44 G M6 1R B U U AL AIE DB DR HOBA0E CPS BA R
BEDSR . F YD A G R AR A A T 1 SR TR IR AT

The key pairs of CAs are generated by the cryptographic devices approved and licensed by
SCA. The generation, management, storage, backup, and recovery of the key pair shall comply with
the relevant regulations of FIPS140-2. Since FIPS140-2 is not a standard approved and accepted by
SCA and SCA implements strict management of state’s cryptographic products, SZCA only applies
part of the provisions of FIPS140-2 under the permission of SCA. Specifically, the product manual
of the device is for your reference. Hardware Security Module used for key generation must be

evaluated and certified by SCA.

The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor
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to ensure the generation process complies with the requirements of this CPS and follow the
separation of roles principle. The procedures and operations related to key pair generation shall be

recorded and archived.

6.1.1.2 1] P2 4HXT A R Generation for Subscriber Key Pair

XFFSSL/TLS E A (B BE TS, 117 B8 il P 8 24 R .

X TR AATLECR ZEREF LAY RS AR TS, 3T R G R SR R v 4
YIS, RAARER I T, RS AUE R O BEE RIS ZCAIE I % Al IE R PG
BT

ESIT A R A L A I SR (S5, FFASH b RAGE R STE . AR RAT

S5 % HHRIEIUE TS, SZCAEIEIEAIZHIE.

For SSL/TLS certificates and timestamp certificates, subscribers’ key pairs are generated and

kept by the subscribers themselves.

For certificates and code signing certificates that meet the technical requirements of AATL,
subscribers shall use the hardware equipment that meets relevant requirements to generate key pairs,
and private keys shall not be duplicated or exported, and the activation of which must require a

password. SZCA will deliver the activation passwords to the subscribers through secure channels.

Subscribers have the responsibility and obligation to protect the security of private keys and
bear the legal liabilities arising therefrom. If a subscriber uses a weak key to apply for a certificate,

SZCA will reject the application directly.

6.1.2 FNEAMEIEZS T P Private Key Delivery to Subscriber

X USBKey W AE R IAAEH, 1 SZCA ¥ USBKey BEZF2511 75 BEHXS T BAT
AR, ANTEERRAEIR T .
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For the private key generated internally by the USBKey, SZCA will mail the USBKey to the
subscriber; if subscribers' private keys are generated by their own server or other devices, SZCA

will not need to send the private keys to subscribers.

6.1.3 AAFREHIEFTEZE KV Public Key Delivery to

Certificate Issuer
1T FaEE PKCS#10 4% UHIE T8 421 K5 Rl L B B 74 1 e F g, DL F3C
KT R A HIRAL Y SZCA 2 RAE .

The subscriber sends request information, which contains a public key, in digital form encoded

as PKCS#10 or other packing formats with digital signature to SZCA for certificate issuance.

6.1.4 BFINERS P AHEELSKBTT CA Public Key
Delivery to Relying Parties

SZCA MBS SZCA HE KR CA IFHBAF %% CA iF B, il SZCA B M
VAT KA . SZCA SZEFM SZCA MG N 7 B s A8, AR 1511 7 AR 75 2590
fHH .

Public keys of SZCA are included in the self-signed root CA certificate and subordinate CA
certificate and published via SZCA's website. Subscribers and relying parties can transmit public

keys by downloading them from this website.

6.1.5 FHAKIKE Key Sizes

SZCA HFF) RSA ZHHKE Ny 2048 L7 8 PA b, TR SM2 ZHHKE N 256 i1, X HF
H ECC #AHKE N 256 s LA b dniR B SRR . BURF 3 PR S  3H K A A

HRTEAIE SR, SZCA B2 4.
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SZCA supports RSA keys of 2048 bits or more, SM2 keys of 256 bits, and ECC keys of 256
bits or more in length. If national laws and regulations, government authorities, etc. have clear

specifications and requirements for key length, SZCA will fully comply with them.

6.1.6 AXHASHHNEREREME Public Key Parameters
Generation and Quality Checking

XFFAE AR SRR ) SZCA AT, NS EL AU Y E 2 i B R L HEVE AT i)
I B ABEAF A B A, BTN EE Bl NE . USBKey. IC REEAMAMER, FHEMNIX
SE R I AR VAR . SZCA YONIXEEBEF AN TN BRI PM. FAF O B% T 2%
22 A ER

Xt T2 U RS A, [FIRE s [ SR B R HE VR T A 08 A RN A A SR AT,
BNl n#E 4. USB Key. IC £%5. SZCA Y NiX & AR N B AL . L%
C4ES T B 2SR ER,

For SZCA subscribers using hardware cryptographic modules, public key parameters must be
generated in encryption equipment and hardware medium approved and permitted by State
Cryptography Administration, such as encryption machine, encryption card, USB Key, IC card, and
follow generation norms and standards of these devices. Of course, SZCA considers that built-in
protocols, algorithms for these devices and mediums have already met sufficient levels of security

requirements.

The quality of public key parameters is also checked through the encryption equipment and
hardware medium approved and permitted by State Cryptography Administration, such as
encryption machine, encryption card, USB Key, and IC cards. Of course, SZCA considers that built-
in protocols, algorithms for these devices and mediums have already met sufficient levels of security

requirements.
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6.1.7 Z4A1# FH B i) Key Usage Purposes

SZCA IR CA B T2 LA M ES:
(1) RFAM CA M HZIET
(2) Hg CA MIUEF K28 XAEHS
(3) FHTHARBEEMIE (i OCSP Wi R3S EEF) .

WP U T30 2 e e ds, Blin S AiiE . ASrT SR e A B2 e B SE
BN AT DUF A S s R

W HPE AT T S0 GE. S ENAREE  ASPTHOEAE e B S L IR 55 .
SZCA's root CA key is only used to sign the following certificates:

(1) Self-signed Root CA Certificates;

(2) Subordinate CA Certificates and Cross Certificates;

(3) Certificates for infrastructure (e.g. certificates for OCSP response verification).

The subscriber's key can be used to provide security services, such as identity authentication,
non-repudiation, and information integrity; cryptographic key pairs can be used for information

encryption and decryption.

The subscriber's key can be used to provide security services, such as identity authentication,

information encryption and decryption, non-repudiation, and information integrity.
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6.2 AR EF LA TIEEH| Private Key Protection
and Cryptographic Module Engineering Controls

6.2.1 % i B b5 # 5 ¥ #H Cryptographic Module

Standards and Controls

SZCA MBS ¥ % 2 40 [ KBRS TR AT I o BRI . &t
HPK S SOBAE FIPS140-2 bRk ARSI E . SZCA (EIRFRINE B AT, K8 B X 2 A0 7 B
SEVFAIRTIE T, k8. S IEH FIPS140-2 bR EsR, BIRS IR Bt ¥
Kl HH T A s A i [ SO A B 1 e L AEE

Cryptographic devices used by SZCA are approved and licensed by SCA. The generation,
management, storage, backup, and recovery of the key pair shall comply with the relevant
regulations of FIPS140-2. SZCA selects encryption devices under the premise of the national
cryptographic management policy permit, or refers to the applicable requirements of FIPS 140-2,
with specific reference to the information provided by the manufacturer. The cryptographic module
used for key generation shall be authenticated and certified by the national cryptographic

management department.

6.2.2 Fh\EHZE A\FEHH| Private Key Multi-Person Control

SZCA AVIMIA G SR A R AR SRR 2 NI, RIRI 3 3% 2
7730 KA PR AL E 3 A B b, BAEH D 2 NIES IRV RTHIIG LT
NG G RIFMA PIN 15, A Bex RAHIHEATHAE

Generation, update, revocation, backup and recovery operations, etc. of SZCA private key
adopt multi-person control mechanisms. Namely, the mechanism is two out of three, the key

management authority is distributed to three key administrators, the operation of the private key is
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performed in the presence and permission of no less than two employees via inserting cards of

administrators and inputting their PIN code.

6.2.3 FAEHILE Private Key Escrow

SZCA & CA FHAFE W55 .

SZCA has no CA key escrow service.

6.2.4 FA8H4£54) Private Key Backup

CA IAARAFAER il B W S D 3 5 e A5 o, RPRAVE I A i R AR 200 2 A
UL EA TSR, ARG A N 34T () CA FA A7 o

SZCA Xt CA RVBHEAT &ty o 1T ARSI T A, @ BCE M AT %4, FFX
F 3 RIRLEHR ) 12 s H A D7 T P LA DR, B LR AR SR AR SSOR G

The CA private key is stored in an environment that is protected from high temperature,
humidity, and magnetic fields. The backup operation of the CA private key must be done by 2 or

more people during the initial generation of the system.

SZCA makes a backup of the CA private key. The subscriber's signature private key is
generated by the subscriber and it is recommended that the private key be backed up periodically
and that the backed-up private key be protected by a password or other access control mechanism

to prevent unauthorized modification and leakage.

6.2.5 FAZHIH4Y Private Key Archival
CA FHIRIWIG, SZCA XAHHAT IR IRAF 2D 7 8. APTIEILINE 5 TRAFAE ST
FEAES R, IR 22 X .

SZCA AVARST P IRV
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After the CA private key expires, SZCA archives and keeps the private key for at least 7 years.

The private key is saved in an external storage medium by encryption and stored in a secure area.

SZCA does not archive subscribers' private keys.

6.2.6 FAHASNAN . S HFELEE Private Key Transfer into or
from a Cryptographic Module

SZCA ARBIT P AT AR S AL e rp Gt (505, A Fe VP b e o X T2 IUE
BTSSR AR I AAE, Q0RO P ISR H B AT RS S U, 1T B RS T
Jias BRI 7 EER A D DR S AL U7 17475 1l 485 Mt

SZCA does not provide the export of subscriber’s private key from hardware cryptographic
module or allow this operation. As for the private key stored in the software cryptographic module,
and if the subscriber is willing to bear the relevant risks, he/she can choose the way of import and

export with access control such as password, etc.

627 A F M T F L E B Private Key Storage on
Cryptographic Module

CA RGBS 128K 1 5 i B = v A VF AT ) IR S5 2 B A0 0L, BB (R bk 22
/DFF A FIPS 140-2 = bk sl [R] 55 2 22 47K, FABH B A7 Al 70 A 55 4 B b LAE o, 7
B A AN S W SO BUE R F 5 6 P L2 ob

T AL R AE AT A [ 5 i B E (9 USB Key S iR IEF Y, A {E USB
Key TAFRERIARAG], #BLNRE ST UORAE o % T FT AR A B h RSt A R RS, i AEAE A
H ARG A AEANE ], T AT BB R PR A & A O 1 i (0 R s B s A

T 2 AR AU PR OB F 3 R 2D 545 FIPS 140-2 - ZibRifEng
(Al S5 2] 22 4K
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The CA system's cryptographic device uses a cryptographic server approved and permitted by
SCA, with hardware cryptographic modules that reach at least Level 3 of FIPS 140-2 or equivalent
levels of security, and the data for the private key is stored in the hardware of the cryptographic
server and does not appear in plaintext outside the hardware of the cryptographic server throughout

its life cycle.

The subscriber's private key is stored in a USB Key media or file certificate that complies with
national cryptographic management regulations. All private keys stored in the USB Key are stored
in the form of ciphertext. For private keys generated using the software cryptographic module, they
are preferably stored and used in the hardware cryptographic module, or the subscriber may choose

to use a specific software cryptographic module with security measures.

The hardware cryptographic module used to securely store the subscriber private key for the

code signing certificate at least meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.8 BIERLEARI 7 Method of Activating Private Key

VB A A R B R R SRS A AL, BEATEOE RPN, R 2 4
A FREY) .

XHFAFAETE U USB Key. N R I pLess HAL R AR BE R A b s KT 7 AL
B, AT BLER 4 1C REETT BB Ry AT TSN R T AN KBNS, R
USB Key~ IC REEHAMMBEE S, SRS L, WRHBERGE » X T A20AET P AL
BATFASR AP I FARH, AT ROZCR & B A i A EE ORI, AR IR A 15 2
RO T , HAb AN G AT 7 BT SRR SGFABH o 0 RAF TR SR A 2 i A e o )
FEABA D2 0RYT, B2 FA BRI B R E ARSI R 12 R R,
BAT RSN G, BT B A RS AT -

Key administrators use their own administrative cards to log in to the cryptographic server.

Two administrators need to be present for the private key activating operation.
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For subscriber private keys stored in, for example, USB Keys, encryption cards, encryption
machines, or other forms of hardware cryptographic modules, subscribers can protect them by
passwords, IC cards, etc. When the corresponding driver is installed on the subscriber's computer,
the private key is activated by inserting the USB Key, IC card, etc. into the corresponding device
and entering the protection password. For private keys stored in the subscriber's computer software
password module, the subscriber should take reasonable measures to physically protect the
computer to prevent other persons from using the computer and the associated private key without
the subscriber's authorization. If the private key stored in the software cryptographic module is not
password protected, the loading of the software cryptographic module implies the activation of the
private key. If a password is used to protect the private key, it is necessary to enter the password to

activate the private key after the software cryptographic module is loaded.

6.2.9 fRKRFHBEIEIRAESR F 1 Method of Deactivating
Private Key

;

FEYVEH A SO QBB A REFRS AR FEIL, TR, 22
LEH R FN AR

— BAIEOE, BRARXARES R, PR TR sIRE . AT A =
T, RVARERBES,  HREREAT — A, WORTEEGEATER —RAE, 7R B AT O .

SZCA R AR IR AR S HPIRA . UIWr i R3O T |
EW ARG RERBIEFIA G, AT DLBEATAH G HR AT

WP BRSO IR L B AT OUE, SR R ST E A T 5L, B SO A
MBEREF I, DI, R B o

Key administrators use their own administrative cards to log in to the cryptographic server.

Two administrators need to be present for the private key deactivating operation.

Once a private key is activated, it keeps active unless it is deactivated. For some private keys,
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they can only be operated once each time they are activated, and if a second operation is required,

they need to be activated again.

SZCA can deactivate the private key by logging out, cutting off the power supply, removing
the hardware cryptographic module, logging off the user or system, etc. No unauthorized person

may ever perform the operation in question.

The subscriber can deactivate the private key at his or her discretion. The private key is
deactivated when the computer is logged off after each operation, or when the hardware

cryptographic module is removed from the card reader and the power is cut off.

6.2.10 4 AEAMI 71 Method of Destroying Private Key

URALIAN B A, B 5 RABH AR B A 2~ B 2 BE R e R AR T3
WA, B A LA IR B i B i 07 SRR R TR N, A2
B EE 1C RELIWEE T A% [, Frfa HTEE R0 PIN 5. 1C <45 thn Ji
EE LR

W AR, 808 SRVEIAR T R A A PRI s M m A n, il ) shog LA
BITIE, TP IRIES RS, HRIEE R T ¥ KB P12 5 R AR
[, AT IS IEA CPS HIRLE AT -

If the private key is no longer in use, or after the corresponding public key is expired or revoked,
for the circumstance that the key is in the software encryption module, it must be cleared by methods
of mulching. For the circumstance that the key is in the hardware encryption module, it should be
cleared in the encryption device or IC card. Meanwhile, all the PIN codes, IC cards for activating

the private key also must be destroyed or recovered.

If the subscriber's private key is no longer in use, or the public key corresponding to the private
key expires or is revoked, the method of its destruction shall be determined by the subscriber, and

the subscriber must ensure the effective destruction of its private key and assume responsibility
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therefor. The subscriber must comply with this CPS if the key is saved and archived after expiration.

6.2.11 FHLEE K PEE Cryptographic Module Rating

SZCA 1 F [ R % 008 # R L v A4 ] i 2500 7 i o

SZCA uses the cryptographic products approved and permitted by SCA.

6.3 FHANEEHK HE A FTH Other Aspects of Key Pair

Management

6.3.1 A4HH%4 Public Key Archival

Xt ARG I AR HEAT R I B VIR OR AT, X ORAF (K A PSS HEAT IR, # PR g
KM LT BRAPER . APIRE, SZCA &M 7Bt

SZCA should carry out archiving and preservation timely for public key data generated by the
system and use symmetric encryption for public key information. Ensure to obtain safe and complete
public key information. Once the key reaches the expiration date, SZCA will complete the archiving

operation regularly.

6.3.2 IE P 5 BAXEF KIE B Certificate Operational
Periods and Key Pair Usage Periods

TGS AL ATIBR S UE S 1A ROWAR O — B0 T2 IR AIE, HAVT R REAEIESS
AN A AT LU T2 40, AP FTIBR AN IE S A RAUIR . (7, O T PRIEFE
UEFSH R A 2544 195 B AT LASGAIE, AP 3 HTUERR AT AEEE P A RO R LA

X FANE RS, HE I fo VR e S SR 0 B A FH IR 4

LA R CAGIESS, ARUHR KA 25 4
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250 g CAED, AR 20 4

3R TARIGZELIES, ARIRKARL 39

4.3 SSL iR S5asit 13, AR A ML 398 K,

5. XS TITRIBGES, AR KA 10 4.

6.5 1 PDF 22 A IE-PAIRAHES, A RBIHR KA 3 4.

The use period of the key pair is consistent with the validity period related to the certificate.
For a signature certificate, its private key can be used for digital signature only within the validity
period of the certificate. The service life of the private key does not exceed the validity period of
the certificate. However, in order to ensure that the signed message is verified during the validity
period of the certificate, the public key can be used for a period beyond the validity period of the
certificate.

For different certificates, the maximum period of use allowed by the certificate renewal for the
key pair is as follows:

1. For root CA certificates, valid for a maximum of 25 years;

2. For subordinate CA certificates, valid for a maximum of 20 years;

3. For code signing certificates, valid for a maximum of 39 months;

4. For SSL server certificates, valid for a maximum of 398 days;

5. For timestamp certificates, valid for a maximum of 10 years.

6. For PDF signature certificates and email certificates, valid for a maximum of 3 years.

6.4 BUEEIE Activation Data

6.4.1 BIEBIERN =4 EZ%IE Activation Data Generation

and Installation

N TR RV R 22 &, UEASET AR RN 2R S I A ORAIE 22 4 T B, AT 3 e AL
WOtk Befimes. BAREMEM . B BEEPARERBUR R -
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CA RIS Bl , 2% R S< 8 AT 2l 70 HI A a8 P BRI 2R, ™ itk

ATAER 7 RAMERT . 3T P A B, BT N EIER 04 (DL E R
$eM). USB Key. IC RIIERE D455, #LAZIAE 224 ] Fe AT R EENL™ 4

VP RNV s B, SRS T R AR 104 (LS5 B2 AR 48 . USB Key.
IC RIER A%, RPN TR, XEHTEEE, #e il 2 4n]
SR, BN SRS MBS AT e KT EHE— A B S
SZCA I F BT AT 1B .

FI A IR SN Z A AR G RI0, NAZEE LR JUASE

U R DAS S

\\

2. BOEET AT AFH

o

3. MBS IR RN

4. ABEANERAE R4 7 ARTR]

5. AR HIRSEST

6. 445 B RIBKI T 747 5

Subscribers must use secure and reliable generation and installation of activation data to protect

the private key from exposure, theft, unauthorized usage, modification, or unauthorized disclosure.

Activation data of CA private key must be generated, distributed, and used strictly according
to the requirements which are related to the segmentation of key activation data and key
management. Activation data of subscriber private key, including password (provided in the form
of password envelope, etc.) used to download the certificate, USB Key, login password of IC card,

must be generated randomly in secure and reliable environments.

Activation data of subscriber private key, including password (provided in the form of

password envelope, etc.) used to download the certificate, USB Key, login password of IC card, are
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generated randomly in secure and reliable environments. The activation data are delivered to
subscribers safely and reliably, such as through offline face-to-face submission, post courier,
delivery, etc. For activation data of non-single usage, SZCA suggests users modify the data by

themselves.

All the protection passwords should not be guessed easily and should follow the principles as

below:
1. Contain at least 8 characters;
2. Contain one character and one letter at least;
3. Not contain many same characters;
4. Not be the same as the operator’s name;
5. Not use birthdays, telephone numbers;

6. Longer substring in user name.

6.4.2 BIEBIERIED Activation Data Protection

XHF CA RV BB B0Hs » 6 00K B B 4% T 2 K 7 20 s AR B Al A

B, H R N AR A BT IR .

=g
S+

=n

VI AR S B o ZE 22 A P SE A R P28, A AUEAT 2 B R, AT A N PTERE
AN ARAEFIT A P B PIN W ORAP AV RL , 1T % 38 R I L 12 B PIN 5, 7 ikt
T m T EL . A SRR AT P AR R AL B, T SR ST R AR MR B N ARV
o RN TRCENL S RGN LA T2, A% O Has B AT 2 2.

Activation data of CA private key must be separated in a reliable way and kept by different

trusted personnel. The administrator must meet the requirements of responsibility division.

Subscriber’s activation data must be generated in a safe and reliable environment and properly
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safeguarded, and cannot be leaked to others. If the certificate subscriber uses a password or PIN to
protect the private key, the subscriber should take good care of the password or PIN to prevent
leakage or theft. If the certificate subscriber uses biological characteristics to protect the private key,
the subscriber should also pay attention to preventing his/her biological characteristics from being
illegally obtained. Meanwhile, in order to meet the security requirements of business systems,

activation data should be modified regularly.

6.4.3 BUEEIERE B 5 H Other Aspects of Activation Data
YT PRV R SR AT AR IR R, BRI ABAIEE S R e T R R gl B
A R SRR AUE A

2T P A BOE Bl A T ZEN NAZ A B R E IS RE P e T R A ed . Rk
FERBUEH], BRI 4 R e ORI I AR AR AR B A o1 B ) 1 SRAT O H (0 0 70 Bl 4
i, HeAmd S 1 AR T AU B

Activation data of subscriber's private keys shall be protected from loss, theft, modification,

unauthorized disclosure, or unauthorized usage during the transmission.

The activation data of subscriber's private keys which are no longer used shall be destroyed
and protected from theft, disclosure, or unauthorized use during the destruction. The result of
destruction is that some or all of activation data can’t be recovered directly or indirectly from the

residual information and medium, papers recorded with passwords must be shredded.

6.5 THENZLIEH] Computer Security Controls

6.5.1 FHH T HEINZEFH ARER Specific Computer

Security Technical Requirements

SZCA X ARG 12 2% &8 BT 15 [ SO b HE MUE B BR, il 4xThl s 5836 I 42
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EILENE AN B, FEEE R TR AN . FE A ROR SRR S0
VUNAISGAE . IZED7 R Eh] . BT Em] . N RIRST BV B W2 7 [ 42 ) 46

SEAT RS R R RAEHL S, ABANA RS (B CA RS, RA 250 ViR
N G373 B PE— R s TP B0 iR SRR BR A A3 AT AR BT 2R A e /IMBUBR o U 7] I R R
iV DAEINIRECHY VLS (& SN LRV E S e v

I AR AR B, R CA BIFRIEEE U R R AT EN RS, A22
BIRASBUI VI o

b RGBS HAR R G &, A7 RS E Kt RGO R . X &R AR Ik
B A € (0 R P A5x4 1R 75 1) o A8 P 7 K s BELLE DL P PRLRT AR R N AR ZE 7 R e A 2% 5 FR
VI R GRS BN .

SZCA's information security management of the system meets the requirements of relevant
national standards and regulations. SZCA draws up comprehensive and perfect security
management strategies and standards, which have been implemented, reviewed, and recorded within
the operation. The main security technologies and control measures include identification and
authentication, logic access control, physical access control, management of personnel's

responsibilities decentralization, network access control, etc.

A dual-factor authentication mechanism shall be utilized in the login process to validate the
digital certificate and username/password of users. SZCA assigns each user of the CA/RA system a

unique account with minimum permissions according to the requirements of users.

Strict security controls ensure that the system of CA software and data files is secure and

reliable and will not be accessed without authorization.

The core system must be separated physically from other systems and the production system
must be separated from other systems logically. This separation can prohibit network access except
for specific applications. The usage of a firewall is to prevent intrusion from the internal and external

network production system and restrict activities of the access production system.
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6.5.2 TENZETEE Computer Security Rating

SZCA IRAFEHERAN EEMITIME , M E SO RN ZEE R ER, LR e5E

P . SZCA 1) CA RGE. MZ e BT AR G A 2l R I6IE /5 IE IR &

SZCA implements a security rating system in accordance with laws, regulations, the provisions
of competent authorities, and the national rating requirements for computer security. SZCA's CA
system, network equipment, hardware, and system software have been tested, verified, and officially

accepted as qualified products.

6.6 “Efy ARAHAR$EH| Life Cycle Technical Controls

6.6.1 RSIT &X$E | System Development Controls

SZCA B AF e th AT AL ARG LA R S5 -

1o flE AR N EBRTE A SE FE IR, JFESR TR N ™ M 4% R AT 5
2. flE 23 ] AR KR RS S8 B A B

3. FRAEFPLAUEIT R BGIEAT AR IR T Ja S S A M 8
4. RHIRERTHATA LA s

5. ER=JTUS RN A

6. wAENKE AT FEE BT

A, SZCA BYHAF I A BRI, FN 225 CMMI AR, SRATH G B AT K
P
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The software design and development process of SZCA follows the principles as below:

1. Establish an internal application system for upgrade and change. The employees should

follow this system strictly;
2. Establish an internal purchasing process and management system;

3. After the programs have passed strict tests in the development environment, they can be

deployed to the production environment;
4.  An effective online backup must be done before deployment changes;
5. Verification and review by third parties;
6. Security risk analysis and reliability design.

The operation specifications for software development, with reference to CMMI standards to

perform related planning and development control.

6.6.2 ZEEFEF] Security Management Controls

CA R G K IR R I, T 1) 2R Ge R e A% (A I 3 e s A4 AT e At A
FEAE SN 23 0 FAE SR IFBAT ORI 0] DIRENNAFIIC R . SZCA IEXFIE RGEIHEAT &
SUPRIAN 52 9 Ay s 2 A0t

SZCA K H—Mh R % 1 B R A AL R A ACE,  DABT IR E .

The CA system has strict control measures, and all the systems can be used only after being
rigorously tested and verified. Any modifications and upgrades will be recorded for reference and
made for version control, functional test, and record. SZCA also carries out regular and irregular

inspections and tests on the certification system.

SZCA uses a flexible management system to control, monitor system configuration, and

prevent unauthorized modification.
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6.6.3 Ay HAR 4% H] Life Cycle Security Controls

SZCA NIE RS 5 B v REEEVE I T vt ), b 8 TR B A i A
2l

Software and hardware of the SZCA certification system have sustainable upgrade plans such

as the arrangement of software and hardware lifetimes.

6.7 M4 24 ¥EH] Network Security Controls

SZCA K % G J I UL B e i vy Il $ I ARG, HCE R o v SRR A ) o
HAE SRR SZCA 7 T A REWHEN SZCA %K 25t SZCA M R4t SZCA HFM5
. SZCA IEBRAT RGLFERATARG . FrA AP LAH RN ZAIES, I Hdd %
A5 IE -

N T RMIZE 224, SZCA VAR RSB ME T NRATI . A wiih Bagplyu AN
M ARG, JF BRI ORI G AR e it B A E KRG, DU
REFKI FRARR B T W48 1R XU

SZCA is protected by a multi-level firewall and other access control mechanisms that are
configured to only allow authorized machines to access. Only authorized SZCA employees can
access the SZCA issuing system, SZCA registration system, SZCA LDAP, SZCA certificate issuing
system, and other equipment or systems. All authorized users must have legal security certificates

and be authenticated by password.

In order to ensure network security, the SZCA authentication business system has been
equipped with intrusion detection, security auditing, virus protection, and network management
systems, and updated to the version of the above systems, as much as possible to reduce the risks

from the network.

125



—
+Mm
- SZCA &HE(EIAZ CPS V2.0

SZCA Global-Trust System CPS V2.0

6.8 HEJ[E)EX Time-Stamping

SZCA $RUELFFA RFC 3161 ER AR TR BR S5, B [a)Y5CR FH B KA i) h OB A A AR v
T8

SZCA provides a time-stamping service that complies with RFC 3161 with a time source that

uses standard time provided by the National Timing Center.
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7. UEFEFREHE SR AELUE RSN
Certificate, CRL, and OCSP Profiles

7.1 iEF Certificate Profile

SZCA 1 FH I VEGHAIE FoA% FF & [ AR AR UETE SR, /& ITU-T #EFE)— N E FrbgdE 1TU-
T X.509v3 (1997): 15 BFEAR-FMAG EiE-Hx: JEHEZE (1997 &£ 6 H) FrifEA RFC

5280: Internet X.509 AFAFEAE#fIE A CRL 454 (2008 45 A ).

The detailed certificate format used by SZCA meets the requirements of relevant national
standards and is recommended by ITU-T as an international standard ITU-T X.509v3 (1997):
information technology - open systems interconnection - the directory: authentication framework
(June 1997) standard and RFC 5280: Internet X.509 public key infrastructure certificate and CRL

structure (May 2008).

7.1.1 FRZA~5 Version

SZCA R HIFBS5E X.509 V3 EH#E .

The certificate issued by SZCA conforms to the format of X.509 V3 certificates.

7.1.2 AEFF B I Certificate Extensions

SZCA B T/ X.509 V3 FRUEFARAEBURFR DRI LASL, A 7 H e X R,
® iEPARAEDT
LAE-FRA 5 (Version)

TR X509 UEF AR SRR, (N V3,
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23F 745 (Serial Number)

BRI SZCA @it CSPRNG Ak T 0 HKEHN 64 A fHEFHIVEE T A5, ik ThrE
— BB RIS IR T

3 X EEAR AT (Signature)
i€ tH SZCA 28Rk 5 pirfs FH (1 25 42 B
455 RHK4 (Issuer)

FHRARIRZE K AEF 1) CA 1) X.500DN 4%, B SZCA &N Bk, fIEEK. 4. 1. Y.
BALER] . AUEH 4. Bl

CN = SZCA EV SSL CA

OU =IT Dept

O =SZCA

L = Shenzhen

S = Guangdong

C=CN

SAEBA RGN (Validity)

FH kAR € UEFS A R0, B UE TS FFUR A 20 H RIS T DL R 2 28000 SN J8) o A2 £ P
ET, AR RS EA A .

6.UE T AR (Subject)

TR UE PR I X500 B4 . BFREZ. A, W, JU. BArEs TRE A 4, enl g

F email HihESEAN ANME B4

SSL IS, 38 4% W A 55 5 R 55 45 SRR K P Bl sdz i, O A0 A4 3 FE T — I Y

A8 IP ik, EV SSLEHRIE A4 R4, AN IP Hillk, ANRENIEERT .
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TAEPFEHE A EHEE (subject Public Key Info)

WERHFA & AT ERE B EEWAEZEE: IEBRFEERATFEHNE: ATTHEHAMLH

I EEARIRRT . IR AT & A TT B A 502 A hash 5%
® i RI
LAUR MU AR AT CauthorityKeyldentifier)

WURNR B PIPR AR SRt T —Fh 75 30, DL SE AR A4 R BXT S A8 . A+ i
TH ZAHE IR T R AR RA 2 A4 BN 12T & .

2. EMREEPRRFT (subjectKeyldentifier)

AT PR S — MR E AR 5E . SRS IR TR AT . ©
REWE DXy [F] — AR AN R B8 (i, 3 ST AR AR .

3L (key usage)

RESMEPRE: BT84, AL B9, BdEmeE, &9, WuEiE-i%

%, BIE CRL %4, Rn#, RfgE, R4,
4.CRL KA 14

H SZCA #5351 CRL KAt Ao

5.3 R e 4/ 3 4

HE IR, AR AV T « B0 5 3RS 38 M BT 44 5 TP Bt BV I 5%

DA RERL Z B BCAT B TP Mt
6. HUAE B 7 )

EUE B A ML SZCA ] OCSP M B[] HTTP URL (accessMethod = 1.3.6.1.5.5.7.48.1),
Je iR IE 51 OCSP {70 3 f#) HTTP URL (accessMethod = 1.3.6.1.5.5.7.48.2). @i 1A]i%
Hodik, BEWEIREL SZCA 1) CA WEH S IR I FHE B PIREE B
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In addition to the X.509 V3 certificate standard items and standard extension items, SZCA also

uses customized extensions.

®  Certificate standard items

1. Version

This field describes the version of X.509 certificates, with the value of V3.

2. Serial Number

As a unique integer assigned to each certificate by SZCA through CSPRNG, the serial number is a

non-sequential certificate sequence number greater than 0 with 64 bits in length.

3. Signature Algorithm Identifier

The algorithm identifier is used to identify a signing algorithm used by SZCA to issue the certificate.

4. Issuer

The issuer field identifies X.500 DN of CA that has signed and issued the certificate, namely each
attribute of SZCA, including country, province, city, organization, department, and common name.

For example:

CN=SZCAEV SSL CA

OU =1IT Dept
O=SZCA
L = Shenzhen

S = Guangdong

C=CN

5. Validity
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The certificate validity period is the time interval during which the CA warrants that it will maintain
information about the status of the certificate, including two dates: the date on which the certificate
validity period begins and the date on which the certificate validity period ends. The validity must

be checked each time the certificates are used.

6. Subject

The subject field identifies X.500 DN of subscribers, including country, province, city, organization,

department, and common name. It may also contain email addresses and other personal information.

The common name of SSL certificates shall contain the domain name or IP address owned or
controlled by the user associated with the server and is one of the subject alternative name extensions;
the common name of EV SSL certificates can only be the domain name, instead of the IP address or

wildcard.

7. Subject Public Key Info

This field is used to carry the public key and identify the algorithm with which the key is used. This

identifier identifies the public key algorithm and hash algorithm.

® C(Certificate Extensions

1. Authority Key Identifier

The authority key identifier extension provides a means of identifying the public key corresponding
to the private key used to sign a certificate. This extension is used where an issuer has multiple

signing keys (either due to multiple concurrent key pairs or due to changeover).
2. Subject Key Identifier

The subject key identifier extension provides a means of identifying certificates that contain a
particular public key. The extension identifies the authorized public key. It provides a means to

identify different keys used by the same subject (e.g. when rekeying).

131



S
+Mm
- SZCA &HE(EIAZ CPS V2.0

SZCA Global-Trust System CPS V2.0

3. Key Usage

The key usage extension defines the purpose (e.g., electronic signature, non-repudiation, key
encryption, data encryption, key protocol, certificate signature verification, CRL signature
validation, only encryption, only decryption, and only signature) of the key contained in the

certificate.

4. CRL Distribution Points

It refers to CRL Distribution Points specified by SZCA.
5. Subject Replacement Name/ Subject Alternative Name

Non-critical items, including all domains or IP addresses that are owned and controlled by certificate
users, and associated with their servers. The EV certificate item cannot contain wildcards or IP

addresses.
6. Authority Information Access

It contains the HTTP URL of the OCSP response from the certificate authority SZCA (accessMethod
=1.3.6.1.5.5.7.48.1), and the HTTP URL of the response from the OCSP that issues the certificate
(accessMethod = 1.3.6.1.5.5.7.48.2). The information about the status of SZCA's CA certificates,

and the user certificates SZCA issues can be obtained by accessing the address.

7.1.3 HIEXN R FRIRAF Algorithm Object Identifiers

SZCA ZRWIEE A, ZLEEFIFRRST N sha256RSA.  sha384RSA. SM3withSM2.

The signing algorithm identifiers of certificates issued by SZCA include sha256RSA,

sha384RSA, and SM3withSM2.
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7.1.4 ZFRFER Name Forms
SZCA 2R WHEF A R A A A N B 54 X.501 Distinguished Name(DN)I1) #5144
F 2o

SSL/TLS IEH EMIMAGN S MW “.7, “-7, « 7 FRPR, BHAE TR R %I
N A AERPNE.

The name of certificates issued by SZCA is formatted in accordance with X.501 Distinguished

Name (DN).

SSL/TLS certificate subject items cannot only contain metadata such as ".", "-" and " " (empty)

characters and/or any other indication that the value/field is absent, incomplete, or not applicable.

7.1.5 ZF#RPR#%] Name Constraints

AEH

Not applicable.

7.1.6 UE 5 5K B Xt R #5 IR A Certificate Policy Object
Identifier
EV SSL iE P EEmE X RFRIRFT: 1.2.156.115215.1.4.1 }% 2.23.140.1.1 (Baseline Requirements
BR)

OV SSL iF 45 $E W& XF SR IR £« 1.2.156.115215.1.4.2.2 F 2.23.140.1.2.2 (Baseline

Requirements %K)

DV SSL iF 4 5 mg % R AR iR 5 1.2.156.115215.1.4.2.1 [ 2.23.140.1.2.1 (Baseline

Requirements %K)

EV ISP ST RFRIRAF: 1.2.156.115215.1.5.1 } 2.23.140.1.3
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YA 25 4 UE T3 SRS KT RARIRAF: 1.2.156.115215.1.5.2 % 2.23.140.1.4.1
IS A2 5 SR RARIRAT: 1.2.156.115215.1.3.1
A NUEF SSRGS AR AT 1.2.156.115215.1.1.1
HUREIE S SERE X RAR AT 1.2.156.115215.1.2.1

EV SSL policy object identifier: 1.2.156.115215.1.4.1 and 2.23.140.1.1 (Baseline

Requirements)

OV SSL policy object identifier: 1.2.156.115215.1.4.2.2 and 2.23.140.1.2.2 (Baseline

Requirements)

DV SSL policy object identifier: 1.2.156.115215.1.4.2.1 and 2.23.140.1.2.1 (Baseline

Requirements)
EV code signing certificates policy object identifier: 1.2.156.115215.1.5.1 and 2.23.140.1.3

Common code signing certificates policy object identifier: 1.2.156.115215.1.5.2 and

2.23.140.1.4.1
Email certificates policy object identifier: 1.2.156.115215.1.3.1
Personal certificates policy object identifier: 1.2.156.115215.1.1.1

Authority certificates policy object identifier: 1.2.156.115215.1.2.1

7.1.7 KRBT RBIE 1L Usage of Policy Constraints

Extension

A&

Not applicable.
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7.1.8 SREEPR B FFHIIEERIE X Policy Qualifiers Syntax and

Semantics

A&

Not applicable.

7.1.9 REFFRIEY BRI AL E SN Processing Rules for

the Critical Certificate Policies Extension

A&

Not applicable.

7.2 IEHHHFIZR CRL Profile

SZCA EM K CRL GIEHHEEAER), P ERMH. SZCA 22K K CRL B

RFC5280 FrifE.

SZCA issues CRL regularly for the subscribers to query. CRLs issued by SZCA follow the

RFC 5280 standard.

7.2.1 K7 Version

SZCA WIHEPHUEEFIZ R A X.509 v2 R FJIE 544 2K

The CRLs issued by SZCA are formatted in accordance with X.509 v2.

7.22 CRL W5 CRL % H#% /8 CRL and CRL Entry

Extensions

SZCA HIEPHE5IZE (CRL) 22—y I Ak F H2e i ey 26 44 10 & m A1 81
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. CRL W RE R CA, SZCA iliid %A CRL $24t e fras K I TAE B HRIREE B

(1) CRL MRAS: FRfEE CRL MRAMEE, SZCA KHIIZR X.509 V3 ik xR

CRL V2 WA
(2) %45k SZCA XH sha256RSA. sha384RSA. SM2withSM3 %44 5.
(3) MiKFH: 1REZKIMIN DN 4, HER. B, . . S e 44 S 4.
(4) ARfTa]: g —A H /s (R, AR BIAC CRL KA (BT ).

(5) HOBTIIIE: 5 — AN TAME, FPAZRIR — IR CRL W ZER A (I 8] (AR 1HE i
5 FHZ3EO o

(6) MEIEPHIIFER: /& CAa M INERIIR . A3NFR D EHUE T 7205 HHEHH M)
H SR ]

(7) WURHAEHFR AT (Issuer Unique Identifier): AIibriRHRIGUESE CRL A RIA

TP EREFEAIIFE— CA I RIAS R 2 8

The CRL of SZCA is a revoked certificate list with a timestamp and digital signature. The

issuer of CRL is CA. SZCA provides certificate status information through releasing CRL.

(1) CRL version: It refers to version information of CRL. SZCA adopts CRL V2 corresponding to

X.509 V3 certificate.

(2) Signature algorithm: SZCA adopts sha256RSA, sha384RSA, and SM2withSM3 signature

algorithms.

(3) Issuer: It refers to DN of issuing authority, including country, province, city, organization,

department, common name, etc.
(4) Effective time: It refers to the date/time which indicates CRL issuing time.

(5) Update time: It refers to the date/time which indicates the next issuing time of CRL. (It's an

enforced field in this CPS).
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(6) Certificate Revocation List: It refers to a list of revoked certificates. The list contains the

certificate serial number and revocation date and time.

(7) Issuer Unique Identifier: It is used to authenticate the public key which is used to verify the

signature of CRL. It can distinguish different keys used by the same CA.

7.3 FELIEFIRE VML OCSP Profile

SZCA KA IETF PKIX TARAIFRI—MELIE R (Online Certificate Status
Protocol, OCSP, RFC6960), 1ZMMME T —Fhbr i sR AT me S A5 B S X AB ) GIE T 2 75
BmET

SZCA 25 ¥ OCSP Wi 3 2 /£, 55 LR Fridk 1) OCSP AL JE ARSI Py 25
1. Version: % 1 3ifl ) OCSP #MXHIIRA S : SZCA MITELAE RSO v1 )

2. signatureAlgorithm: 2%% OCSP HI57%;

3. responderID: 25K OCSP HISEAKR. 25K FH ABHI SHAT Hdh 4 L8 ANIE 50 44
4. producedAt: OCSP M )wiAE i ) H H AT 8] 5

5. Signature: OCSP i N B $ 7245

6. Nonce(—IXMHFENLED): TEIRSIERIEEH T — requestExtensions 2% Al B 5
1) responseExtension A8 & H AL & — PEREHLEL,  B7 1 RCBLES

7. EFIRE: IEBMEHCRE, OFEAR. mEHRE.

SZCA adopts an Online Certificate Status Protocol (OCSP, RFC6960) developed by the IETF
PKIX working group. This protocol defines standard request and response information formats to

query whether a certificate is revoked.

The OCSP response message issued by SZCA contains at least OCSP organization basic

domains and contents described below:
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1. Version: OCSP protocol version number used by the client. The version of SZCA OCSP is v1;
2. SignatureAlgorithm: Algorithm used for signing and issuing OCSP;

3. ResponderID: ID of the entity that issues OCSP. It consists of SHA1 of the issuer’s public key

and DN of the certificate;
4. ProducedAt: Date and time when OCSP response message is generated,;
5. Signature: Digital signature of OCSP response message;

6. Nonce: The nonce, which is used to prevent replay attacks, is included in requestExtensions

variable of the state request message and responseExtension of response message;

7. Certificate status: The latest status of the certificate, including effective, revocation, and

unknown.

7.3.1 OCSP 1% K F1MH B2 AL EE Processing of OCSP Request and

Response

—A~ OCSP & RALE LA Bt : U is A AR 45 223K B AR iE B A iR A AT & ) e i
R —MNMERZ G, OCSP AR v NI4T 4 R A -

SZCA f) OCSP MiifF#& RFC6960 ArnifE. 2/ i#id http ¥V SZCA ] OCSP
M55, SZCA SXTEWiIERIEITIA, OCSP Z AUkt
nocheck )P fEI

5 RFC6960 7€ X [ id-pkix-ocsp-

o [FRIEMIHE L
® i S 55 A L B SR S SRR 55

® IEREE VMM AR S5 F R AE S, WEARAET MR AL, A OCSP ik
Sk N ERAE R WIS, R e AN E 1 R

FITA B 1) (Bl AR FIE S 28 R B B AT B w2 40, BRSO IEHAR B
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A R IR E B EUT 0 4Lk

152 R AR
7 1 5 5 4 T

i SRIHIE T &
TR

4 B SRR
[ 2 K SR 1% 4

R HEE, OCSP RSS2k Bl — AN HEEE S, XA RE REA SZCA iEREKHE

EPINZE A SR A,

A IEmRE AL IR (malformedRequest)
Wi % (internalError)

M E R (trylater)

T4, (sigRequired)

AFZAL (unauthorized)

An OCSP request contains the following data: protocol version, service request, target

certificate identifier, and optional extensions.

After receiving a request, the OCSP server carries out the following tests during response:

SZCA's OCSP response complies with RFC6960. The client accesses SZCA's OCSP service

via the http protocol, and SZCA will check the query request. The OCSP signing certificate includes

the extension of id-pkix-ocsp-nocheck as defined in RFC 6960.

Information is formatted correctly

® The response server is configured to provide the request services
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The request contains all the information needed by the response server. If any pre-condition is
not met, the OCSP server will return an error message. Otherwise, it returns a determinate

response.

All determinate responses are signed by the certificate issuer key. The main response statuses

are valid, revoked, and unknown. The response message consists of the following components:

Reply syntax version

Response server name

Response to the request client certificate

Optional extensions

Signature algorithm object identifier

The signature after the response information is hashed

If an error occurs, the OCSP server will return an error message, which doesn't contain the key

signature signed by the SZCA certificate issuer. The error message includes:

malformedRequest

internalError

trylater

sigRequired

unauthorized
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8. INENL# &# i+ 5 H'E VP45 Compliance
Audit and Other Assessments

8.1 TEM I ME B IEH Frequency and Circumstances of

Assessment

SZCA BT R UL R VPl -
(1) AMEPEAY

WRIEE (RPREAE) (BFIAMERS EEMNED) . CRTIIERSSH LT BHINE) 55
AN, R BEATIERL VA .

AR [ A ] A B v, B2 58 =07 s T LA Y € ] Webtrust & 1
(2) Py
SZCA B8 %A E /N, BB L. CPS/CP Al SZCA 1A 8 i B |
M, EHIREAT N BT A, PRE N EEE IR, RRERTE DR
SZCA will conduct the following assessments:

(1) External assessment

It is subject to annual assessment and inspection by the competent authorities in accordance
with the laws and regulations of China, such as the Electronic Signature Law, the Measures for the
Administration of Electronic Certification Services, and the Measures for the Administration of

Passwords for Electronic Authentication Services.

It will receive regular Webtrust audits by third-party auditors in accordance with international

and national standards.

(2) Internal assessment
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The SZCA Operational Safety Management Team, in accordance with regulatory laws and
regulations, CPS/CP, and other internal SZCA management system regulations, conducts regular

internal reviews, usually at a frequency of once a year, except in exceptional circumstances

8.2 PHEE HIE A Qualifications of Assessor

SMERETIHLN, MAKITIZEEH., REZEH AR, HirMZERwT:

(1) AEERNPIEMMBEROR, B&E S ZE T AMEAR, (52BN %45 it

A R =TTAEIRSS 535 s

(2)  REMSH MRS TR AR ST T T

(3)  H.4 WebTrust WIiF IR %% R

L

(4) =2y, BURFE IR LIS AR TE 2 3

PR T N OIS E 2 4 BN B R E N B

External auditors shall be familiar with IT operations management and have many years of

audit experience. The auditor requirements are as below:

(1) Proficiency in the technology of public key infrastructure, with information security tools

and the qualification for third-party certification services related to the audit of information

technology and security;

(2) Able to conduct audits independently in accordance with auditing standards;

(3) Qualified for WebTrust certification services;
(4) Bound by law, government regulations, or professional codes of ethics.

The internal auditors shall be the Operational Safety Management Team or its designated

personnel.
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8.3 P& 5B EMFE KRR Assessor’s Relationship to
Assessed Entity

W=JTVHE S SZCA IR AT S« W 554K, B e AR A2 A A T A
IWREANEIIES S

SZCA N EVHEE 5 CA M ARGE B G M SF BB 0. b S5 R4 03 AR RAZ AT 5 A B
REZ.

There are no businesses or financial dealings between the third-party assessor and SZCA, or

any other interest sufficient to affect the objectivity of the assessment.

SZCA's internal assessor does not overlap with trusted personnel such as CA's System

Administrator, Business Administrator, and Business Operator.

8.4 VPN % Topics Covered by Assessment

PRAG A B E AR F LA R -
(1) CA YyBEIFEEAEH
(2) EHPEHIRAE,

(3) E:fili CA 54l

(4) AFEA A W 2
(5) CA ML HMIFPAT

(6) e AFEHAN T HER 2 4R o
S =5 H T S AU WebTrust 587 104 20 tHARHER ZKR, Xt SZCA #E4T M
SLE

The assessment includes, but is not limited to, the following:
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(1) CA physical environment and controls;
(2) Key management operations;

(3) Basic CA controls;

(4) Certificate lifecycle management;

(5) Implementation of CA business rules;

(6) Determination of whether there are other possible security risks.

The third-party auditing agency performs independent audits of SZCA as required in

WebTrust's most recent standards for effective audit.

85 MMHBEARNERXRIKFE i Actions Taken to Address

Problems and Deficiencies

=TI H NI PPAY, SZCA K ARYE EAl 25 SRAG A R AIAS 2 $-3CA] TE sk AN i

it LA BB 1S, IR HOR R R B 2, DL BB L R PR VAl

SZCA SERUNFRVFAL e, PRGN B3 75 51 B i R H A PRS0, S BT AR SR I RE R
UIPPAG AN, gk iel, JFREE R PTNER SZCA B8 % E B/ 4.

For the assessment by a third-party auditor, SZCA will check for deficiencies and shortcomings
based on the results of the assessment, submit corrective improvement and preventive measures and
a corrective action plan, and accept its review of the corrective action plan and re-assessment of the
corrective action.

Once SZCA has completed the internal assessment, the assessor is required to make a detailed
list of all problem items, refer them to the relevant functions for assessment and improvement,
resolve the issues and notify the SZCA Operational Safety Management Team in writing of the

results.
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8.6 VPih4g BR{EiE 5 KA Communications of Results

TN TR E SZCA 188 %A E /NS A R W BT ISR A, =
JTANERE LU P IS5 2R . SZCA H54E 2 A B M (www.szca.com) AT A Ao UHAH 145
RATREXNAT PG 24 R, SZCA RIS [ 1T Pl .

AEANT 5 =7 [Pl S A R VP Al 4 R BB SR A5 B, #L i Se Wl e SZCA R
WA H AT, RIS SZCA MR, R A MERIERSN: SZCA fREEIXTIH
FHEEARL T -

For internal audits, the results are communicated and published internally by SZCA
Operational Safety Management Team, and for the results assessed by third-party external auditors,
SZCA will publish them on the company's official website (www.szca.com). SZCA will notify the

subscribers of any potential security risks timely.

Third-party should communicate its purposes and methods to SZCA in advance and obtain the
consent of SZCA before notifying the evaluation entity of the assessment results or similar

information, except otherwise defined by law; SZCA reserves the legal rights in this part.

8.7 B IFfL Self-assessment

[d 4% CPS 8.1,

Same as this CPS 8.1.
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9. VERFTEFMEE LS5 EK Other Business
and Legal Matters

9.1 %% Fees

9.1.1 iF PR EEH#HH Certificate Issuance or Renewal

Fees

MR T30 P 1] AT T TR SE , SZCA K USCHA BRI 5 S AR IR 55 9 H
FEVT P ) SZCA HHY & MHIE 5 HiE BRI, SZCA 250 25 K111 /' SZCA EPBAE KR & & FhilE+
EHAT RMRRIE . brdE5 .

SZCA will charge reasonable fees for certificates and related services in accordance with the
regulations of the market, price departments, and industry authorities. When a subscriber requests
various certificates from SZCA, SZCA will inform the subscriber in advance of the items, standards,

and methods of fees for various certificate management acts such as certificate issuance by SZCA.

9.1.2 IEFFEE# % FH Certificate Access Fees

SZCA B AW I B, EL LR B R I TR 5550 2 AR

SZCA does not charge this fee temporarily but reserves the right to charge for this service.

9.1.3 EFIRAS(E B & #H 3 Status Information Access Fees

SZCA B AW I 2, 5L LR B T G T 5545 2l ISR

SZCA does not charge this fee temporarily but reserves the right to charge for this service.
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9.1.4 H'ERS% F Fees for Other Services

SZCA R BB A AR 55 2 (AR o

SZCA reserves the right to charge other service fees.

9.1.5 JBZKK M Refund Policy

n SZCA EHEA CPS Pl M stAEE 4%, 117 vl PLE RS IE BB 2. A,
SZCA YT FUSCHU ) 2 -3 ANRIE . S8 GBS, T 7 Wk FHiZE T, SZCA KB 5T
HyFa L.

If SZCA violates its defined responsibilities or obligations under this CPS, subscribers can
request SZCA to revoke certificates and refund. Otherwise, any fees charged by SZCA to the
subscriber are non-refundable. After refund completion, if a subscriber continues to use the

certificate, SZCA shall investigate his/her legal liabilities.

9.2 W47 4E Financial Responsibility

9.2.1 R[5 Insurance Coverage

A& H .

Not applicable.

9.2.2 HABE 2 Other Assets

SZCA TifR BA RS 55 S ok A5 JLIE 1 228 I ORUE AR U AT, I BEUR
FERFAT YRR T 1 5T -

SZCA ensures that it has sufficient financial strength to maintain its normal operations and to

ensure that the corresponding obligations are met and that it is reasonably liable to its subscribers
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and relying parties.

9.2.3 XM HERALMAEK AR S54H IR Insurance or Warranty

Coverage for End-entities

HAT, SZCA {URYE CRT223%) MHUE, XHTHT SZCA WS RZET s i) B
PR T ABRAI B2 o ARFEAT 7 B FH ARAE S 1582, AT (VR AT T ASIRL, AR R R A A e
[FIAS CPS 9.8, FEIEHAIIEDL N, SZCA Hg 2 HERIAIE 24 1) PR IS B HA A5 5 A v 1] BRI
A7 A2 22 e (s B2 RAE AR ) o

Currently, SZCA only provides limited compensation for direct losses caused to subscribers
due to SZCA in accordance with the provisions of the Electronic Signature Law. Payments vary
depending on the type of certificate used by the subscriber and are subject to the same payout criteria
as this CPS 9.8. Where appropriate, SZCA will arrange to procure appropriate insurance or make
arrangements for indemnification (such as indemnification of guaranteed deposits) that meet

regulatory requirements in other ways.

9.3 W 5{E B R% Confidentiality of Business Information

9.3.1 1A% {5 B Y& Scope of Confidential Information

REE BB EART LT N

1. SZCA 5 SZCA #ZRUFFEMHAIZ 18], SZCA S HAZA I ML 51T /2 2 1a] |
SZCA S5HEIE RS AR TT« SZCA KB T7 2 [A] I P« 43K o AR 55 P o &5

2. BT UEBAHBCN FIFAEH;
3. SZCA e iF H & K HAh v 1 S04
4, K SZCA INFRRIMIZERER,
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5. RV BRUTHE. A A R E S0
6. I EFEE SN A THE B4

PAEAR B BRARRH W SO € BREUR - AR TSRO ZER, B SZCA YN L E, SZCA
BeA LS5 WA L0 AN AT B 5 -

Confidential information includes, but is not limited to, the following:

1. Agreements, correspondence, and business agreements between SZCA and SZCA-
authorized registrars, between SZCA and its authorized registrars and subscribers,

between SZCA and other certificate service-related parties, and SZCA affiliates;
2. Aprivate key paired with the subscriber's certificate public key;
3. SZCA's audit log and other audit documents;
4. Information on the operation of the SZCA certification system;

5. Internal process control documents such as disaster preparedness plans, contingency

plans, security measures, etc.;
6. Non-public information other than subscriber certificate information, etc.

The above information is not obligated and will not be released or disclosed by SZCA to the
public unless expressly required by law or requested by government or law enforcement authorities,

etc., or unless SZCA deems it necessary.

9.3.2 JEf#%{E B Non-confidential Information

ERERE B ORI AR
1. SZCA AAusERAE NS UESS HiE AL SR 1 3R U BIPE SO e CPS 5%

2. ATPHERPOERARAIHMER, Wi aEE
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3. ERIRES R mEAIRGE
4. Fftwr s AL ATTERERBHIE R

SR EIRRARREE D, B LA R = R A SR L ERE A, X T
MR E S SRS =77 Ak, SZCA FIE BT A N ORI A8 TR AR .

HE: SZCA 5 B M PR E PRI R Re ik ) 500 UM A 7
Non-confidential information includes the following:

1. Instructional documents published or provided by the SZCA relating to the application

and use of certificates, and the CPS;

2. Relevant public information in the subscriber certificate, such as the subscriber's public

key;
3. Certificate status and revocation list information;
4.  Other information available through public, open channels.

Although the above information is non-confidential, it does not mean that it can be used by
third parties for arbitrary and non-authorized commercial purposes, and SZCA and the owner of the
information reserve the right to pursue legal liability against third party subjects who make use of

non-confidential information.

The confidentiality of SZCA information depends on special data items and applications.

9.3.3 BRI R E B B 5t /£ Responsibility to Protect

Confidential Information
SZCA. ALAT 7 M7 A S5O S5 RS 50748, WA LS5 1EIEA CPS B
€, ARFEAE R IR RS B RS

SZCA 7€ 7 TA5 B R EBATE, 15 R TATRE M, Haxprfy & T TE R
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TREHIRRHII, B TV SREUR G b R ATy, (RS SZCA IIE T
TR I A B R ORI L R

MPLELS BRI EOR SZCA AT ik HARE S 2, SZCA 1AEEANE I E AT
FESRIEAT AT RN, P SREE E R SZCA St BB, WA T E
BERE, AR5 WAL k4 SRR RS B AT A R s 5] K
FAFAT 25 =07 I R G 124, SZCA AR THE, il ST ik, E4% SZCA 4
RAEW

2 SZCA FZHIEEEI FIENLCE I ST E R, A2 5 BA TR &% R R4S B A,
SZCA w] LA $GEER 113 TR A e AR5 B o X FhI  ANA 3E S R 25 R SR AT L 55

SZCA, any subscriber, relying parties, and participants in connection with the certification
business, etc., are obligated to assume the appropriate responsibilities to protect confidential

information in accordance with the provisions of this CPS.

SZCA develops norms for the confidential management of employee information, and signs
confidentiality agreements with employees. Besides, it will conduct training on information
confidentiality for all employees to regulate employee access, obatining, and use of the above
confidential information, and ensure that SZCA's certificate management strictly conforms to the

requirements of the relevant legal provisions on information confidentiality.

When the owner of confidential information requests SZCA to disclose or reveal its
confidential information, SZCA shall disclose it in accordance with the provisions of laws and
regulations and the subscriber's request; and at the same time, the holder of confidential information
shall provide SZCA with a written authorization document stating its intention to authorize the
disclosure of information, the manner, content, and scope of the disclosure. SZCA shall not be liable
for any damages to any third party in connection with or arising out of such authorized disclosure
of confidential information, and the subscriber shall be responsible for all damages, including those

of SZCA.
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When SZCA is required to disclose information of a confidential nature in accordance with
laws and regulations and judicial authority adjudication documents, SZCA may disclose the relevant
confidential information to law enforcement authorities. Such disclosure is not considered a

violation of the requirements and obligations of confidentiality.

9.4 ™A BARZE Confidentiality of Personal Information

9.4.1 BEFAPRIJ7 R Privacy Plan

SZCA BHHEFTA T HIFEA . SZCA FIFEAL RS N, LIRS EERANE Br A A
H NEE AR S IIAT . — B S5 ORI AR R IIEHEE, A& CPS KB 31T LU
514 Z A N BEAL R R AR Y R AT

FEAT NIEFEAE ] SZCA RS, MERER R L FEIERZ SZCA A KBRS
il

SZCA respects the privacy of all subscribers. SZCA's privacy protection policy is implemented
in accordance with the requirements of laws and regulations and internationally recognized privacy
protection principles for personal data. When new laws relating to the protection of privacy are
introduced, this CPS will automatically refer to them and enforce them as the basic basis for privacy

protection.

By choosing to use any of SZCA's services, any person agrees to be bound by SZCA's system

of privacy protection.

9.4.2 YENEFA KIS B Information Treated as Privacy

SZCA FEAEHANE AT P B « VENHIE AR BERIHSSE B, B ViEH et iErfE
BIAEFREAF B, AT P ARG BB IIETURE, FR2AT )7 R, sSGEAHE Tt
AE, BAHRFNENIREFIZR, B AAEEXIN AT
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When managing and using the relevant information provided by subscribers for certificate
application and registration, SZCA will not arbitrarily disclose the subscriber's basic information
and identification information to the public without the consent of the subscribers, or as stipulated
by laws and regulations, and as required by the judgment of the relevant judicial authority, except

for the information already included in the certificate and certificate status information.

9.4.3 FEREFLAHI{EE Non-private Information
WP RAHIEBANERENEER, DOZIEBRRESE RS, AT LLATHR, KA N
ISV NI

The information contained in the subscriber's public key certificate, as well as the status

information of the certificate, is publicly available and will not be considered private information.

9.44 R F. ) 35 4E Responsibility to Protect Private
Information

SZCA\ AFATIT F AKHG T LA SINIENE S5 AH R 2 57758, #0E X514 CPS #I
SE, ARFHAH R ORI IR FAS B T

) SZCA FEARfTIFEEM . B FRENAESVEE P I EOR T, BB SR & Bl
BRI TEDL R SZCA W] LATAIRS RE X R I AR R M FEFAE S o XM R AP S FEL PRy
M55 SPEAT MRS H SRR, SZCA AT AL 5 E.

SZCA, any subscriber, relying parties, and participants in connection with the certification
business, etc., are obligated to assume the appropriate responsibilities to protect confidential

information in accordance with the provisions of this CPS.

SZCA may disclose private information to specific recipients when required to do so by any

law or regulation, or by a judicial authority in a lawful proceeding, or when authorized in writing

153



-~
+Mm
- SZCA &HE(EIAZ CPS V2.0

SZCA Global-Trust System CPS V2.0

by the owner of the information. Such disclosure is not considered a violation of privacy protection
obligations. SZCA shall not be liable for any loss in connection with or arising out of the act of

disclosure.

9.4.5 fFHREFEE RS 5FE R Notice and Consent to Use

Private Information

SZCA RHUE 2 P BRI E T P A NG R, IFRERIT RN Z T BRI 2
FA#HI ARG R .

SZCA FEA FRIFEE MM E B FlENLR L ATEHENL R A B LR IE L kR P I 2
RN BG5BT B F ISR DU T RS 0 R0 R FE RS D, JomG & RT3 55

SZCA S5 ABLAENLRIEE CPS Bk KRB Boll 5 PO AREL A RT3 £
B IR KL R T 205 MO BN H 1, B RV, 3600
BT PO AR, ST IR,

SZCA takes appropriate steps to protect the certificate subscriber's personal privacy and takes

reliable security measures to protect stored personal privacy information.

SZCA is not required to inform subscribers of its obligation to disclose private information to
specific recipients when required to do so by relevant laws and regulations or by a competent
authority such as a judicial or administrative law enforcement agency through a lawful procedure,

or when authorized in writing by the owner of the information.

SZCA and its authorized registrars use any subscriber information obtained in accordance with
the privacy policy and within the scope of business as set forth by CPS. If it is necessary to use the
subscriber's private information for purposes other than those agreed upon by the parties, the
subscriber must be informed in advance with his or her written consent to obtain the subscriber's

certificate of authorization if permitted by law.
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9.4.6 KT EEITEREFHITEEIE Disclosure Pursuant

to Judicial or Administrative Process

BRARFT & RS2 —, B SZCA 28T P A NERALE BRI AR 55 =5 T4k
Lo A AR SZCA H5#E 1
2. PRI BURFBCHAREE BRI MR IE R SZCA $EH B R 1
3. CPS "HUE AT LA Ea (5 1 o

EBT R A S RRE, 7] SZCA $2 1 FAE B4 HiEH), SZCA FHRHE i AL
A B SR P SOM AR SR8 AT 95k « AR BT B ERAT O, R B AT S5 35 A SR
B TP R BSOS B B AR A R . RARIRE, SZCA — A KIBAEAT 54T

SZCA will provide subscriber's private information to any third-party subject unless one of the

following conditions is met:
1. The subscriber authorizes SZCA to make disclosure in writing;

2. The law enforcement department, government, or other legally authorized department

makes requirements to SZCA in accordance with laws and regulations;
3. Disclosure as specified in the CPS.

If the subscriber of the certificate submits an application for privacy information disclosure to
SZCA for its own reasons, SZCA will disclose the relevant information according to the written
authorization document or relevant agreement. SZCA will not be liable for any loss or adverse effect
arising out of or in connection with the disclosure of such private information in connection with

the disclosure of which consent has been given.
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94.7 Hib{E B E & Other Information Disclosure

Circumstances

HAb I 3R BEIR 5 T b A SR RS A . BER R AL RIS B
Other information provided to relevant service providers and suppliers that is necessary for the

provision of services to users.

9.5 iR Intellectual Property Rights

SZCA A IFREXHES LL K SZCA $RELI s dii i . SO Bl i e iRl i, 6
FEORUEIEBS AR A F I 52 BB A F /BRI i 73 AL

i 5 SZCA RATHIESAN SZCA SRALHIHAFAISLI —VIAL. RARFIH &A1= RL
BJET SZCA Firfy, EIRFIRP AR EAR THKK SZCA BIRTETECHF. CP/CPS. %
ARSCRESCHEAME TS 5 F it . 58 TRk, SZCA BYHAl s T UAIE RS DU FEAELT
SZCA FFRAL R 5, AT LA A < B SO R T

FEBH SZCA FAEBHFEREMEL T, EMEHFEEEMERR, (RS20
Jei > ARERDEEAE IR SZCA EFHRIZAR. FIbR. BT RES ZHIIRE R AR RIARERT

ST

SZCA enjoys and reserves all intellectual property rights to the certificate and all software,
documents, and data provided by SZCA, including the right to guarantee the integrity of the

certificates and software, the naming right, copyright, and benefit-sharing right.

All copyrights, trademarks, and other intellectual property rights related to the certificates
issued by SZCA and the software provided by SZCA belong to SZCA, and the said intellectual
property rights include, but are not limited to, SZCA's relevant normative documents, CP/CPS,
technical support documents and user manuals and other various data, information and materials.

Other electronic certification service providers of SZCA may use the relevant documents and
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manuals with the authorized consent of SZCA.

No user may commercially use any name or trademark used by SZCA, or name, trademark, or
trade designation which may be confused with the foresaid one, after the expiration, revocation, or

termination of the validity of any certificate, without the prior written consent of SZCA.

9.6 iR 5+H{R Representations and Warranties

9.6.1 HFINIERRSS P FIFRR SR CA Representations

and Warranties

1. SZCA ESFHTEAE LM RIEEE I ER, K CPS MAEZE AT P ES, X2k
UEAS AR HAH L AR 54T 5

2. HRYE CPS 3.2 (R ZR KL HF A S 475

3. R ENIEFAT P B RAT T RN, R AEA SR SN P AR AT R A AT FE R AT

4. BSUEHTEE R BIAEUE A B U A4 B R TR A S TP kA s AT A B

FEHIAL 5
5. WUEHITEFUED (BT MR, KEHRIERE AR ANARRIT 7 BHiFIE B R
L

6. IREUETS BT & A S SR E (AR RHLRER T T B AR B TR SN, BRI
T T & (R BRATLRG 0 1) 42 PR R LTS M 5 AR AE 1R S 1 7T R b

7. KRS CPS HIZKR K A IET

8. 4 SZCA HiIPTEoKHk, M SZCA SH5iT /7 f& &k A RCH T AT B P Il
ZH P A CA/N Y288 15 K AT ) Baseline Requirements 25 55K ; #7 SZCA 5
VPR — SR B ORI, T H i A AR A AT 28K

9. EFXE T A BARIUEAS ) 4 AR AS B A RER A D 28 37 S A 4 R A1 (247D
NIFIE B

1. SZCA complies with the requirements of the Electronic Signature Law and related laws

and regulations, issues subscriber certificates in accordance with the CPS procedure, and
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assumes the corresponding legal responsibility for issuing certificates;

2. SZCA verifies the identity of the applicant in accordance with the requirements of CPS
3.2;

3. SZCA informs subscribers of any known events, which will fundamentally affect the
validity and reliability of the certificate.

4. SZCA verifies that the applicant has the right to use or control the domain name and IP
address listed in the certificate subject field and Subject Alternative Name extension;

5. SZCA verifies the applicant's intention to apply for a certificate (application) and the
authorization of the agent/representative of the certificate applicant to apply for the
certificate on behalf of the subscriber;

6. SZCA verifies the accuracy of all information contained in the certificate (except for the
subject's agency name attribute item) and reduces the likelihood that the information
contained in the certificate subject other than the agency name attribute item is misleading;

7. SZCA will revoke certificates in a timely manner as required by the CPS.

8. IfSZCA is not affiliated with the subscriber, then SZCA and the subscriber shall be parties
to a legally valid and enforceable user agreement that meets the Baseline Requirements
published by the CA/Browser Forum; if SZCA and the subscriber are the same entity or
are affiliated, then the applicant representative shall have accepted the terms of use;

9. SZCA creates and maintains a 24x7 public repository for the current status information

(valid or revoked) of all valid certificates.

9.6.2 VEMVL# K BRiA 5H#H £ RA Representations and

Warranties

2 SZCA SVERE P PAFHRBLASE ML RA FRAIE:

1. HE{EA CPS. CP Ml SZCA MR M55 BINTE S He SZCA HIAE V55 F5
VERIRFE, RS2 3 I A0 PR 1 H i

1) RIAESHIEME, REGEEEI A CPS M2 & BLREE, X531 7 1) 5 2k
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TR SIAE . AnE MBS T BIE T H S AR SRR I, A
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JEPATHC A, IEARDCHMU A AL & SZCA 752 i TR 55 & MU B i
RA (registration authority) authorized by the legal procedure of SZCA, guarantees to:

1. Follow the authorization agreements, business management specifications of this CPS,
CP, and SZCA, and other certification business standards and processes of SZCA to

receive and handle certificate applications in accordance with the law;

1) Take reasonable measures stipulated by laws and regulations and this CPS to identify

and verify the identity of the subscriber based on the certificate application materials.
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The registration authority is obliged to inform the subscriber if the application

materials for a certificate fail to pass the review;

2) The registration authority shall complete the processing of the application for a

certificate within the prescribed time period;

3) The registration authority is obliged to inform the subscriber to read the CP, CPS, and
other relevant regulations issued by SZCA, and to handle a digital certificate for the
subscriber on the premise that the subscriber is fully aware of and agrees to the

contents of the CP, CPS and certificate service agreement;

4) When generating certificates, SZCA does not allow the inconsistencies between
certificate information and certificate applicant information due to mistakes of

registration authority;

5) The registration authority shall keep the subscriber's information and the information
related to the certification in a safe place and forward it to SZCA for archiving in due

course.

2. Follow the business processing norms, business operation norms, system operation norms,

and other operational service management norms established by SZCA;

3. Set up various subordinate certificate service acceptance authorities, including RAs,
LRAs, etc., according to the authorization of SZCA, and supervise and manage them in
accordance with industry laws and various operation and service management

specifications of SZCA,;

4. Transmit certificate information to the CA through a secure channel as required by SZCA.

5. Accept SZCA's management of the RA in accordance with this CPS and the authorization
agreement, including the audit of service qualification and check of specification

execution, and cooperate in the audit of compliance of the electronic certification business
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required by SZCA in accordance with the relevant agreement.

9.6.3 WT P KRR 54 R Subscriber Representations and

Warranties

WP — B %52 SZCA B2 RIS, BN SZCA TN AR BUIEF 147 % 4 5
NAE RN 7K i
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Once subscribers accept a certificate issued by SZCA, the subscriber is considered to make the

following commitments to SZCA, registration authority, and related parties who trust the certificate:
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1. Have acknowledged and accepted all the terms and conditions of the SZCA user
agreement and this CPS.

2. Use the certificate for the duration of its validity; once the certificate is revoked, it shall
no longer be used.

3. All information that the subscriber provides to SZCA or its registration authority during
the certificate application process must be true, complete, and accurate. The subscriber is
willing to take legal responsibility for any false or forged information.

4. Each signature made by the private key corresponding to the public key contained in the
subscriber certificate is the subscriber's own signature, and the certificate used at the time
of signing is a valid certificate (the certificate has not expired or is revoked), and the
private key of the certificate is used by the subscriber for access and use.

5. Once the certificate is accepted, the subscriber should assume the following
responsibilities: always maintain control of their private keys; use trustworthy systems;
and take reasonable and safe precautions to prevent the loss, disclosure, alteration, or
unauthorized usage of the private keys;

6. Prohibited for rejecting any statements, changes, updates, and upgrades published by
SZCA, including but not limited to modification of strategies and standards as well as
additions and deletions of certificate services.

7. The subscriber uses the certificate only for authorized or other lawful purposes within the
range specified by this CPS.

8. For SSL certificates, the subscriber has the responsibility and obligation to ensure that the
certificate is only deployed on the server corresponding to the Subject Alternative Name
listed in the certificate.

9.  Subscribers shall promptly request the revocation of their certificates by SZCA in case of
the following situations: 1) any information in the certificate is or becomes incorrect or
inaccurate; 2) there is any misuse or compromise of the subscriber’s private key associated
with the public key included in the certificate; 3) there is evidence that such code signing

certificates are used to sign suspicious codes.
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9.6.4 HK¥ T KRR 5HAR Relying Party Representations

and Warranties
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When relying on any certificate issued by SZCA, the relying parties ensure to:

1. Be familiar with the CPS and certificate policy corresponding to the type of certificate being
relied upon, understand the purpose for which the certificate is to be used and the assurances
that can be obtained, and trust the certificate only to the extent that it conforms to the

application in this CPS;
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2. Before trusting a certificate, relying parties must agree to the terms in the relying party
agreement and judge whether the certificate can be trusted in light of the circumstances and

conditions of use;

3. Before trusting a certificate issued by the SZCA, the relying parties have reasonably
checked and reviewed the certificate, including checking the status of the latest CRL or
OCSP published by SZCA to obtain the certificate and confirming that the certificate has
not been revoked; checking the reliability of all certificates that have appeared in the
certificate's trust path; checking the validity of the certificate and its scope of application;

checking other information that can affect the validity of the certificate;

In the event of failure to perform a reasonable inspection due to negligence or other reasons,
the relying parties shall be liable for any loss caused to themselves or others and shall indemnify

SZCA for such loss.

4. Trusting the certificate indicates that the relying parties have accepted all provisions of this
CPS relating to the rights and obligations and liabilities of the relying parties, in particular,
the provisions therein relating to the exclusion, limitation of liability, and warranties and

obligations;

5. Confirm that the content in the certificate is consistent with the certificate required for trust

before trusting the certificate;

6. The relying parties shall be liable for any legal liability arising from their failure to perform

the above liabilities.

965 HES 5 7K KR5S HIR Representations and

Warranties of Other Participants
JiT A Hoth SZCA MBS Z 577, BIFRESTA CPS HIHUE .
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All other participants in SZCA's electronic certification activities shall comply with this CPS.

9.7 FH{R4% 3 Disclaimers of Warranties

B4 CPS 9.6.1 M I AL, SZCA ANBEAH I AAT (A T2 3K RAEFD S5

1.

6.
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UEPAKH 73 AR CPS 9.6.4 2 A, 13 LL4k% SZCA HI3i1E;

Except for the commitments declared in CPS 9.6.1, SZCA does not assume any other forms of

guarantee and obligation:

1.

Do not guarantee the statements of certificate subscribers, relying parties, and other
participants.

Do not guarantee any software used in electronic certification activities.

Do not assume any liability when the certificate is used beyond the prescribed purposes.
Do not assume any responsibility for the service interruption and customer losses caused

by force majeure, such as war, and natural disasters.

When subscribers violate the commitments defined in CPS 9.6.3, SZCA shall not be liable

for it;

When relying parties violate the commitments defined in CPS 9.6.4, SZCA can be exempt

from liability;
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9.8 F PR 77fF Limitations of Liability
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SZCA A HLH, JTof T ;s s BEAT I A2 A2

SZCA X1 ' KK T I R I BT, & —FRERAI ST, H SZCA HRXFRfEH . 154
WEF 7= A2 0 B0 3 40 5T, 10 AN AR FEUNT TR 408 2 L RV RS 453 2 L R o i 5 S R 42 5 AT
E TS T T

B AEAT IR 5 RS 19 A R 92 e pRe A e ML (138 X Wi 2 e 8 3 AT e, SZCA K
HBRBAREMI, SEHEBX TIZERRATAEZ 5N (BRFEAR T #5075
BRI e, PREE N IR E N (R ARTID:

SZCA only provides indemnities for the certification services stipulated by the CPS, and the
party requesting indemnities needs to provide the appropriate legal supporting documents, such as
the court or arbitration body's award document. However, if SZCA can prove that the services are
provided in accordance with the Electronic Signature Law, the Measures for the Administration of
Electronic Certification Services, other laws and regulations of the certification service industry,
and the CPS filed with the Ministry of Industry and Information Technology, then SZCA is not at

fault and is not required to indemnify or compensate the subscribers or the relying parties.

SZCA's liability for losses to subscribers and relying parties is limited. Furthermore, SZCA is
only liable for direct damages arising from the use and reliance on the certificate, but not for indirect

damages, loss of interest on profits, moral damages, and punitive damages.

Unless otherwise specified in a court decision or arbitration award in force in respect of a
particular certificate, the amount of indemnity payable by SZCA and its authorized registration

authorities to all participants (including, but not limited to, subscribers and the relying parties) of
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that certificate in aggregate is limited to the following amounts (in RMB):

IEF R oA < b R
DV SSL iE+S 50,000 7t (RMB)
OV SSL iE+ 400,000 7& (RMB)
EV SSL iE+S 800,000 7t (RMB)
EV RESZAIES 300,000 7t (RMB)
Type of Certificate Maximum Amount of Indemnity
DV SSL Certificate RMB 50,000
OV SSL Certificate RMB 400,000
EV SSL Certificate RMB 800,000
EV Code Signing Certificate RMB 300,000

B EBRIBEETUEI A IR, TR rBL NN ZaHRNZ D, MAFERBR
TR SR 2 R N B R I AL

BRI A PRI B2 TR ST 5 AR PR A2 R AR R SR A3 e 4 ke ml b e LA 14
k. WEESRIEAST, BRI A SZCA $&38H R ST s 45 (5 5 13k
17 ANRAZIRAIE 1L 2 A RIFGE BT 70 il o 6T BRI 2 58 58 i 1) HoAth S A4 ) T A1
Ry SZCA X Tl W A2 PR 7 (RO 20 SRAN T I £

The liability for indemnity for each certificate is limited regardless of the cost of the digital

signature, the amount of the transaction loss, or the number of claim requesting parties, or the

amount of the claim.

The payment of indemnities within this limit is based on a court judgment in force supporting
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the claim or an arbitral award by an arbitral body. Payments are made in the order in which the
claimant files a valid adjudicative instrument or award with the SZCA, regardless of how the limited
indemnity is distributed directly among multiple claimants. SZCA does not indemnify other
requesting parties against the claims that exceed the indemnity limits after the limited indemnity has

been paid.

9.9 ¥%/f% Indemnities

1.CA HL#) )02 Indemnification by CAs

WP BT AT I RFEE BN SZCA 1R BEAIIAIEMR 55 1M 32 145 5%, 40 SZCA 22K W
B RKNETSGEF RIRGE KA AT AN AR B SZCA & B PR %tk . SZCA 1E1T
JHE BURMEASAN e B R LRI 00 T 28R WA ANSEIIEFS 5%, SZCA R MHE A Skt
TR S . W TRATHE=T7H, SZCA MZFEH =7 MK ST IZ I & R AT 20 0T, (HE
JeNLHT SZCA 2 MEARE RIS IR % 5 JEAT A B £ DA E

BT CA RBUFSEARRIEILZ Ak, CA RIS REN N TN AT H Y, I OR Y
Ho A 52 ML A B SE RS PR A HR FRAIE P 8 S R T AT A R BE AR . (HAE, X
ANIE I SN R A (RS R AL CA AR ROIE F 171 1 52 AR AT 2R G 453 3 B 2k, IS
FAIR B R LA Hh S N A (R B 7 1 R S 7 O AN (B AR AR T3 R A 2 B s
fE: (D CEHRESS, 5 (2) CgmAERIES (EERT =0 A CA R
WEKITEIL,  BUR SRR B R BEAR 2 R A B2 R RS 4R 5D o

SZCA shall indemnify the subscribers or the relying parties in accordance with these Terms
and Conditions for any loss or damage suffered by the subscribers or the relying parties as a result
of the certification services provided by SZCA, such as the issuance of a certificate with incorrect
content by SZCA or the delivery of a certificate to a subject other than the subscribers by mistake,
or the disclosure of the key caused by SZCA, or the issuance of a certificate with inaccurate content
by SZCA in the event that the subscribers submit incomplete or false application information and

are aware of such inaccuracy. Where a third party is entrusted, the liability between SZCA and the
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entrusted third party shall be allocated in accordance with the contract, but first, SZCA shall perform

all the liability for indemnifying the parties that suffer losses as required by this paragraph.

Except where CA is a governmental entity, CA shall defend, indemnify and hold harmless each
application software provider from any and all claims, damages and losses suffered by such
application provider as a result of the certificate issued. However, this shall not apply to any claim,
damage, or loss suffered by such application software provider as a result of a CA-issued certificate,
where such claim, damage, or loss is directly attributable to such application software provider's
software indicating that an untrustworthy certificate is still valid or shown to be trustworthy: (1) an
expired certificate, or (2) a revoked certificate (but only to the extent that the revocation status is
currently available online from CA and the application software fails to check this status or ignores

the indication of the revocation status).
23T P IR 54F Indemnification by Subscribers
A TINETZ 1, 1T SOARFEAH R 45 2% 5 45 D AT«

(1) T HIEEMHERR, 8o RRMIASE AR AERIERIEM R &N

SZCA. JEMMIA B 55— F 24 FH
(2) UETE B R A AR B A A 1R A8 I A @ AT SZCA S HAZBUUE P IR S A LA 5

(3) W B A G R TR  3B R, BNAAR] AR MR L 88 2R T VA E
KA SZCA K HAZRAIE SR

(4) VA XHEBAYIRICE R 2 A R Y8 i BAEAN 22 4 i) R G FIE TS, i AL 2
NI 4T gl

(5) RRALAEF AN, 58 SZCA L AUy 18 52 45735 17
(6) HFHEHHTARA CPs Mz e s0lL S5 VEH I, B0 RAESS A EE AR
1k AR AR B0

(7) UERHRE CEEEARTUEBRIYD Ha 75858 FES;
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(8) HAMbAT M EHEA A CPS B AHSRIRAERVE IS IE o

FET PR HAE B TER )G, B SZCA SEFR5E K m B ZAE T IR, a2z e+ 4 P
BATAREAS 5, B R A A RIEB A2 1, WiR SZCA %84 CPS HIMIEREATH
REEAE, MRIEPMS ™ AR TR P B 477K,

SZCA S5iT P2 M A A EEIE R, MWHIE .
The subscriber shall be liable for damages in any of the following cases:

(1) Subscribers who, when applying for certificate registration, intentionally or negligently
provide untrue, incomplete, or inaccurate application materials, causing damage to SZCA,

registration authorities, or third parties;

(2) Failure to stop using the certificate or notify SZCA and its authorized certificate service

provider in time when the certificate information is changed;

(3) Subscribers intentionally or negligently cause the leakage or loss of its private key and
fail to notify the relying parties, SZCA, and its authorized certificate service provider, knowing

that the private key has been leaked or lost;

(4) Failure to take effective security protection measures for the private key of the certificate
or use the certificate in an insecure system, resulting in the loss, theft, or leakage of the private

key;

(5) Improper delivery of the private key and certificate to another person for use, resulting in

damage to SZCA and the relying party;

(6) Use of the certificate for other purposes or business scope than those specified in this CPS,

or for illegal and criminal activities prohibited by laws and regulations;
(7) Use of a certificate while it is revoked (including but not limited to its expiration);

(8) Other circumstances in which subscribers' use of the certificates violates this CPS and
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related codes of practice.

During the period between the subscriber's request for certificate revocation and the actual
completion of the revocation of such certificate by SZCA, if such certificate is used for illegal
transactions or other related disputes occur, the subscriber shall bear the legal liability arising from
the related certificate disputes if SZCA performs the relevant operations in accordance with the

specifications of this CPS.

If the agreement between SZCA and the subscriber provides otherwise for indemnification, the

provisions shall prevail.
3. W7 I 574 Indemnification by Relying Parties

F PG R BUEOE TR, RAEKEEA CPS 4.5.2 Fl 9.6.4 4 MM 7 ST H0 L 25 5L
TEAT S L RS, T30 SZCA BUEE =T E M FR, HOBUTHxT Bk FAR R K

BEAT I

If the user fails to perform the duty of reasonable review and care in accordance with the norms
of sections of 4.5.2 and 9.6.4 in this CPS regarding the duties and obligations of the relying party
when using or relying on the certificate, which results in damage to SZCA or a third party, the

relying party will indemnify the said party for the losses.

9.10 EXMH 52 1E Term and Termination

9.10.1 BXHAR Term

A% CPS H KAz HAEIER AR SR R PR I RAS 5 X R A HY, 0BT ARCAS IR CPS
VI ) SZCA W3k T 3EREL, X BAARA NAM G178 50, B KA ) CPS H S UK IEIH CPS.

This CPS is effective from the date of release, and the version number and release date will be
detailed in the document. Please visit the SZCA website to download the latest version of the CPS,

without notice to specific individuals. The new CPS automatically replaces and repeals the old CPS.
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9.10.2 #IiF Termination

A CPS B HTEHUALE SZCA Z 1k HFIMEIRSS I K2 2RSS+ H TR LAE
PSSR A ER IR, R 2

This CPS and its updates expire when SZCA terminates the electronic certification service.
SZCA shall report to the Ministry of Industry and Information Technology and other competent

authorities sixty days prior to termination of service and make proper arrangements.

9.10.3 MBI IE 5148 Effect of Termination and Survival

FEA CPS Hhifh K it RS R ARSI FIRPBURIS&aR, BLAIE ) SZCA
WA SUE LA IR VTR 263K, FEA CPS &1L R VIR AR B RAFAE

The provisions of this CPS relating to audits, confidential information, privacy protection,
archiving, intellectual property rights, and those relating to SZCA's liability and limited liability,

shall remain valid after the termination of this CPS.

9.11 WZ&5FKAN5E% 57 iE Individual Notices and

Communications with Participants

SZCA N HAZRGEMHATE LD EFIEFH T, WnAE$Ear&al CPS i, SiEd &Y 7,
HE . HTFHREE. [SR0. MBEZE, ADNHEEET 7 KT . W BURH T s 78, el
iBIL SZCA KBk R 77" SZCA &) T ik SZCA Z1bFIAAI Y 55 A BRAF L

SZCA and its authorized registration authorities will notify subscribers and the relying parties
individually by appropriate means, such as telephone, e-mail, letter, and fax, if necessary, in the case
of early termination of the CPS. Subscribers or relying parties may also contact SZCA based on

SZCA's contact information to konw the handling of the business terminated by SZCA if necessary.
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9.12 15i] Amendments

9.12.1 BiT#EFF Procedure for Amendment

SZCA FHRGEEHIEI IR SMb 55 5LBr i 2, XF CPS WA BT & 2 e k.
#. CPS 5 /NHBF R /D FE—IKAK CPS, TTRILAT & ZGE R 470 1T 2R
HREB R, F76 CPHIER, FFa ARSI RS bR 2.

BAREITRE P VEFIAS CPS 1.5.4 “CPS #{tHEREFF 7. BT IRAS ) CPS H5dhk TR 8w, H
£ SZCA MM EAAT, B Az HEE

SZCA will make appropriate and necessary changes and adjustments to the CPS in accordance
with the requirements of laws and regulations and the actual requirements of the business. The CPS
compilation team reviews this CPS at least once a year to ensure that the CPS meets the requirements
of national laws and regulations and administration department as well as relevant international

standards, the requirements of CP and actual needs of certification business operations.

The amendment procedures are detailed in this CPS 1.5.4, "CPS Approval Procedures". The
revised version of the CPS will be filed with the Ministry of Industry and Information Technology,

published on the SZCA's website, and effective from the date of publication.

9.12.2 FHNLH]S5HIFR Notification Mechanism and Period

SZCA ARUBITA CPS HARATARIEN S, 11 H AL B AT —T7 .

SZCA TEM https://www.szca.com {5 B EHAFIELT WA, ABT JG 1 CPS 522 A,
HIEIT A CPS Az HiZiZ CPS A3 A% CPS IBltN AR HE, DMEESUSH CPS 5%
HKAREREAT o

SZCA TEN A LEN, BN AT P BT 1K, ATDCREUAE A L M55 4 77 301
R FARLE S UE B AR AR AT B b WERE, AR (RS HT CPS) K CPS.
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AV PEBITER CPS KAija 15 H ARG IR R I, MARESRZ CPS £
e

SZCA shall have the right to amend any term and clause in this CPS without prior notice to

any party.

SZCA publishes the revisions, and the full version of the revised CPS in the repository on the
website (https://www.szca.com), and the CPS is effective as of the date of publication of the revised

CPS. The processing of CPS modifications shall be subject to the clauses of the modified CPS.

SZCA may send a written (including electronic CPS) CPS by mail, email, etc. to the address
and email address submitted by the above parties in the certificate application process, if deemed

necessary or at the request of the subscriber or relying party.

Subscribers are deemed to be bound by the revised CPS if they do not submit a request for

revocation of the certificate within 15 days of the issuance of the revised CPS.

9.12.3 W MM b FBEHHK B Circumstances under
Which CPS Must be Changed

WA B FFEL, AU CPS BEATAET

1. CPS AR W AVE R HARSEANH B FIMIEAL S 7K

2. NI RGN K HERE R AR KT s

3. IR LR

4. BA CPS WL E kG,

5. CPS WA S EEINAHIAM IR . CA/B IRIZERCHT KA I ISHTE . WebTrust i 2R
R —
The CPS must be revised in case of:
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1. CPS disclosure processes, the scope of operations, technology, etc. do not meet the

requirements of the electronic certification business;

2. Significant upgrades or changes to the certification system and related management

specifications;
3. The requirements of laws and regulations and the competent authorities;
4. Significant deficiencies in the existing CPS;

5. Inconsistencies between the CPS content and governing laws and regulations, the latest

relevant specifications published by the CA/B Forum, and the WebTrust audit requirements.

9.13 i AP Dispute Resolution Provisions

SZCA. TEFAT P AR 45 SARTE BT IAE G B P A2 G il T 45 DL D SR
(1) WRHEA CPS HHE, WIFhTTHETT s
(2) H1 SZCA FHFHBI I DT 5 HiE N
(3) EWFRM oA REEAR T THEAT
(4) A5 SZCA SEMUAHIA CPS i M KT SRR AR, 32 SZCA VEMFTE
M N BRI
If SZCA, certificate subscribers, relying parties and other entities have disputes in the
electronic certification activities, the following steps can be taken for resolution:
(1)  Confirm the party to be held responsible according to this CPS;
(2)  SZCA's related departments are responsible for coordinating with the applicants;
(3)  If coordination fails, these parties should reach out to the legal authorities;
(4)  Prosecutions against SZCA or its RA over any disputes arising from this CPS should be

governed by the people's court in the place where SZCA is registered.

9.14 BE%#E1:1E Governing Laws

A RUE . RS 5SS B AR RNEBXS M) CPS BRI, BfEH. k. AR
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PEEES G, TR T Y BARER T a3 T (] 33 AR ] b FHAIE S, #B NG FAIE P& R,
RN SZCA K HyEMPLM B /ERL (FFrih) 32

Any dispute regarding the certificate, the certificate policy, and the CPS corresponding to a
specific type of certificate, including various disputes regarding its application, interpretation,
validity, etc., shall be governed by the laws of the place where the certificate is issued, i.e. the place
(domicile) where SZCA and its registration authorities are located, regardless of where the

subscriber or the relying party resides or where it uses the certificate.

9.15 5&EHBEEKFFE 4 Compliance with Applicable Law
SZCA A TR SN, YJRBEF A5 rhr A N REFE AN PRV 0 ] K A5 B 4 3 1 T i 22

SZCA's strategies comply with and conform to the laws of the People's Republic of China and
the requirements of other competent authorities such as the Ministry of Industry and Information

Technology.

9.16 —H& %% Miscellaneous Provisions

9.16.1 52¥ i Entire Agreement

A% CPS KB ASERTHI 5 1Z AR i el kBB . ke, JFEAT I RS
AR R P Y SZCA 5% 772 53 Z B 1) 52 Bl

This CPS shall supersede the previously written or oral statements, explanations, and
interpretations relating to the subject matter and, together with the Subscriber Agreement, the

Relying Party Agreement, and other supplemental agreements, shall constitute the entire agreement

between SZCA and all participants.
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9.16.2 ¥ik Assignment

A CPS HHHLE IV SEAR % J7 FOBCRIRN L 55, NG BEATHeik, %07 9 AR e
FRIAH SR 2 HEAT
If the rights and obligations of each party of the certification entity specified in this CPS need

to be transferred, each party shall do so in accordance with the relevant provisions of the law.

9.16.3 &4 Severability

UIRA CPS HAFAT 46 3R B 1 T-15 SZCA FITAEES 5l X IR 7 A SR T 1 1 A
ToREA BHAT JI0F, SZCA P LATEBARAL B R JE RABIT 1% 463K, MIH4kEa 2, HARH
AL

TE AR H AR HE A2 4T 5 1 CPS EE SR 2 K UE P2 AT, SZCA ¥ K Ik S A A
question@cabforum.org, B4 CA/B &1 CPS FF BT IS S, FHEMfIAH Calk = A JLlR:
B FNAFAE T8 A % 51 3K (https://cabforum.org/pipermail/public/) -

5 CPS il 2 i Hfm (i 2%, 5 CA/B 1211 Baseline Requirements 25Kt 1504,
A% CPS H5 ARG AT SZCA VP55 #- A (AR AN TR 4R 4L3E FH . SZCA [RIE Xl 55 45
VEREAT RS %E, X CPS MIMEIT, Kilil CA/B B IZ A KR AE 90 KN 578 o

ASY

In case any clause or provision of this CPS is held to be unenforceable or invalid due to any
conflicts with the laws of any jurisdiction in which SZCA operates, SZCA may modify any
conflicting clause or provision to the minimum extent necessary to make them continue to be valid,
and other clauses and provisions will remain valid without being affected.

SZCA will (and prior to issuing a certificate under the modified requirement) notify the
CA/Browser Forum of any modified content in the CPS by sending emails to
question@cabforum.org, and confirm that it has been posted to the Public Mailing List and is
indexed in the Public Mail Archives available at https://cabforum.org/pipermail/public/.

If the laws under which the CPS was formulated are invalid, or the specifications such as the
CA/B Forum's Baseline Requirements are modified, any related adjustments to SZCA's business

operations in this CPS will no longer apply. SZCA's related adjustments to business operations,
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revisions to the CPS, and notification to the CA/B Forum will be completed within 90 days.

9.16.4 E#|3 4T Enforcement

SZCA FEH, FUETT T« MHT 55 SEACOR AT AS CPS LI g , AN NS ARs
RAPAT Z I AR E -
SZCA declares that if the subscribers or relying parties did not execute any item within this

CPS, it should not be considered that they need not be executed in the future.

9.16.5 ANA]$Hi /7 Force Majeure

SZCA AR e KoK MR AERAEBR . T BB o 3 AMLHAR AN AT 47t
JIHEAEpTE A CPS MUE IR DT S . SEIRBRICIE EAT 1157 -

SZCA is not liable for any breach, delay, or inability to perform its warranty obligations under
this CPS caused by war, plague, fire, earthquake, infectious disease, Internet hacking, viruses, and

other force majeure events.

9.17 H'B2&FX Other Provisions

SZCA Xt CPS 6 & fRBAL

SZCA has final interpretation rights to this CPS.
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