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1. #BFEHRIIA Introduction

1.1 #EiAR Overview

RINCA, PRI B 7552 2IEHEHE A A7 (Shenzhen Digital Certificate
Authority Center Co., Ltd., ZEXfHE  “SZCA™), ML T200058 ) . RIICAT20064E8 H
i ARG E A PR AU B CR A IE IR A B S VF AT IE D, - T-20074E10 H 3k
3EAE B MR 1) CHFIAIERR S VERTIE ) H 12010511 H @ik [ 5% 004 B R i1
B2 L E RS RE ) 0PAG, 201240 DA B k%, 0l AR PSS . BAERGH T
WIEMRSS B0, H EIRIRSS 5538 4 T4 ROHN

ARSZCA L FRIGAT AR & L F U AENL % M (SZCA Global Trust Certificate Certification
Practice Statement, LA NFFR “ACPS™), 4 [HI#RSZCATER M H 7 INUEIR 55 1L v Pr i 706
(IR B I, R L AIE IR 25 A 55 5 5 3 BRI A ST, Xt T SZCAUE T IR i3k 55
HiA . BUR LS5 77 TH o 7 B R I

ACPSHME CA/B GEBHUMEREE) Win A RBRA K (ARTTEIEHS L
HFLAER ), (R LIRS RN AL Z0K) . (EVIE B E HAE SAEND) . (EV
RS2 UE P25 R ANE B FHEN) . Adobe FRGEA R R A M BT AR AATL (Adobe A H]
S ARSI MEAR R . Keweb trust B VT HITE AR O BER IEAT 25 8 A1 HLA A Al (54 HIE 1,
FEH LR I R AR (I ARAIE 1T CPS, W1 A CPS 5 CA/BE 12 K AR (M S hR e HEE R 4 3K
AA—EHTT, U LLCA/ 2% 1 5 1F 2R A B IV [ P 25 A

ACPS AU AFLIRSZCARNL ST 2B &S, FFRMFER T W7 RHAb g T
WIETEZENZ 577 . I RIS SN 2 575, #R L 20056 B AR AT A CPS HLE R 263K
P BEAT AR AN A& SH 55

SZCAIE T &5 Mk R
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SZCA HTiHA SZCA ROOT CA (RSA) FISZCA SM2 ROOT CA (SM2) 2/ M HRIEHS, SZCA

AZERANEHRCAIESS

1.SZCA ROOT CA

SZCAROOT CA 573 ARSA, ZHKE N 4096 bits, &8 MH L CA iE+, HA:

(1) SZCAEV SSL CA , 4K FE N 4096 bits, 25K B 4K F NRSA 2048 bits. 3072 bits «

4096 bits/FEV SSLIR % #2240 i

(2) SZCA OV SSL CA , ZHHK A 4096 bits, 25 %% %550 K- B WRSA 2048 bits. 3072 bits «

4096 bitsftJOV SSLAR 55 25 20F P ;

(3) SZCADV SSL CA , ZHKJE N 4096 bits, 25K Z44KJE HRSA 2048 bits. 3072 bits

4096 bits[AIDV SSLIR S 22 2K4F i

(4) SZCA EV CodeSigning CA , 4K EN 4096 bits, 25k %K WRSA 3072 bits.

4096 bits I EVACIS 2 4 E 1S5

(5) SZCA CodeSigning CA , KN 4096 bits, 2K % 47K E NRSA 3072 bits. 4096

bits RIS ZE 44 4E 1

(6) SZCA Secure E-Mail CA , 4K JE N 4096 bits, 25Kk 5K NRSA 2048 bits. 3072

bits . 4096 bits 1 H, 7 HEA2EE

(7) SZCA Overseas CA , Z4AKJE N 4096 bits, 25k %40 K NRSA 2048 bits. 3072 bits

4096 bitsfEE N NIEF . HUIET . & &IE;

(8) SZCA Business CA , Z5HK A 4096 bits, 25k 245K HRSA 2048 bits. 3072 bits «

4096 bitsFL 5N ANEH . HUIET . & &IE.
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2.SZCA SM2 ROOT CA

SZCA SM2 ROOT CAMIEEANSM2, N %6 CALETS:

(1) SZCASM2 EV SSL CA, 2K SM2EIVEHIEV SSLARSS 28 2K1UE 15

(2) SZCA SM2 OV SSL CA, %k SM2EIEIOV SSLAR 55 #5 ZRE 15

(3) SZCASM2 DV SSL CA, %k SM2EEIDV SSLAR 45 #5 ZRE 155

(4) SZCA SM2 Secure E-mail SSL CA, %5 % SM2 5k 1 H T-HB 4F 230

(5) SZCA SM2 Overseas CA, 25 &K SM2EEIEESEAS NAEH . FIMIEDS . W&IET;

(6) SZCA SM2 Business CA, 25K SM2ELERNL SN NEFH . HIMIEDS . &&IUE+ .

Shenzhen Digital Certificate Authority Center Co., Ltd. (hereinafter referred to as “SZCA™)
was founded in August 2000. SZCA has passed the examination in August 2006 and obtained the
Permit for Use of Cipher Codes for Electronic Certification Services issued by the State
Cryptography Administration (SCA), and obtained the Permit for Electronic Certification Services
issued by the former Ministry of Information Industry in October 2007; and has passed the
assessment of e-government electronic certification service capability of the State Cryptography
Administration in November 2010 and passed the review of the Ministry of Health in 2012, and
obtained the electronic certification service qualifications for e-government and health system

respectively. The above service qualifications are still within the validity period.

The SZCA Global-Trust System Certification Practice Statement (hereinafter referred to as
the “CPS") fully describes the specifications and guidelines to be followed by SZCA in the
provision of electronic certification services as well as the responsibilities of the participants
involved in the electronic certification services. It is the statements and descriptions on the

activities, technologies and rights & obligations of the SZCA certification services.

3
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The CPS complies with the latest version of the Baseline Requirements for the Issuance and
Management of Publicly-Trusted Certificates, the Baseline Requirements for the Issuance and
Management of Code Signing Certificates, the Guidelines for the Issuance and Management of EV
Certificates, the Guidelines for the Issuance and Management of EV Code Signing Certificates
published by CA/B (Certificate Authority and Browser) Forum, the technical requirements in the
latest version of the Adobe Approved Trusted List (AATL) published by Adobe Systems
Incorporated, as well as relevant requirements in web trust audit norm to issue and manage the
publicly-trusted certificates, and will continue to revise the CPS in accordance with the issued
versions. In case of any inconsistency between the terms of the CPS and relevant standards and
specifications published by the CA/B Forum, the specifications officially published by the

CA/Browser Forum shall prevail.

The CPS not only strictly restricts SZCA's business operations, but also applies to subscribers,
relying parties and other participants in electronic certification activities. All participants in
electronic certification activities must fully understand and implement provisions of the CPS, and

thereby exercise their rights and obligations.

SZCA certificate structure system:

SZCA currently has two root certificates: SZCA ROOT CA (RSA) and SZCA SM2 ROOT

CA (SM2), and SZCA does not issue any external subordinate CA certificate.

1. SZCAROOT CA

SZCA ROOT CA adopts RSA algorithm with a key length of 4096 bits, and includes eight

subordinate CA certificates, in which:

(1) SZCA EV SSL CA with a key length of 4096 bits is used to issue EV SSL server certificates

with a key length of RSA 2048 bits, 3072 bits and 4096 bits;
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(2) SZCA OV SSL CA with a key length of 4096 bits is used to issue OV SSL server certificates

with a key length of RSA 2048 bits, 3072 bits and 4096 bits;

(3) SZCA DV SSL CA with a key length of 4096 bits is used to issue DV SSL server certificates

with a key length of RSA 2048 bits, 3072 bits and 4096 bits;

(4) SZCA EV CodeSigning CA with a key length of 4096 bits is used to issue EV code signing

certificates with a key length of RSA 3072 bits and 4096 bits;

(5) SZCA CodeSigning CA with a key length of 4096 bits is used to issue code signing certificates

with a key length of RSA 3072 bits and 4096 bits;

(6) SZCA Secure E-Mail CA with a key length of 4096 bits is used to issue email certificates with

a key length of RSA 2048 bits, 3072 bits and 4096 bits;

(7) SZCA Overseas CA with a key length of 4096 bits is used to issue cross-border personal
certificates, organization certificates and equipment certificates with a key length of RSA 2048

bits, 3072 bits and 4096 bits;

(8) SZCA Business CA with a key length of 4096 bits is used to issue business personal
certificates, organization certificates and equipment certificates with a key length of RSA 2048

bits, 3072 bits and 4096 bits.

2.SZCA SM2 ROOT CA

SZCA SM2 ROOT CA adopts SM2 algorithm, and includes six subordinate CA certificates:

(1) SZCA SM2 EV SSL CA is used to issue EV SSL server certificates of SM2 algorithm;

(2) SZCA SM2 OV SSL CA is used to issue OV SSL server certificates of SM2 algorithm;
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(3) SZCA SM2 DV SSL CA is used to issue DV SSL server certificates of SM2 algorithm;
(4) SZCA SM2 Secure E-mail SSL CA is used to issue email certificates of SM2 algorithm;

(5) SZCA SM2 Overseas CA is used to issue cross-border personal certificates, organization

certificates and equipment certificates of SM2 algorithm;

(6) SZCA SM2 Business CA is used to issue business personal certificates, organization

certificates and equipment certificates of SM2 algorithm.

1.2 R4 E#71R Document Name and Identification

A CPS ZHN (GARYII CA RFRIEAEAA R BT YA AN ), FEC 4 HRN Shenzhen CA
Global Trust Certification Practices Statement, {##% SZCA CPS. A CPS.
The name of the CPS is the Shenzhen CA Global-Trust System Certification Practice

Statement (SZCA CPS for short).

1.3 BFiAIEES)Z 53 PKI Participants

1.3.1 BEFIANEARSHLM Certification Authorities

SZCA, TENEEHE =T i MERSSHL, TSTEBEk . BH. mASIEAEH,
RUGESEW. IEHRAH COREBHEESIRBCRL) KA. UL SRS E % AR

As a legal third-party electronic certification authority, SZCA is responsible for certificate
management including certificate issuance, renewal and revocation , certificate status information
services, release of certificate blacklist (also known as certificate revocation list or CRL), and

certificate policy formulation, etc.
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1.3.2 EMAHLI Registration Authorities

SZCAIVEMALI (Registration Authority,fEiFR “RA”™) 0T FUEH I iEZHE ., %
(EIEHMARIRS SR MEH, RASZCAIERBERUR KNS S, AL &

Aty (RA). IEPARMSZH S (LRA) .

Registration Authority of SZCA (hereinafter referred to as the “RA”) is responsible for the
acceptance, review (including identification and authentication) and management of certificate
applications for subscribers, and is a business branch duly authorized by SZCA, including the

Certificate Registration Authority (RA), Certificate Local Registration Authority (LRA), etc.

1.3.3 iJ ° Subscribers

PR SZCA HHFIERMSER, WH NN . AR SIEHE R E
FRYSEAA, A B BN (1 2 BGER AR A t % L Bk RS SR T2 Al AR I A B 4 o

A subscriber is an entity that applies certificates to SZCA and can be an individual or an
organization. The subject of the certificate is the entity which the certificate is bound to, including
infrastructure components such as routers, firewalls, servers or other equipment for secure

communication.

1.3.4 /K35 75 Relying Parties

R TR TS B A S PE M AR S S S CdE B0 A5 2 88D
T ESEE, IR IEREAT L S E s A sefk . OB AT DURAT . ] AAZIT 7

A relying party is the entity that acts on the authenticity of relevant facts (including identity
and information data) and the behavior proven by the certificate or its electronic signature. The

relying party may or may not be a subscriber.
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1.3.5 HEMh= 52 Other Participants

Hfth 215 % S 469 SZCA 1L T-AAIEE B B 5 R 55 i HAt 92 o
Other participants refer to other entities that provide relevant services for SZCA's electronic

certification activities.

1.4 iEFM A Certificate Usage

1.4.1 & E&WUEFH M Appropriate Certificate Uses

SZCA HIVT IS TT AT 2 R FE P T o o7 7 45 S AR 2L e, LASKHL &
By NIE HITAE 4 . SCHACR a2 H 0, IR Um0 ELIB £ B AL 007 5 i Ve
FNEL S AR A B e B M R OR 25 1

VTP AT DUMRR SR s 22, 8 32 AN D SR P AR S 538 R IE A5 28, ASTR] RIE S B AN
[7] FRY L FH Y o

SZCA's subscriber certificate can be widely applied in e-government, e-commerce and other
social activities to achieve the purposes of identity authentication, electronic signature, key data
encryption, etc., as well as to ensure the validity and authenticity of the identities of both parties

transferring information on the Internet and the integrity and confidentiality of the information.

Subscribers can independently judge and decide to adopt appropriate certificate types

according to actual needs, and different certificates have different application scopes.

1.4.2 [R #] Sz 2% 1k ) iE 5 B B Restricted and Prohibited

Certificate Uses

SZCAZE R MIAE P 2% 1B T TAT A 3 e [ 500 . VAR EOR B X 2 2 HIE T, AR
MFSZCASIT A€ RUEF 25 N a5 00 ey thad i e R T 7 B AT 7R 48
B RUEAS AR A BERH FHEF AR I £ B 0 iE & I i, 1T B R E A AR IE

8
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o R b AT 1 PR o SR 9 Fe T R A (1A RV E B o T L B A, W SRS 505 AN
HRZE HXHEBRI N T A CPS IRZE MM AIVEHEL A ZARCPSHITRY .

UEAS AN L 9 240 £ ey o 28 VR B s AT B R IRAT v, AN L R AT AR AT
(AR A d PRORE R Y A ETi by I5 28

BeAk, EBA R ATEM T AR T a5 b il s, s 1%
KUK &, s AR LR LA S ATEGE IR AR S, 2 A2l i) R 40 sik 4
R ARG T, BEOVERMEM s AT e R BO0T . N G535 B0™ A ST RIA .

The certificate issued by SZCA is forbidden to be used for any violation of national laws and
regulations or damage to national security, nor shall it be applied to the prohibited application scope
for certificates agreed between SZCA and the subscribers, otherwise the legal consequences
incurred thereby shall be borne by the subscribers.

Various certificates can only be applied to the appropriate use of the subject identity
represented by them, and the key use of the subscriber certificate is limited in the certificate
extensions. However, based on that the validity of extension limit depends on the application
software,if the participant does not comply with the relevant agreements, and its certificate
application exceeds the application scope limited by the CPS, it will not be protected by the CPS.

The certificates are prohibited from being used for phishing attacks,fraudulent websites or
other malicious criminal activities ,and releasing a program that contains or is suspected to contain
malware.

In addition, the certificate is not designed, intended, or authorized to be used for control
equipment in hazardous environments, or for occasions where failure prevention is required, such as
operation of nuclear equipment, navigation or communication systems of spacecraft, air traffic
control systems or weapon control systems, as any failure of them may result in death, personal

injury or serious environmental damage.
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1.5 KESE HE Policy Administration

1.5.1 SREE N EEHL# Organization Administering the

Document

RAE AL E, SZCATRE “SZCA-CPSHIE K E/NA” 75T CPSHIARH . TEM. 4
PR . “SZCA-CPSHME K JE/INH” A FIES N RAIEAR N R ik, 75T ARCPSIHH %
B TAE, AR —MEAZT K& 57 RASCPS S AH O SR 58 ) %5 0f) TAE .

According to relevant laws, SZCA designates the "SZCA-CPS Policy Development Team" to
be responsible for the draft, registration, maintenance and update of CPS. The "SZCA-CPS Policy
Development Team" consists of legal and technical personnel of the Company, who are
responsible for the daily management and maintenance of the CPS, including general amendment,

and consultation on the CPS and related documents.

1.5.2 BR& A Contact Person

A% CPS IR AR, A2, BEIMSE, 155 “SZCA-CPS HME R JE/INAL” B R

AT BRI L7 95 2 4 E 155 P IR A W] SZCA-CPS K K e /INAL

HLTE: 0755-26588388

LTI :  kfzz@szca.com.com

IS 2 M1k« RN A FH DX MR AT £ A X LR 10 5 22AKOKJE 9 J2 011024 03, 04-1.
06, 07. 08 5 J5[518057].

Please contact the SZCA-CPS Policy Development Team in case of any questions,
suggestions or doubts related to the CPS:

Department: SZCA-CPS Policy Development Team of Shenzhen Digital Certificate
Authority Center Co., Ltd.

Tel.: 0755-26588388

10
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Email: kfzz@szca.com.com
Mailing address: Room 01, 02, 03, 04-1, 06, 07, 08, 9/F, Cuilin Building, No. 10 Kaifeng

Road, Mailing Community, Meilin Street, Futian District, Shenzhen, China [518057].

1.5.3 ¥E CPS & K& FIHL# Organization Determining
CPS Suitability for the Policy

“SZCAIZE A H/INA” FHHLCPS (B8 B AT A XA FICPS) . HRECPSER
TFE %ok NEAE S SR [ B i U SR ML ;. ISZCAR BB PR B, A% o AR N G2 A2 A ot ) 2H 3%

The "SZCA Operational Safety Management Team" is the highest decision-making body to
approve the CPS (including all versions of all types of CPS) and determine whether the CPS is in
comformity with the corresponding certificate policy; and it consists of SZCA senior manager,

core technical personnel and legal counsel.

1.5.4 CPS #t#EFEF CPS Approval Procedures

“SZCA-CPSHRIE K /N 7 B B AMETT CPSIE i e f (BRCPSIEIT N, FHE
REFITHFTNEIN, BBl —8E s B GE T e, e AR AR A 5 T2

“SZCA-CPSHEME K JE/NA” ML ERGIRSE “SZCAIZE ZRE /N H . Ziz/
A BGEE S, A RATCPS . R ATTE RN AT AR HE, ELHFEE AR T 1 L A A F 15
P EAER R BEIRAS . KA TAEH “SZCA-CPSHEMS & /N7 Pl A58, IF
¥ “SZCAIZE Z M /NA” HAtE N L CPSHLT IRAFRY .

A CPS BAFEZEMEIT . B —IR, FFig LR RIES L. & FIF AL E. W
HE, MRS . SEPRATR ] AR ] BT ek

CPSAIF R ATAESZCAK)E Mhttps:www.szca.com, B8 I HAt 75 50 P S ik B kA

11
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Hitd, SAE AL CPSAZ0 5 M vl ECPSIRFF—E, “SZCA-CPSHRIE K &/ 154K

IRECPS A AT 2 H i =+ H N 1A T AME A& 5

The SZCA-CPS Policy Development Team is responsible for drafting and revising the CPS to
form a discussion draft (or CPS revision), soliciting the comments of the heads of various
departments, forming a draft for review after discussion and amendment, and finalizing the text

format and version number.

The SZCA-CPS Policy Development Team is responsible for submitting the final draft to the
SZCA Operational Security Management Team for review. The CPS shall not be published until it
is reviewed and approved by the SZCA Operational Security Management Team. The CPS shall
be published in the form in accordance with industry standards, including but not limited to online
publication and written submission to customers or partners. The SZCA-CPS Policy Development
Team will complete CPS publication in coordination with relevant departments, and archive the
approval opinoins of the SZCA Operational Security Management Team and the CPS electronic

version.

The CPS is revised and updated at least once a year and then submitted for approval, filing and
publication for implementation in accordance with the above procedures. If there is no change,
SZCA will progressively increase the version number, and update the release time, effective time

and revision history.

CPS is publicly published on SZCA's website https:www.szca.com or otherwise provided to
users. The CPS provided in all forms must be consistent with the CPS on the website from the
date of publication, and the "SZCA-CPS Policy Development Team" is responsible for filing with
the Ministry of Industry and Information Technology within 30 days from the date of publication

of the CPS as per laws.

12
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1.6 & X M45E Definitions and Acronyms

R1LI-EX5%4E
FE T PIE S BERAFED . SHIEBEHENE =P

HL T IAIEAR S5 B
TEAHLAL RAMIATT P, #2527 7 HEARL, ST P ARE, 21T 7 ICARL
2 AR HE . B R EAE S.
B e+ LCARTEL BT EIEB M E S0 A IHE B AT EH I
TICAE
DA R IEFS (1 SE 4K
A5 BT RHER B BT A K EBNEA RIEIA
SR NI KT CANUIXHIEFS B P55 i 4o 2 i o 0T F) e B B0 P e 45 A
FL/CPS RNEANE 53R E S B A, AR EROR . B TUE. RS54
LI N .
NARB TR A4 B, FRE CARE A AR IEFS A7 R4 il 5T 4 0 4

EFS e (fF
MR AN RZCAPEAE R 53K .

B> #3%/
CRL
FELRAE IR AS PSR A, A EHFIERIREE R
Bhril/ocsp
LDAP BREQHHFUIRPNG AT AR NEETE T TR A
IER
NG| fmB SRR EN, FTATFI AT T3 f O N AL
BT . A TP RS g 507 0o 30t 5 B HEAT N,
I LAXT B (R FABHIEAT A 2%
L LB E RN B EREEY, THTHER TS,

IR AT AR B 577 30, 0 i SHLR N 22 B0 8 R SO B A5 SR AT AR
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SZCA BRONTH o735 95 2 A IE A B IR A W) (Shenzhen Certificate
Authority)
CPSHRMS K JE /N HISZCAMEAT I STCPSHIgw] . BT H i 4Ei & 8 5 B4
i,
SZCAIZE %48 FHSZC AT (1191 5T SZC A I CPS/CPAZAE [ Wi B HARAT 4141
H/NH
SZCABEZE P 5 S CAMICP. WEBURINCAE IO IIEf T, B
CPSHATHIM . RIfLs
SZCA RS # 57 ot MEMAEF CARGIHEMN RS, K& CAMSS A
AR, KA
SZCAE B FETFNUET G &R E .
SZCA® % it 15 B E T G 5 B
SZCAE il 7 F BT E - RS HE RS .
SSLiE-f T B DA R AR A (0 B AL S IR DA R A &
B RIUES .
ARG 44 11 SHRIIHF R 'S RATNII S BTN R 2R ESS, G
NHTXRISEATR 4, RIS e B, Btk
T 531 4 BAUEB F AL, AT R PR, ZARFER
WAT P By B SR AL A TR
PKI NS (Public Key Infrastructure) o
PKCS NHEERS AR (Public Key Cryptography Standard ).

Table 1.1 - Definitions and Acronyms

Certification

Authority/CA

A third-party organization responsible for subscriber identity

authentication, issuance of public key certificates and management of
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certificate keys.
Registration RA accepts subscriber application materials, reviews subscriber
Authority/RA materials, and transmits certificate application, approval and management

information between subscriber and CA.

Digital Certificate

Electronic documents with CA digital signature containing the public

identity information and public key of the users of the digital certificates.

Subscriber The entity applying for certificate.
Relying Party Person engaged in relevant activities relying on trust in certificates or
electronic signatures
Certification Statement on detailed operating specifications and business operating
Practice practices of the CA for the whole life cycle management activities of
Statement/CPS certificates and keys, including certification technology, legal
responsibility, certification business and other aspects.
Certificate Also known as the blacklist of digital certificates, it refers to the list of

Revocation List/

CRL

certificates with signature of the CA that are revoked before the expiration

of the validity period of the certificate and are no longer trusted by the CA.

Online Certificate

Status information of digital certificates for real-time query and

Status check.
Protocol/OCSP
LDAP Lightweight Directory Access Protocol for query and download of
digital certificates and digital certificate revocation lists.
Public Key Keys generated by mathematical operations that can be published and

used to verify the digital signatures generated by their corresponding
private keys. The public key can encrypt files and information according to

its operation method and its corresponding private key could be used to

decrypt.
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Private Key Keys generated by mathematical operation and kept by the holder that
can be used to produce digital signatures or to decrypt files or information
encrypted by their corresponding public keys according to the operation
method.
SZCA Shenzhen Digital Certificate Authority Center Co., Ltd. (Shenzhen
Certificate Authority)
CPS Policy Organization appointed by SZCA for the compilation, revision, daily

Development Team

maintenance, management and consultation of CPS.

SZCA Operational
Security

Management Team

Organization appointed by SZCA for approval and implementation

supervision of SZCA CPS/CP.

SZCA Super Role responsible for implementing the CA CP, setting or adding the
Administrator CA administrator, verifying the audit records, and managing the CPS
implementation.
SZCA System Role responsible for installing, configuring and maintaining the
Administrator software and hardware systems of the CA system, as well as starting and
stopping the CA server.
SZCA Entry Clerk Role responsible for entering the information submitted by the
certificate applicant.
SZCA Reviewer Role responsible for reviewing certificate application information.
SZCA Certificate Role responsible for generation certificates for certificate applicants.
Maker
SSL Certificate A certificate issued by confirming the applicant's ownership and

control over the domain name and authenticating the applicant's identity.

Code Signing

Certificate

A certificate issued after identity authentication of the code developer,

writer and issuer, which is used by the applicant to sign the codes and
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ensure the integrity and authenticity of the codes.
Distinguished Legal name used to uniquely identify the subscriber name in the name
Name/DN domain of the digital certificate subject, which shall reflect the true identity

of the subscriber and have practical significance.

PKI Public Key Infrastructure.
PKCS Public Key Cryptography Standard.
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2. EEBERAEREE E H Information

Publication and Administration

2.1 15 B FE Repositories

SZCA {5 BJERXIANATFHME B, B R T P BAE N H &7 345 B RS .
SZCA EREAIEEARRTLLTFHNA: iEH. CRL. CPS. iFPBIRE VML FARSZEFM.
SZCA Mukifs B LS SZCA ANE KR ATNIE B - SZCA {5 B FER 1T https:/www.szca.com BX

SZCA 1BE NI E Vi &),

SZCA repositories are public repositories that provide information services for subscribers
and relying parties of certificate application. SZCA repositories include, but are not limited to:
certificate, CRL, CPS, certificate service protocols, technical support manuals, SZCA website
information, and information published by SZCA from time to time. SZCA repositories can be

accessed and queried by https://www.szca.com or other methods specified by SZCA.

2.2 AIEE BB K A Publication of Information

SZCA TE'E J7 Wik https://www.szca.com KA{E B E, ZMuli2 SZCA KA A 1E B &
EENE Y UNE TSR

SZCA [¥] CPS LLJAHIRIMBORSIRFE B4 4E SZCA Mk B A . M/ AliEd SZCA
Wt SRBGIE 5 A5 B AN RAIE AR, IEH R SERRESE B i@ OCSP k%5 &ifl .

[FI, SZCA Rt 2 MR 4fE 75 ZERBOH A AT R R Bt AT (5 B AAi

SZCA publishes the repositories on the official website https://www.szca.com, which is the
most primary, timely and authoritative channel of SZCA for publishing all information.

SZCA CPS and relevant technical support information are published on the SZCA website.

The information of certificates and the certificate revocation lists can be obtained by user on the
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SZCA website; And the real-time status information of the certificate can also be queried through
the OCSP service.

At the same time, SZCA will publish information in other possible forms when necessary.

2.3 RATKIFTE]ELAZ Time or Frequency of Publication

VT PE B2 R EGE Mg, 8L E 77 Wk B SPEAE B FICRL A AR . CRLAJ L SZCAR)
B R4, CRLE M N24/M, CRLIIA RIA T2/ s Rk G LR, tHR] N KA i

HTCRL.

EEZAMEN T, SZCAT LLEAT ¥ EUE A CRLI K AR B o SZCAREFKAT— IR
TFINEIR S A FICAIEBHES 7 (ARL).

2T HA R EE A S A AR AT HIAE S, AT AN A TA] S RN
SZCABATHRIE, (HSZCAMIME B A AT K A8 F ZE LI E, I ORE A A S B AT N2
1L NP G

When the subscriber certificate is issued or revoked, the certificate and CRL are
automatically published on the official website. CRL can be downloaded through SZCA's official
website. The CRL update cycle is 24 hours and the validity period is 72 hours. In special cases, the

latest CRL can also be manually published.

In case of emergency, SZCA may choose when to publish the certificate and CRL at its own

discretion. SZCA releases CRL of CA (ARL) every year.

For other information to be published to the public through the repositories, its publishing
content, publishing time and frequency are at the discretion of SZCA, on the premise that the
information publication of SZCA will comply with the provisions of national laws and regulations

and be immediate and efficient.
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2.4 {5 BEVM#EH] Access Controls on Repositories

SZCAfE B IE BAER AN AT RATK, AR NARENE AP, XX (5 21 R i
ANEEAE AT PR o

SZCAMEAE U5 il LI AN 22 4 B v i, ORIER A2 SASZCATAE N 514
REHE . IBUMKASZCAGEETHMEE . I HARBPGRIER#RAE H & i3 HAA R

it

The information in SZCA repositories is publicly available. Anybody can read the relevant

information, and there are no restrictions on the read-only access of such information.

With information access control mechanism and security audit measures, SZCA ensures that
only authorized SZCA personnel can edit, modify and publish information in the repositories. In

addition, operation logs and records of authorized operations will be kept for audit.
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3. B4 tniR 5 % 5| Identification and

Authentication

3.1 #74% Naming

3.1.1 AFRER Type of Names

SZCA MUK WHCFAET, &8 MR N RNIE 1T P AR 4« E-B A # b iR 44,
PL# 7 44 (Distinguished Name) JE B & EUEP BAAN, RUEBHAH IME—R% 4 . SZCA
PHEFRF S X.509 b, 73 EC4GiE B4 & SR B 4, KA X500 priEdr 4772

BT SSL RS 28iE 5, g I 44 5 1P ik #7R b 2 3= i ) 42 vh, 17738 44 L A —
AN HEAE 25 U 44 T 3 44 B TP ik . 3P T EV SSL UEFS, 344 A fE A A B 757 3
A0 1P Hbodl .

The digital certificate issued by SZCA contains the subject DN of issuing authority and the
certificate subscriber. The identification name of the certificate holder is contained in the
certificate subject in the form of distinguished name, and is the unique identifier of the certificate
holder. The SZCA certificate complies with X.509 standard, and the distinguished name assigned

to the certificate holder entity adopts X.500 standard naming method.

For SSL server certificates, all domain names or IP addresses are added to Subject
Alternative Name, whereas the Common Name must be a domain name or IP address that exists in
Subject Alternative Name. For EV SSL certificates, the Subject Alternative Name cannot contain

wildcard domain names and IP addresses.

H3.1-SZCAUEAS AR AL ) A i 531 44 i 44 AL
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JE ()

[Ex (C) CN

ML (0D Shenzhen Digital Certificate Authority Center Co., Ltd.
w4 (CND CA 7k

Table 3.1 - Naming Rules of SZCA's Subject DN

Attribute Value

Country (C) CN

Organization (O) | Shenzhen Digital Certificate Authority Center Co., Ltd.
Common Name | Name of CA

(CN)

R 3.2-SZCA UEASTT P ) FE AR 3R 591 44 A 44 )

JE 1 ()

HZx (O CN

B (S WP PTEAE Gy (AT

HiIX (LD VP FTAER T (RT3

GIRANCe) XA WENRITT P, AT P BT EN 2 75

BT (OU)

AT BL A AT e A
T PR AP )
SR 5 0 SRS

I (BD

PR IR AR (AT

WH% (CND

R AG/IP 1T AL RREREA AT R (1 4 FR

Table 3.2 - Naming Rules of SZCA Certificate Subscriber's Subject DN

Attribute

Value

Country (C)

CN
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State (S) The state where the subscriber is located (optional)
Local (L) The city where the subscriber is located (optional)

Organization (O) | The name of the organization where the subscriber is located for those

subscribers with a defined organization;

Organization Unit | May contain one or more of the following:
(0OU) The specific department of the organization where the subscriber is
located;

Other text describing the identity or certificate type;

Email (E) Email address of the subscriber (optional)

Common Name | Domain name/IP, or name of subscriber, or other identifiable names

(CN)

312 N EZ B X 1 B E R Need for Names to be
Meaningful

SZCA ¥ F DNIIUCR AR R IIE 15 344 S uE 528 e # SE4R, DNIH [ 2 Fk A — e AR
RO, AT LAS A FIE 5 1 B & SR 1) B 4 B R A B AR OG . IE B AR RR, #iR T 51T
TR HUE TS AH SRS B

SZCA uses the distinguished name (DN) to identify the certificate subject and the certificate
issuer entity. The distinguished name (DN) is representative and can be associated with the
identity or unique attributes of the end entity using the certificate. The name of the certificate
subject describes the information related to the entity bound with public key certificate of the

subscriber subject.
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3.1.3 iT P W E % B {8 2% Anonymity or Pseudonymity of

Subscribers
SZCANEZ S B U VT 7 Bl TR AT BE A B D 4 .

SZCA does not accept or allow the use of any anonymity or pseudonym in the subscriber

application.

3.1.4 BHEAF 2R XK F N Rules for Interpreting

Various Name Forms

SZCA Z R B FIE BT A X.509 V3 brif, EiH 40 0ESF X500 bréE. 54 K4y
ZINE SZCA E L.

The digital certificate issued by SZCA complies with X.509 V3 standard, and the DN's

format complies with X.500 standard. The naming rules for DN are defined by SZCA.

3.1.5 ZFRHIME—4 Uniqueness of Names

£ SZCA AN, ASFEIT 7 BREAS 0 EARE 44 A REAH R, e ME— 1. EXF T
[Fl—3T /", SZCA wJ AR ILAE— ) AR HR] 44 N H R 2 akiEFS . HikE A5 HiF o LA F T
PAFAEM R A BRI, TG SE A H DU SE A RT .  Jm FaR 8 1 0 B i 45 J2 3 B D R T

Subject DN of certificate must be unique for different subscribers in SZCA trust domain, and
the same DNs cannot be allowed as subscriber’s subject name. SZCA can issue more than one
certificate using the unique DN for one subscriber. When DN is not unique to different subscribers,
the first applicant has the priority to use the DN, and the latter could add more additional

information to distinguish from others.
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3.1.6 FFREIRAI. L5 F0 4 5 Recognition, Authentication,

and Role of Trademarks

SZCA 2R HIUES I EARE M 4 P A BSR4

Subject DN of certificate issued by SZCA does not contain any trademarks.

3.2 Y16 H 4 HA Initial Identity Validation

3.2.1 IEEHHA R 4H B 5 ¥ Method to Prove Possession of

Private Key

WE H 37 2 0 ZI0IE B 4 A 5 B B A R AR S AR AL 5 IE B 8 D7 V2 A0 5 8 UE 5 H A T
SR AEH7s4 (PKCS#10), s & 5 YRR 7L 80 SZCA BRI HEHIE
5 20,

The certificate applicant shall prove the possession of the private key that corresponds to the
registered public key. The proving methods include: digital signature (PKCS#10), other equivalent

key identification methods, or other proving methods required by SZCA.

3.2.2 HAP 5 4B % 5| Authentication of Organization
Identity

FEMTALRBIR HE SSLIEF . A AEH BCHABY U SEANE I, BRI A 2%
WEEARL, BFREART: B FEAFCIEDS . B EES. RIMEMIL D
UEH L AME GBIXD Al E ARG EILIE . BURFOC B TR X (HLIXD BURF
AR BB 5 B AR S A

CA NBIFEAT ™K& K B 3 250, Qe o 2 o w5 Hodfe e 90 U L S s Pk DA R HL Al T AR A R
T RS 5 B 77055 . SZCA 2 il fa, MEiE e, T P S0
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HSENE, AEBAE RIS R R UGE B A SVAEM R AR B R

When any organization applies for a SSL certificate, code signing certificate or other
organization type certificate, the organizations shall submit the valid identity documents ,including
but not limited to:legal person code certificate,legal person registration certificate , private
non-enterprise  registration certificate , registration certificate of foreign(regional)enterprise ,
government approval and other  registration certificate issued by the government where the
organization has resided.The CA shall carry out strict authentication, such as verifying its
authenticity by querying a reliable database and other means of obtaining identity information of

the applicant.

3.2.2.1 HlHE 4 4£ 5] Authentication of Organization Identity

SRR TE DAL IR 44 SCRR TS S R 8 ALIE I, #RLEAT ™ 4% 1) B 3 4 30, g
P T A B R AE FL LS 0 B ORE DU LA T DAERAS H i 2 B W ) B 415 B T
G HURITT P IRAIE S F I R B B 8 R S BN R BURER 28 5 R os 32 AR I 1A
Kok, FARMEMMNKDHE.

HURIAE 5 H FIBLAL) B 473 4 )«

1. HiAWU B SEAA R AR seiR . BRiA My 20 8 BUBLER = 5 30408 2 X AL
A RS AIE I SCPHE B T2, B RENE R S a s 3.

2. SZCA i w5 5 =T BRI B s S . AT R4 7 NS HE LG BEAT IR
2%, ARG g (5 B RS, g b A N A HR AL 56 UE HE R A

R HIF AN

3. RENUERG LI BE BRSO 2 T NAT S e, B R
L IP NGB HE IR AL o
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5. WER SZCA BIFENE=Ti (3 RIA GG S, ATRFEH =7 TiRE, 2R
HE & ST ALEA 5 S ATIE WAL

BEAh, AERS, SZCA T LLHE e M40 07 sSURBURL . TG E A L5 DRAE FE A R
MIESEA R, IR S I SRR ST

X§F DV SSL ilE+15, SZCA HIGAE M ukdak 42 B A AL E A H AL, XS G U B 0 151756
WEe SZCA B Iy | KSE & PR, fEEZIE B HEaT, 20 & REE S #iE A
FIRIATE W, WARHA “CERE 7 BEBiE R HiEH, SZCA HRAE 4 H Bk,

EV ilE-F1T 7 R 2 LA 564

1) &I BENLOC SRR AL, BAE BT B VAT RO
2) BRUATT N TIN5 R E

3) RN FBUTH B FNENL G EN AL < ToRe . <44 54

4) AEEMEEHFMEENS, FHEWIHATIRUE Rz AD;

S)  ARMEF NN HBUR AT ] B 44 B s Ak ] 44 H o

6) LEFER . FEM R YEE A SZCA ET

When applying for various types of certificates in the name of the organization, the
organization shall be subject to strict authentication, such as verifying its authenticity by querying
a reliable database, identifying the identity materials and other means of obtaining identity
information of the applicant. And once the organization subscriber or the authorized representative
of the organization signs on the certificate application form, it means they are willing to accept the

relevant provisions of the certificate application and assume corresponding responsibilities.
Organization authentication for organization certificate application is as below:

1. Confirm the actual existence and legality of the organization. The confirmation method
is: Check the valid organization identity document through an authoritative third-party database to

ensure that the organization information is consistent with the verification results.
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2. SZCA contacts the applicant organization through telephone, email and other ways
obtained from trusted third-party data sources to confirm the authenticity of the applicant
information, such as verifying the agent's position or verifying whether someone in the application

form is the applicant itself.

3. The authorization documents issued by the organization to the agent for certificate
application and the valid identity documents of the agent shall be checked to ensure that the agent

is authorized by the applicant organization.

4. SZCA verifies the certificate request information with the certificate applicant through

telephone or email, and confirms the intention of the applicant.

5. If SZCA is unable to obtain all the required information from a third party, it may
entrust a third party to conduct an investigation or request the applicant to provide additional

information and supporting materials.

In addition, SZCA may choose other authentication methods and materials when necessary.
The applicant is obliged to ensure the authenticity and validity of the application materials and

assume any relevant legal responsibilities.

For DV SSL certificates, SZCA only verifies the ownership or control of the website domain
name and does not verify the identity of the applicant organization. SZCA establishes and
maintains a high risk certificate applicant list and will check the list when accepting certificate
applications. If the applicant is identified as a "high-risk" certificate applicant, SZCA will directly

reject the application.
The EV certificate subscribers shall meet the following conditions:

1) Legally recognized or registered with the Incorporating or Registration Agency, or
approved to be in existence and validly formed (e.g., incorporated) by the government or the

superior institution in the Applicant’s Jurisdiction of Incorporation or Registration;

2) Authorizing reprensentative or agent to apply certificate;
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3)Not designated on the records of the Incorporating or Registration Agency by labels such as

LRI

“inactive”, “invalid”, “not current”, or the equivalent;

4) With a fixed place of business and operational business activity to be verified (only for

business entity);
5) Not on any denial list or prohibited list by the governent, such as embargo;

6) The country where the applicant reside allows the CA to issue a certificate.

3.2.2.2 PR 42 FREUE Authentication of Tradename

FHFB 3B 4 DBA 8RR, SZCA @it UL R 77 S () &0 —Fh DL A H il 2
HRUE 1% DBA 5575 WV 4 R

1. BUMSHLAISR AL T B B i 3 605 T A28 BOA AT IS0k, 8% 5 % BUR WL VA 38 5
2. AEEREE SRR
3. HiAth SZCA I N EE R IGIETT e

If the certificate subject contains a DBA or tradename, SZCA shall verify that the applicants

have right to use the DBA/tradename using at least one of the following ways:

1. Valid documents provided by a government agency in the jurisdiction of the applicant’s

legal creation, existence, or recognition, or communication with the government agency;
2. Areliable data source;

3. Other DBA/Tradename's authentication methods that the CA determines to be reliable.

3.2.2.3 EZEHBILH] Verification of Country

A UE S R R R [ SR T, SZCA BT PR U5 3G (1 A2 A — R EAT [ 2K A 5031«
1 SRR =07 $ P A ) Wl DNS A0 2o (1 1P ik 55 25 1) 1P ik Skl
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INFTEEE, B O FRE N1 TP Mk B 76 [ 55 g N SE B B 7 [ — 2
A CPS 2 3.2.2.1 171 G & AL AE B AT BT e B K A 5
FiE I 4 1 ccTLD;

AT AU SR LIS 2.

If the certificate subject contains an option of country, SZCA shall verify the country using

one of the following ways:

2.

Confirm the host country by checking the IP address displayed by the DNS record of the
website or the IP address of the applicant through an authoritative third-party database,
and ensure that the country where the applicant's IP address is located is consistent with

the actual country where the applicant is located.

Confirm the country through the information provided by the applicant in Section

3.2.2.1 of this CPS;

3.

4.

The ccTLD of the requested domain name;

Information provided by the domain name registrar.

3.2.2.4 B RFIAFXE] Verification and Authentication of Domain

Name

XTI AA IR SRAIE, BEIRIE K SEARIE AT DU S B B A F] . T w] BB L, SZCA
AR BN 20005 Arb i —F

1.

WL R K IEMANE S H “admin’, ‘ administrator’ , ‘ webmaster’ ,
‘hostmaster’ B  ‘postmaster’ {ENATEE, FI_EFF5 @B A E N RN
MEAE, SRS USRI R Z BN LE R af A I 2, 8 s AT IS BT A B %07

AJE 7 Baseline Requirments v1.8.0 55 3.2.2.4.4 77,

B I IF 1,44 7E DNS CNAME. TXT 8% CAA ic5% 2 B AEAE L) E LA, TiA
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HIE AR A (AT E A . %559 77 2B Baseline Requirments v1.8.0 25 3.2.2.4.7 i

3. EIERIEE A K “/.well-known/pki-validation” H 3% T Xt £ 5 HI5 S4T30,
BN BT A0 3844 1 i B - %5531 77 2087 Baseline Requirments v1.8.0 25 3.2.2.4.18
FT o T VEANIE F T BRI A R R E -

SZCA AN PL.onion NG &84 %5 &k SSL F+i .

B, SZCA W] DRI E AL 1 B B i, DA @ AL, R ZORHEE
SRR ER B, HEE AT DR P R 4

For the verification of a domain name, the verified entity may be the applicant's parent
company, subsidiary company or affiliate, SZCA may adopt one of the following authentication

methods:

1. Confirm the ownership of the domain name by sending an email including a Random
Value to one or more addresses created by using 'admin', 'administrator', 'webmaster',
'hostmaster', or 'postmaster' as the prefix, followed by the at-sign ("@"), followed by an
authorized domain name, and receiving a confirming response utilizing the Random
Value. This way of wvalidation conforms to Section 3.2.2.4.4 of the Baseline

Requirements v1.8.0.

2. Confirm the applicant's ownership of the domain name by conforming the presence of a
negotiated random value in a DNS CNAME, TXT or CAA record. This way of

validation conforms to Section 3.2.2.4.7 of the Baseline Requirements v1.8.0.

3. Confirm the applicant's ownership of the domain name by making changes to the agreed
information under the "/.well-known/pki-validation" directory. This way of validation
conforms to Section 3.2.2.4.18 of the Baseline Requirements v1.8.0.This method doesn’t

apply to the wildcard domain validation.
SZCA does not issue SSL certificates for domain names suffixed by .onion.

If necessary, SZCA may perform the independent investigation to confirm the ownership of
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the domain name. The corresponding assistance is needed from Subscriber, the subscriber shall

not refuse it for any reason.

3.2.2.5 1P B#HiAFI2E 5] Verification and Authentication of IP

SZCA K AT A A il & HA alds i iZ 1P Hbdik.

(1) 18RI UER A 1/ . well-known/pki-validation” H 5% T X £ %€ 5 ST 2sl, #
N B ASHE L TR 4577 2UEE Baseline Requirments v1.8.0 55 3.2.2.5.1 77,

SZCA A 79 TANA FriE Ok B TP ik BN #8 IP MUIERSE A UIESS , A0 TP HLhE25 % BV SSL
WEFS.
SZCA shall confirm the applicant's ownership of the domain name by making changes to the

agreed information under the "/.well-known/pki-validation" directory. This way of validation

conforms to Section 3.2.2.5.1 of the Baseline Requirements v1.8.0.

SZCA does not issue a certificate for a Reserved IP Address marked by IANA or

non-routable internal domain names, and does not issue EV SSL certificates for the IP address.

3.2.2.6 BECAF I 44 KA A A1 S B Verification and Authentication of

Wildcard Domain Names

Wf TIEACAT8 4%, SZCA HRIEA CPS 45 3.2.2.4 i Hi 52 M35 44 BiE 77 = out 388 e 445 45 ]
F A2 HEAT BRAIE, B A HR I 6 T BC AT A 0 )38 42 PR A ER BT B, DR IE S 737 A4 0 1Y)
WA RN )E T AP seik, H @A SBUPI NN, H2a MR8,

SZCA R A M) 344 B3R TR A « 23 IR SR s b A% v At B LA P2 1
AL MUEF R, BRAR G RENEUE ] 58 e P A 1 I A i 44 S

For wildcard domain name, SZCA shall confirm the applicant's ownership of or control over
the domain name to the right of the wildcard by using the validation methods in Section 3.2.2.4 of

this CPS, to ensure that the domain name is clearly assigned to a commercial entity, social
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organization or governmental agency, and obtained through legal registration.

SZCA refuses the certificate application if the domain name to the right of the wildcard is
directly a top-level domain name, a public suffix, or the domain name is controlled by the domain
name registration management authority, unless the applicant can prove its rightful control of the

entire domain namespace.

3.2.2.7 BHESRIEHIHERPE Data Source Accuracy

SZCA ¥4 BV E+5 ¥ A% 50 E A F A8 U 72 B J7 Wk Chttps://www.szca.com) _FiE4T#E
#2, JEHAASHEIE B E ARG, AT .

FERAEATT B R A D T A RS I 2 T > SZCA XHZ RS (1 T A L EBA 1
Lo e s i (T U EAT AL, IR RE LU IR

T P ERSYIDERIEY

2. 5 ERUTHE T AR

3. BoROtRR, MEIELERN HEK;
4. BOEXS 2 AR AT R K T R
5. Dyl BUE COBodE IO MERE

6.  XTFZERMT FAE, 257 VPG S m] A B0 Sk Y Hh SRS 0 B i 5T A R B TR A
R UE P AR 398 K, W SZCA wI{# FZ K K S

SZCA discloses Authentication Data Source for EV Certificates on the official website
(https://www.szca.com), and makes timely disclosure after changing the certificate authentication

data source.

Prior to using any data source as a reliable data source, SZCA shall evaluate the source for its
reliability, accuracy, and resistance to alteration or falsification, and considers the following during

its evaluation:
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1. The age of the information provided;

2. The frequency of updates to the information source;
3. The data provider and purpose of the data collection;
4. The public availability and accessibility of the data;
5. The difficulty in falsifying or altering the data.

6. For the issued subscriber certificate, the data and documents may be used by SZCA if
the time of obtaining data or documents from data source evaluated as reliable does not

exceed 398 days before the issuance of the certificate.

3.2.2.8 NENLHIZAL Certification Authority Authorization

XF SZCA MUK i &2 CA/ W AR 181E EV Guidelines « Baseline Requirements 3K
HIAFEREAER) SSL/TLS WEFS, SZCA X2 AUES MU A4 9 R b i) 4% — 1 dNSName
it CAA xR E , JHFEEERINIER .

SZCA tR#lE RFC6844 (&£HhiRE 5065 1211) MIMEF « issue 7. “issuewild ”
J “iodef ” B TERRZS, 75 issue 7. “issuewild " PR AEE “szca.com”, M SZCA
AR SINIET 3 & CAA i I “ jodef ” w325, M| SZCA 5 HiE & V4 5
e B NEMRAED .
SZCA PLF%] CAA 1t 3% A 48 5 WU A v a] 25 KA 45 0 454
1. fEHE SZCA WIFEAtEhtE &1 CAA d KRG
2. B REHRER CAA i3t

3. AP KIAIELESE ] ICNNA R [IX 35 /#) DNSSEC WiiF4% .

For the publicly trusted SSL/TLS certificates issued by SZCA in comfromity with the EV
Guidelines and Baseline Requirements of the CA/Browser Forum, SZCA shall check the CAA
records and follow the processing instructions found for each ANSName in the Subject Alternative
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Name extension of the certificate to be issued.

nn

SZCA shall process "issue", "issuewild", and “iodef” property tags according to RFC6844 as

nn

amended by Errata 5065: SZCA will not issue corresponding certificates if the "issue", "issuewild"
property tags do not contain "szca.com". In case the property tag “iodef” is present in the CAA
records, SZCA will determine whether or not to issue certificates after communicating with the

applicant.

SZCA treats a record lookup failure as permission to issue certificates if:
1.  the failure is outside the SZCA's infrastructure;
2.  the lookup has been retried at least once; and

3. the domain's zone does not have a DNSSEC validation chain to the ICANN root.

3.2.3 N A G4 R4 5] Authentication of Individual Identity

FEES A I AU 2 LA AR 210 A HEAT US55 10 530, S0 534
T 2 48 P 0 96 TR T 45 05 A A T L5645 4 5 0 0 1 415 L
T PR A O A B AR O E 5 5 1R 2R 4 7 T ST B R
XA, ISR F AT
SZCA HT A N H 8 25 SRR BEBLLE I3 N 24 0 ) BUSEAE AT 200, LA 30 A
T
Lo AR D R HURIAR (0 2000 I A0 5 GHE S0 (A
GHHE. PR, FEESIUBFSIERD, SZCA KAl Ul S A A5 Bk
SO R, R, SZCA T LU 4 A R0 i W SO R =5 Hcd
PEHEAT A A PR 52 Sy, AT LUV R T, 7 2O
BEA R BTSN, IR IRBLAO12 B 5  —EL.
2. MAERBERNICENE . SZCA B iE, M-SR, 5SS SE B SR,
3. HHEE R ARG R, B R S, LU i AR 7R T %
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PR o ISR GEATAFHIUE I SO . B =T B e RIE A LT R4
4. WARTHCMAIIE, FRERNEEDKEIP NS HIEY] .

SZCA FESLIFHEY e ARG AIE S B B 9I3R, FERRSZAE P AT, 2o v MUBE 5 R A
FIZHAT W, WRBIoy R BERE R PIEE, SZCA HEEIEL A,

When applying for a certificate, the individual applicant or the authorized agent of the
organization must be subject to strict authentication, such as verifying its authenticity by querying
a reliable database, face-to-face identifying the identity materials, and other means of obtaining
identity information of the applicant. And once the subscriber or the authorized representative of
the subscriber signs on the certificate application form, it means he is willing to accept the

relevant provisions of the certificate application and assume corresponding responsibilities.

SZCA will confirm the authenticity and validity of the identity of individual applicant or

authorized agent of organization, and the specific authentication procedure is as follows:

1. Obtaining at least one valid government-issued photo identity document i (e.g. resident
ID card, passport, military ID or other equivalent certificates). SZCA shall inspect
whether the ID document has any indication of alteration or falsification. If necessary,
SZCA may check the identity of the applicant through an authoritative third-party
database issuing such valid identity document, or confirm the information provided by
the applicant through voice call, video, photography, etc. to ensure that the provided
information is consistent with the verification results.

2. Checking the authenticity of certificate request. SZCA checks the certificate request
with the applicant through telephone, email, etc.

3. When the application information contains organizational information, it is necessary to
confirm whether the organization exists and whether the applicant is a member of the
organization. For example, by requesting to submit certificate of employment, inquiring
third-party database, and sending confirmation email.

4. If another person is entrusted for application, the letter of authorization and the identity
certificate of the agent shall be checked.

36



S~

m
"

-

SZCA ZEFRK{EIER R CPS

SZCA Global-Trust System CPS

SZCA establishes and maintains high risk certificate applicants list and will check the list
when accepting certificate applications. If the applicant is identified as a "high-risk" certificate

applicant, SZCA will directly reject the application.

324 & A Wit B T P {§ B Non-Verified Subscriber

Information

EBHRERE, K& SZCA BiEAS AL,

The information not verified by SZCA shall not be included in the certificate.

3.2.5 BTN Validation of Authority

A NEHUIE T R = NP AR — R ALE R, SZCAM S BUHIIE S R 55
WK 5 2 o AR AN B A TGS, BLAE AR AN S BORMI IR BGER],  JF A
MR fF R B E T NS AN AT LA, U A IRBUT NI &ETE. SZCA
ABGE 5 =07 S E T ARG B, TR B EOSR PN IR EE S
WHE BAE IR R, Jauk His AR IR R ek, GHEXT BRI AR IR AT,
S HEAIE TS B B

When a legal person or other organization applies for a type of certificate through an
authorized third party agent, SZCA and its authorized certificate certification authority also need
to review the identity and qualification of the authorized person, including its identity
information and authorization certificate, and have the right to check and confirm with the
authorized person through telephone, letter or other means to review the legality of the
authorization. SZCA has the right to confirm the information of the authorized person through a
third party or other means, and also has the right to require the authorized person to provide
additional information supporting materials such as the letter of authorization, to check the
authenticity of the certificate application of the applicant's representative including the

authorization documents for the applicant's representative, as well as the confirmation of the
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intention of certificate application.

3.2.6 H#AEHEN] Criteria for Interoperation

AEH .

Not applicable.

33 FEHEH B KRB AFIR 5 £ 5 Identification and

Authentication for Rekey Requests

3310 EHEHEF AR RS LA Identification and
Authentication for Routine Rekey

X —OE R G OL T RS H g, 1T AU RS RN IR B 2 BAE S, wiT A
Bonl 44 AEBRFASEE, R HE R T LT LA

L FEE S L JFAE AR I H AAEN I 224 5

2. FHFEUES BT R AR S 1% 4 HEAT S

3. BT JRENME BT S 0.

S 2 3 RS P i S R S 1) S R eI, DRI, LT A R S R
AT 2B DS P S BT s (0 SCA B Bt e, diig ik, SZCA F Ak
HIUES

For a general rekey request, the subscriber must submit sufficient information to identify the
original certificate, such as the subscriber's DN, and certificate serial number. The identification of

the application is based on the following aspects:
1. The original certificate exists, and it was issued by the CA;

2. Verifying the signature of the application with the subscriber's public key on the original
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certificate;
3. Identity authentication based on the original registration information.

Rekey can cause files or data encrypted using the original key to be unable to be decrypted.
The subscriber must confirm that the encrypted file or data using the original key has been

decrypted before applying for the rekey, and SZCA will not be liable for the losses caused thereby.

332 REEFEFHEH IR E X 7| Identification and

Authentication for Rekey After Revocation

UEAS 1 73 48 i FR R S U1 SE 0T A 2 30 7 FROR RS, BIIEASHUEH Ja e 2 0 S B AR iR 5

WA CPS 3.2 AbFE

The rekey after the certificate is revoked is equivalent to the subscriber reapplying for the
certificate. The identification and authentication of the rekey after revocation are the same as in

CPS3.2.

34 MBEHBE X xR E X 5 Identification and

Authentication for Revocation Requests

XFFAT P AR H E B TR, BAR R 5 S0 e P2 A CPS 3.2 it it

21T CPS4.9.1.1 Jradk ¥ ey 7 AN T P HE TS, SZCA k¥4« CPS #EAT MBS IETS,
XA LT AT %0

If the subscriber and its agent request for revocation of the certificate, the identification and
authentication procedures for the revocation request are the same as in CPS 3.2.

When the subscriber certificate is to be revoked due to the reasons described in CPS 4.9.1.1,

SZCA shall revoke the certificate according to this CPS without authentication.
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4. UE P A 1y B B # 1E E K Certificate

Life-cycle Operational Requirements

4.1 iEFEHE Certificate Application

41.1 iF P H F £ 44 Who Can Submit a Certificate
Application

UE 5 1 SEAR AL HE N AR B A Jr vk N BRI E SN (B E L. Fhlksafr,
SRR N R AR S

The certificate application entities include individuals and organizations with independent
legal personality (including Government Entity, Business Entity, Private Organization, People's

Organizations, etc.).

412 @* M & B 5 3/ /£ Enrollment Process and

Responsibilities

UEFS B A\l 2k s SR AR S FRE, JFRASEAE R R R B USONTRE 5K SR
FSRL, SZCA BCHIE ML 2 BUEF HiE, KHE CPS Sy mI ke, X BiE NE4T S 1
B, REPRERBREREA . A HIE AR HIFEE AL, SZCA ABNFIEANLL, B
MATEESE =07 A SRAF At EAE R, FREHE AN UEF HE BRI SR o A% 230 H
B R SR ANIEAZ A 5E B, IF BAR BN BN % 5 A R RT3 N B4 2

WP RZ SRS TR IF S A P il AR CPS wh i sE A G BT AE 5 5%, JFHi IR )
SZCA B EMHUL TR AL . e . SEBEMHEM R, FFBCE 58 CPS 3.2 "PRILE 453
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ik WERZRIE, T PA SRR B FA T 22 4

SZCA B EM MU AT 1T 7 S L AGIESS HG (5 B 5 SO uE W BB — Bt & T
B, TR AR A N A% 5 AE

The applicant shall submit the certificate application online or onsite, with the materials of
the application form, user agreement and relevant identity documents. SZCA or its RA accepts the
certificate application, identifies the identity of the certificate applicant according to the
authentication procedure, and finally decides whether to issue the certificate. If the application
information submitted by the applicant is insufficient, SZCA has the right to obtain other
necessary information from the applicant or from any reliable third party after being confirmed by
the applicant. The entry and review of certificate application materials are completed by the
information entry clerk and the reviewer respectively, and the two positions are held by different

trusted personnel.

The subscriber shall know in advance and accept the responsibilities and obligations
stipulated in the user agreement and this CPS, guarantee that the application materials provided to
SZCA or its RA are true, accurate and complete, and cooperate with the completion of the
authentication procedure specified in CPS 3.2. After issuance of the certificate, the subscriber is

responsible for protecting the security of the private key corresponding to the certificate.

SZCA or its RA shall ensure the consistency between certificate application information and

identification which subscribers provided and bear corresponding responsibilities of review.

4.2 IEHHIFAE Certificate Application Processing

4.2.1 AT R B 5% 5 T 68 Performing Identification and

Authentication Functions

2 SZCA. {EMHUEAN BT P RIES BiF A, K35 CPS 3.2 IRILEXTT P #E4T B4 iR
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5% 5. £ SSL UE B KA, SZCA X F @5 4+ i %E— 4~ dNSName & & CPS 3.2.2.8
HEAT CAA K7, N SZCA 275 1] A% 44 i K E 1

4 SZCA HR¥E CPS 3.2 i R KFFRAT 1 Bt B W SCfF ANl 398 R HAZAS BAR K AR
6, N SZCA RIAE FAZ A BIE I ST XS T 7 S BEAT VR AN 25531 o

After receiving the certificate application of the subscriber, SZCA or the RA identifies and
authenticates the identity of the subscriber according to CPS 3.2. SZCA shall check the CAA
record on each dNSName in the Subject Alternative Name according to CPS 3.2.2.8 before issuing

the SSL certificate , and confirms whether to issue a certificate for the domain name.

SZCA may use the documents and data obtained from a source specified under CPS 3.2 to
identify and authenticate the subscriber's identity, provided that it obtained such data or document
within no more than 398 days, and provided that no changes occurred to the documents and data

within such time period.

4.2.2 k5 HiF #it #E N FE 48 Approval and Rejection of
Certificate Applications
SZCA B HIEMHUKYE CPS 3.2 B E B4 IR AE XS HIE 15 F i AN HEAT B A IR ) A48
G, WE EE B %00, Rt E IR B, e E I AR KE T .
WMRKAETINETE, TP (RAD BT HT
L. ZHEARTEA CPS 3.2 KTAT /7 B3 BIFR RIS R L€ |
2. HIEEAREIR BT RS A B A AR
3. HUEH RO ECE AR S T UL S N AR
4. IS B AN REE I E SO AR N R 9%
5. HUEMEBEA ICANN B T 4

6. SZCA BHIEMHU YV AHEAEIZ HIE I 20 SZCA ok F i, KA BHE k.
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NSRRI B AR IR ERE N, B SZCA YONHEHEZ H s B m XU, SZCA TTHE

Y HAEFS HE .

SZCA MR S IR . P as) B SCIR L . 75T % 2 e S5 I BUR AL S5 28 =
JiRATNI A B IRIEAA A THGE PR NS 2, B SZCA Z Al t T PR5E R 2% £ f11 s
AtV Bt FH e B8 T4 268 R IE A5 375 SR B B FRIE S, S SE AN ZE JP e 45 v XURG: F IS A B3R, 1
PR B 2 EZSIRAG B X T AR B SN, SZCA K BB HE .

X TR RS S, SZCA JHRN IR RS B E R I 45 R AT A o

After SZCA or its RA identifies and authenticates the identity of the certificate applicant
according to the authentication procedure stipulated in CPS 3.2, if the certificate applicant passes
the authentication, SZCA or its RA will approve the certificate application and issue a certificate

for the certificate applicant.

The RA has the right to reject the certificate application if:

1. The application does not comply with the provisions of CPS 3.2 on the identification and

authentication of subscribers;

2. The applicant cannot provide the required identity documents;

3. The applicant objects or cannot accept the relevant content and requirements of the user

agreement;

4. The applicant fails to or cannot pay corresponding fees as required;

5. The certificate applied for contains a new top-level domain name under consideration by

ICANN;

6. SZCA or its RA believes that the approval of the application will bring disputes, legal

disputes or losses to SZCA.

If the applicant is prohibited clearly by laws and regulations, or SZCA considers that there is
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a high risk to approve the application, SZCA may reject the certificate application.

SZCA establishes and maintains a list of high risk certificate applicants according to the list
provided by anti-phishing alliance, antivirus vendor or related alliance, government agencies that
are responsible for network security affairs and other third parties, or the disclosure of information
through public media reports, or previously rejected certificate requests or revoked certificates by
SZCA due to suspected phishing or other fraudulent usage or concerns. SZCA will query
information from the list during accepting certificate application. If the applicants appear in this

list, SZCA will reject their application directly.

For the rejected certificate applications, SZCA will inform the applicant of the failure of the

certificate application and reasons.

4.2.3 &b B iF 4 B 15 B B 8 Time to Process Certificate

Applications

FE I TR A HIIES RIS MR ST 2 e BT AF & ORISR, SZCA B BURE ML
FPREAE 3 A TTAF H ACBIE S i3S, WA 4IRS 00, WOd e KUE AL B 8], (EiR K ARG
L 7 AN TAEH . EV RS HE A B () e KAV 15 H .

If certificate application materials submitted by the applicant are complete and meet with the
requirements, SZCA or its authorized RA will process the application within 3 working days. In
case of special circumstances, the processing period of the certificate may be appropriately
extended, but not more than 7 working days. The processing period for EV certificate application

shall not exceed 15 days.
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4.3 IEHZ KR Certificate Issuance

4.3.1 EBERPEMIAAEFNERSFVMEFIITA RA

and CA Actions During Certificate Issuance

R CA BHEBZ A H SZCA FRAUHI A AE N ST A AT ELR 2, AR CA $UTIEFAE
EZE S (EN

FEAEF R RO FE T RA HIME BN R ANIEF IS E S, i % 03 0 5T e 45 FR G I o
#, JFIEEERE RA R0 RIEFIIIER KA CA IEPER RGT. RA KIE CA FIEF
BRI RAG LA RA B0 500 515 BORE S, IR DRGSR BRI CA IEH 2K &
é}ﬁ o

CA MIEHR R RGEIKT RA MIEHBRRIERIG, XK E RA BIE B #4747 % 5
XA RHRE B RAE R, IEBRR R RIS HE.

SZCA TERLUEIE B HIE )5, BRERIEF . IEH KBRS BT UIEIR SV B 28 58
SR AEHE TUEF S

Certificate issuance by the Root CA Certificate shall require a trusted person authorized by
SZCA to deliberately issue a direct command in order for the Root CA Certificate to perform a

certificate signing operation.

During the issuance process of the certificate, the information entry clerk of the RA is
responsible for entering the certificate application information, and the reviewer is responsible for
the approval of the certificate application, and transmission the request for certificate to the CA
certificate issuance system by operating the RA system. The certificate issuance request issued by
the RA to the CA requires the identity authentication and information security measures of the RA,

and the request must be sent to the right CA certificate issuance system.

After obtaining the certificate issuance request from the RA, the CA certificate issuance

system shall determine the validity of information from the RA, and issue the subscriber
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certificate for valid certificate issuance request.

SZCA shall issue the certificate after approving the application. The issuance of the

certificate means that the CA has approved the certificate application completely and formally.

4.3.2 BT A E AR 55 Bl R R A OL A AT P B G
Notifications to the Subscriber by the CA and RA

SZCA IV MR T &T /- B I AL B g5 R ANIEH T 30720, Al s mi s (Al
P HLT IR PSS AR AR SZCA Ay 24T AT I TT 3.

SZCA shall inform the subscriber of the application processing results and certificate
download methods through the RA , which includes electronic or paper receipt, email,

downloading through network or other means that SZCA considers safe and feasible.

4.4 IEH¥E% Certificate Acceptance

4.4.1 WIREEZEHIAT A Conduct Constituting Certificate
Acceptance

UEHAE AT, TPl CA HUM B LA Bl & 1 77 3R BGES, R FET,
CA HUVNIT P 832 TE$S:

L AT P EER S Tk

2. SZCATEW IRV R, REAT ) FEAET, HAEUEF 8 W55 7 R IE LT P

3. SZCA RREAS3RA T ARIE LT P R, AELERS [l AT P R R IR TR 4 B H SORHIE
BEEIERF AR

After the certificate is issued, the subscriber obtains the certificate through the method

announced by the CA or its RA. In any of the following circumstances, the CA considers that the
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subscriber has accepted the certificate:
1.  The subscriber has downloaded or installed the certificate;

2. SZCA, with the permission of the subscriber, downloads the certificate for the

subscriber and sends the certificate to the subscriber by email;

3. After SZCA sends the certificate acquisition methods to the subscriber, the subscriber

does not refuse or object to the certificate or its content within the agreed time.

4.4.2 BHFNERSHASTIER K KA Publication of the
Certificate by the CA

SZCA #R¥## Google ] CT ZEH% (https://github.com/chromium/ct-policy ), ¥ SSL ilE 5k

BN =A CT g5 aH .

SZCA submits the SSL certificate to no less than three CT servers based on Google's CT

policy (https://github.com/chromium/ct-policy).

4.4.3 B INIEARF VLA X HA 5244 18 % Notification of
Certificate Issuance By the CA to Other Entities

SZCA AR HAt SEAR AT 1 o HoAb AT LLUE S B B EAT .

SZCA does not notify other entities, and other entities can make their own queries on the

repository.
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4.5 ZEHXITFNEF){E H Key Pair and Certificate Usage

4.5.1 T P A FE S B /# B Subscriber Private Key and

Certificate Usage

W PHESEAS TIE B WIS IHE52 1 SZCA a8 K IE Ja , Iy B2 [F) S~ 55 SZCA.,
AT A RN LS5 26K

WP R REAEIE R ik AR CPS LK P I BCHERE 1 B P9 A8 P AA B AIEAS o 3T 7 %
SEREAS, SRR A BR 1 ft 2 35 DR A7 FLAIE 5 X8 N (1AL BH8E S R e AU A3 Y o I -5 B30T el gl
G, AT R IR AR XS L AL

X SSLAEH:, T STEM S5 ORAE R AEUEAS P 41 H (18 2 3 44 368 7 i 55 4 T
FiEf.
The actions of submitting a certificate application and accepting the certificate issued by

SZCA shall be deemed that the subscriber has agreed to abide by the terms of the rights and

obligations related to SZCA and relying parties.

The subscriber shall only use the private key and certificate within the scope specified by
applicable law, this CPS, and user agreement. The subscriber who receives the certificate shall
properly take appropriate measures to keep the corresponding certificate private key from
unauthorized use. The subscriber shall stop using the private key corresponding to the certificate

after the certificate expires or is revoked.

For SSL certificates, the subscriber has the responsibility and obligation to ensure that the
certificate is only deployed on the server corresponding to the Subject Alternative Name listed in

the certificate.
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4.5.2 805 AAMIUE B HFIHEH Relying Party Public Key

and Certificate

MR BB N BB TR A IE RS, A AT UL R AR
1. RGP XT A CA FUMIEF AIE AR5

2. & CRL B OCSP, HHiNEU7 240 B IIEF A R IR IEH 5
3. WA A X L E R KA T (5 AT R E

4. RS FH S IE TR N R 4

5. fERNES B AHRAER A .

PAEAE— 25 PE AN 2 B0 BRER ARG, RIS BB 52 B4 5

When the relying party has received the message with digital signature, the party has the

obligation to carry out the following operations to confirm:

1.  Obtaining digital signature’s corresponding CA certificate and trust chain;

2. Confirm whether the signature's corresponding certificate is valid and in normal status by

querying the CRL or OCSP;

3. Confirm that the signature's corresponding certificate is the one trusted by the relying

party;
4. Certificate usage is suitable for the corresponding signature;
5. Use certificate’s public key to verify the signature;

If any of the above conditions are not met or the step operation fails, relying party shall

refuse to accept the signature information.
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4.6 WEPHEH Certificate Renewal

461 IEF P EH B HE FE Circumstances for Certificate

Renewal

ST PR R R, Bt WO P A RHHET .
When the certificate of the subscribers will expire and the keys of the certificate is secure , a

new certificate will be issued.

4.6.2 & RIUEFEE F ALK Who May Request Renewal

SRS G S R AT .

Certificate subscribers may request renewal.

4.6.3 IE P EFH1E KK 4L HE Processing Certificate Renewal

Requests

ST ES SR, SLACT I BT R . S SRS . X 0 S A
ERCNWIROTiiE

L AT IR AL H i SZCA s

2. BGUEE S S B SR A AT PR Y 5

3. EETRENME BT B 0 200

4 SZCA MRHEA CPS 5 3.2 73R 15 108 sk B SO i I () AN B 398 R HAzAs Bk
KA, M SZCA W5 2 Hd s SGIE W SO 31T 7 5 R ) )

3 EIRIGUEA 0] 5 SZCA A AT AERF KR . FEUEH BRI, 1T R DL R AT )
AP BB G R BEAT 2544, SZCA Kt - IR A A8 SR E SR A A& B T - 45 2k
ATIERYE . Ay R — bk (K 50 E R 531

VTP B AT LI B — M T AR UE 15 B IR AT TE 15 BT, 34 B4R CPS 38 3.2 4TI E R4
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RS N FRIE S FR G AN B AR IE B B RE . SZCA FEARATIG L T AT R ERATT AR IE A5 335 1 4 501 5 0
ONAE A5 BE I A F 46 i A B B

The processing of certificate renewal includes application verification, authentication, and
certificate issuance. The verification and authentication of the application must be based on the
following aspects:

1. The original certificate of the subscriber exists, and it was issued by SZCA;
2. The certificate renewal request is within the permitted period;
3. Identity authentication based on the original registration information.

SZCA may reuse the documents and data obtained under Section 3.2 of this CPS to identify
and authenticate the subscriber's identity, provided that it obtained such data or document within
no more than 398 days, and provided that no changes occurred to the documents and data within
such time period.

After going through the above verification and authentication, SZCA can approve the
issuance of the certificate. When the certificate is renewed, the subscriber can sign the renewal
request with the original private key, and SZCA will verify and authenticate the correctness,
legality and uniqueness of the user's signature , the public key and the user information contained
in the renewal request.

The subscriber may also choose to perform the certificate renewal according to the general
initial certificate application procedure, and he submits corresponding certificate applications with
identity documents in accordance with the requirements of Section 3.2 of this CPS. SZCA may, in
any case, adopt the authentication method of the initial certificate application when dealing with

the certificate renew application.

4.6.4 K Frik 15 BF XF T P B8 % Notification of New

Certificate Issuance to Subscriber

[F4< CPS 4.3.2.

Same as this CPS 4.3.2.
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4.6.5 13 B ¥ 3% B F ik 1 B 1T 8 Conduct Constituting

Acceptance of A Renewal Certificate

[F4< CPS 4.4.1.

Same as this CPS 4.4.1.

4.6.6 T INEMRFHAX EHIUEF KIKA Publication of
the Renewal Certificate by the CA

[FA< CPS 4.4.2.

Same as this CPS 4.4.2.

4.6.7 BT INUE AR 55 ML A4 % e i 5244 1) 38 2 Notification of
Certificate Issuance By the CA to Other Entities

[F4< CPS 4.4.3.

Same as this CPS 4.4.3.

4.7 EEHFEHFEF Certificate Rekey

4.7.1 ik B HFE H K 1B Circumstances for Certificate
Rekey

IE S AT P/ X BT A3 i e A B R — MEFHIER, SZCA HHFIES
YN, N

IE S N T A AR ACHE PR 8, TR AR B B0 R 0845 B, iT
PB4 TR | SR T LRI T R B R4, TR LR A B
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TRRFUESS -

IEH S OB EART UG

1. UEFAAPIIHE SR T A IE

2. AEPEI;

3. A UESEECMABEIE B E A 4

4. FETHAR. BURL2IRR, SZCA ZRIUEHEHEH

5. HALFRESFBURPIER NI .

The certificate rekey means that the subscriber generates a new key pair and requests to issue

a new new public key certificate. When SZCA renews the certificate, the key shall be renewed at

the same time.

The subscriber does not need to submit the information for certificate application again when

applying for the certificate rekey. The subscriber shall only submit the sufficient information for

identifying the original certificate, such as the subscriber's DN, the certificate serial number,

signature of certificate rekey request using the private key corresponding to the original certificate,

etc., and provide new public key for issuing a new certificate.

Certificate rekeys include, but are not limited to, the following circumstances:

1.

2.

When the certificate private key is compromised and the certificate is revoked;

When the certificate expires;

When the subscriber confirms or suspects that its certificate key is unsafe;

SZCA requires certificate rekey based on the reasons of technology and policy security;

Other circumstances that may result in a rekey.

472 5 R IE A FE ¥ B £ & Who May Request
Certification of a New Public Key

SRS A G RS A 3T /.

Certificate subscriber may request certificate rekey.
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4.7.3 EFEHFEHE R AL Processing Certificate Rekeying

Requests

[E4 CPS3.3.

Same as this CPS 3.3.

4.7.4 M & Fr ik P B X7 P B8 &5 Notification of New

Certificate Issuance to Subscriber

[F4< CPS4.3.2.

Same as this CPS 4.3.2.

4.7.5 1) B8 % % H FE H B 4T 4 Conduct Constituting
Acceptance of A Rekeyed Certificate

[F 4~ CPS4.4.1

Same as this CPS 4.4.1.

4.7.6 FHTFINERF PN F S EFIET K KA Publication
of the Rekeyed Certificate by the CA

[F4< CPS4.4.2.

Same as this CPS 4.4.2.
4.7.7 BT INEAR S VLM % FoAh SE4R K38 &5 Notification of

Certificate Issuance by the CA to Other Entities

[F4< CPS4.4.3,
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Same as this CPS 4.4.3.

4.8 IE AR EH Certificate Modification

4.8.1 iE + 2 ¥ B 1§ £ Circumstances for Certificate
Modification

RAT P EMHE B R AU, WA ZR] SZCA $HE T AR B i . UE 58 B i R
UEFS FRE T s B . AR — 2

If the registration information of the subscriber changes, a certificate modification application

must be submitted to SZCA. The procedures and conditions required for the certificate

modification application are the same as the certificate application.

4.8.2 1FRiE+5 A& H KL/ Who May Request Certificate
Modification
T SRR 38 5 [ SEAA N IE AT 7o

Certificate subscriber may request certificate modification.

483 ik 5 & ¥ iF K B & E Processing Certificate

Modification Requests

EA5738 B AZ AT IR H I IE 5 A AT AL 2

The certificate modification is processed according to the procedures of the initial certificate

application.
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4.8.4 K Frik 15 BT XF T P B8 % Notification of New

Certificate Issuance to Subscriber

[F4< CPS 4.3.2.

Same as this CPS 4.3.2.

4.8.5 1 B ¥ % & E ik 15 B 1T 8 Conduct Constituting
Acceptance of A Modified Certificate

[FA< CPS 4.4.1.

Same as this CPS 4.4.1.
4.8.6 HEFINIEARSHLAXT 2T E 5 B & 4 Publication of
the Modified Certificate by the CA

[F4A< CPS 4.4.2.

Same as this CPS 4.4.2.
4.8.7 BT INUE AR 5 ML A % e fih 5244 1) 38 2 Notification of
Certificate Issuance by the CA to Other Entities

A4 CPS 4.4.3,
Same as this CPS 4.4.3.
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4.9 IEHH4EY Certificate Revocation
4.9.1 IFPBRE KB Circumstances for Revocation

4.9.1.1 iT ik B # 45 B J& B Reasons for Revoking a Subscriber

Certificate

A HBLLL AR50, SZCA WAJRTE 24 /NE 2 YRS IESS -

Lo AT LA ] 20 SR IE 15

2. W FUEEN SZCA HA UEHE IE B ST IRIIE 51 SR AR AT BIHAL

3. SZCA A8 TIE4E, E SiE-B AN RAT RS 2 T

4. SZCA A3 TIUEHE, UEFAXHESH FQDN B IP Huhik )35 4 #5240 Bl b il A 1 3630 CUA 7
AJ

7l

AHILL MBI —FEZ P, SZCA RifE 24 /N Z AHEIE S, HMAHE S R

P RS IE 5

1. IEPBAFFFA Baseline Requirements 25 6.1.5 F5 55 6.1.6 T HIAH IR

2. SZCA FRAF 1 k153 I3 FH HE

3. SZCARBIT P& THFHL. CPS A i — T8k 2 1 5 K S 45 RS AT: 5

4. SZCA K HE NN FRE Vol 6 A E 157 19 FQDN 8 1P bk (i, vEBiC &
B T R T AL PR A AL T, I NS H A N IR SV T R R 55 I LA 4%
1k, B AN AR GAT A )

5. SZCA RZBILBACAFUEF B T %0 B AT I 1R T L 10 T304

6. SZCA FRBUEFHHPT &5 B I E R

7. SZCA RBIEH %K AR AEFT & Baseline Requirements. EV Guideline B¢ A< CPS {4
R

8. SZCA W€ BB PR a5 1 AR B RIS B

9. SZCA {4}i Baseline Requirements % & E T AT 88, BB R sl 26 1k, BRellE Ho gk
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10.

11.

12.

13.

4 CRL/OCSP 15 R J%E;

CPS HEA ST B AT WAL IR BUZ AN HL AP s B4R TR NLERAE R 1
W B e I AR s BURFAT s B B S AN 4% 1 1 R DR O L Xl A A ik
NioE

SZCA CRJBATIES LS5 Im, T P SR GAN iR 55 2%

SZCA ¥ HIH L 1 a1 1T P AR R AR 30 UE IR J7 V%, ISR TR TR IR A 5 B it
AV (B4 Debian §9%%7, U.: http:/wiki.debian.org/SSLkeys ), BUAELEWIHN
WEHE, R BIAR BORABH IR 7 A R

A ATBOEML. A CPS HLE B ARSI .

SZCA must revoke the certificate within 24 hours if any of the following occurs:

The subscriber requests in writing to revoke the certificate;

The subscriber notifies SZCA and has evidence that the original certificate request is not
authorized;

SZCA obtains evidence that the subscriber’s private key corresponding to the public key in
the certificate suffered a key compromise;

SZCA obtains evidence that the validation of domain authorization or control for any FQDN

or I[P address in the certificate is no longer reliable;

SZCA shall revoke the certificate within 24 hours if one or more of the following occurs, and

the certificate must be revoked within 5 days:

1.

The certificate no longer complies with Sections 6.1.5 and 6.1.6 of the Baseline
Requirements;

SZCA obtains evidence that the certificate was misused;

SZCA is made aware that the subscriber has violated one or more of its material obligations
and responsibilities under the user agreement or CPS;

SZCA is made aware of any circumstance indicating that use of a FQDN or IP address in the
certificate by the applicant is no longer legally permitted (e.g. a court has revoked a domain
name registrant’s right to use the domain name, a relevant licensing or services agreement
between the domain name registrant and the applicant has terminated, or the domain name
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10.

11.

12.

13.

registrant has failed to renew the domain name);

SZCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate domain name;

SZCA is made aware of a material change in the information contained in the certificate;
SZCA is made aware that the certificate issuance does not comply with the Baseline
Requirements, EV Guideline or this CPS;

SZCA determines or is made aware that any of the information appearing in the subscriber's
certificate is inaccurate or wrong;

SZCA's right to issue certificates under Baseline Requirements expires or is revoked or
terminated, unless SZCA has made arrangements to continue maintaining the CRL/OCSP
Repository;

The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others;

Subscribers fail to pay the service fees after SZCA performed the obligations of notifying the
subscribers to pay;

SZCA is made aware of a demonstrated or proven method that exposes the subscriber's
private key to compromise and can easily calculate it based on the public key (such as a
Debian weak key, see http://wiki.debian.org/SSLkeys), or if there is clear evidence that the
specific method used to generate the private key was flawed.

Other circumstances as stipulated by laws, administrative regulations and this CPS.

49.12 H & CA ik + 8 4 B & B Reasons for Revoking a

Subordinate CA Certificate

1.

EHIMCL RGP — e 2 Fh, SZCA MAfE 7 RZWHHF Y CAIEF:
SZCA 345 TiE#s, WEHSIEBAHN N H R CA FAVHE R 7IE, AHEAE
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Baseline Requirements 5 6.1.5 15 & 2 6.1.6 5[ FH IS ER s

2. SZCA FiE4RIEWIHE S IE 23R H ;

3. SZCA RZBAIE T2 K K BEFF & Baseline Requirements % 3K , B4 2 CA KRBERT &
CP/CPS;

4. SZCA WEiE B G BAMER . AR RA RSN,

5. SZCA mITEMIRFEIFIEZE, HARS 5 —5 CA KR LASE HEAIE P ik 55 5

6. SZCA Hk## Baseline Requirements %5 & UE 5 AL 2%, B sl 21k, BRARIL4%
24t CRL/OCSP {5 5

7. SZCA [f] CP/CPS ZER A H1 2% CA iE-Hi.

SZCA shall revoke a subordinate CA certificate within 7 days if one or more of the following
occurs:

1. SZCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with Sections 6.1.5 and
6.1.6 of Baseline Requirements;

2. SZCA obtains evidence that the certificate was misused;

3. SZCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or that subordinate CA has not complied with the CP or CPS;

4. SZCA determines that any of the information appearing in the certificate is inaccurate, untrue
or misleading;

5. SZCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

6. SZCA's right to issue certificates under Baseline Requirements expires or is revoked or
terminated, unless SZCA has made arrangements to continue maintaining the CRL/OCSP
Repository;

7. Revocation is required by SZCA’s CP/CPS.

4.9.2 ERIEPHEHHISE/R Who May Request Revocation

FERIEB R ST MU . SZCA. FRENL B A AR .
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BEAt, ARHT B EAR LR L Bl B AL BRIAL (14 58 = J5 AT AR ASUE A5 il /A 1t
EH A SZCA H5 45 FRLHE h 1 B E T3

The subscribers, RA, SZCA, judicial authority or other competent authority can initiate
revocation.

In addition, relying parties, application software providers, anti-virus organizations and other
third parties may submit certificate problem reports informing the SZCA of reasonable cause to

revoke the certificate.

4.9.3 5K R VTR Procedure for Revocation Request

4.9.3.1 iT P E3hEE B4 HF 15 A Subscriber Makes An Application

for Revocation on One’s Own Initiative

1. W7 SZCA S EMAUFE HUE T4 s, JFESUEBREE RiER, SZCA sidiyE
WAL IEAS CPS 3.4 5 F BSR4 S BEAT %5 51 .
2. VEMHIMEAE RS 15 R4 SZCA, H SZCA e M .

3. SZCA A 724 /NEFHUE A RIE RS, 1T P AaEE AT 7 G
1) BRRAN: ARHETT
2)  Hif: 4001123838

3) BXRMEFE: report@szca.com

4. SZCA WCE|HIiHE 5 24 /N A AL FE 7 A4 H i

5. SZCA SEREFHE G, @i g WRAFAE Ty ZO@E AT PR R S B,
RACHEGAT P, ELERVBILT, SZCA X 84 (KA Foks ek [ ot AT 4 5
UEFHEE G, SZCA ¥l ik, sl RE5E 77 0@ P O M IF & Fn

1. The subscriber submits the certificate revocation application to SZCA or its RA and

completes the Certificate Revocation Application Form. SZCA or its RA shall authenticate
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the revocation application in accordance with Section 3.4 of this CPS.
2.  The RA submits the Certificate Revocation Application Form to SZCA to complete the

revocation.

3. SZCA provides 7*24h certificate revocation application service, and subscribers may apply

for the revocation of a certificate through the following ways:
1) Contact: Wu Jingfang
2) Tel.: 4001123838

3) Contact email: report@szca.com

4. SZCA shall process the revocation application within 24 hours of receiving the application.
5. After the certificate revocation, SZCA shall notify the subscriber of certificate revocation and
reasons for the revocation via telephone or email. In case of failing to contact the subscriber,

the SZCA will announce the revoked certificate through the website if necessary.

After the certificate revocation, SZCA shall notify the subscriber of certificate revocation and

reasons for the revocation via telephone, email or text message.

4.9.3.2 i] P #98 &) B 8YiE 3 A Subscriber is Forced to Revoke A

Certificate

1. 4 SZCA BN A 78 55 1 B B IE B H AR CPS 4.9.1.1 715 H B0 7 IE A5 4 5 il 4l
W TR, SZCA BEMHLRRL B Py 3 S AE B i A E

2. fEUEBHUNIG, SZCA sEMAU R ENE 210730, EIEIR: . BiESE, EERZIT
FUIEFS O A S A RO . 35 R REIRERAT P, E LRI, SZCA X A
(AR P i I WX i AT 7

3. SZCA &M 7%24 /NI FRIE S )RR 5 AL BRI AR -

4. MAKHT . FVENURE . RFHEBR A . B RN LA S =05 R IAIE ) BEAEAE i)
WAL AR IR BE I « IE B IR TR BEAA R A4 5, T RN s DU
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77 AT 1A R 7 -
(1 BERAN: ARES

(2) i%: 4001123838

(3)  BRRWEFH: report@szca.com

SZCA WLER T J5, £ 24 /NS AR IZAEFS i AU 75 N A BEAT IR 7, R T B hRifik

PRIE R MAIES:

(1) Frfhsts a1 o

(2) FHJNLTA) ) HE BB A

(3) [l 75 B YR A SEAA

(4)  Hxt SZCA CP/CPS A P B S5 AH SR VG (B4 175 D s
(5)  BUTEEEI S

1.  When SZCA or RA has sufficient reason to believe that situations that will cause the enforced
revocation of subscriber certificates in Section 4.9.1.1 of this CPS, SZCA or RA will apply
for the revocation of the certificate through the internal procedure.

2. After the certificate revocation, SZCA or RA will notify the end subscriber of certificate
revocation and the revocation reason through appropriate means, including email, telephone,
etc. In case of failing to contact the subscriber, the SZCA will announce the revoked
certificate through the website if necessary.

3. SZCA provides 7*24h certificate problem report and processing procedure.

4. When relying parties, judicial authority, application software providers, anti-virus
organizations and other third parties find that the certificate may have problems, such as
certificate misuse, the occurrence or suspected occurrence of private key compromise,
certificate used for suspicious code signature, etc., a timely problem report can be done in the

following ways:

(1) Contact: Wu Jingfang

(2) Tel.: 4001123838

63



=
-m
Dt SZCA 4BR{S1T1A % CPS

SZCA Global-Trust System CPS

(3) Contact email: report@szca.com

After receiving the report, SZCA shall investigate the content certificate problem of the
report within 24 hours and decide whether to revoke the certificate based on the following criteria:
(1) The nature of the reported problem;
(2) The occurrence number and frequency of the problem;
(3) The entity of the problem report or complaint;
(4) The user's compliance with the relevant specifications of the CP/CPS and user
agreement of the SZCA;

(5) The compliance with current laws and regulations.

4.9.3.3 B TFINERS YL A 5 iE +H K #45 Revocation of the CA

Certificate

T SZCA [IRIEBA AL CAMEFH, SZCA RIEA CPS fRHLE P 5 & T S IE 5

For SZCA's Root CA certificates and Subordinate CA certificates, revocation will be

determined according to this CPS.

4.9.4 M5 R %R H Revocation Request Grace Period

Gn SR L L B i A Vi R R S S A SR L ZTUE R I T BT RS RS 8 /NI
DA HE o oAl i 9 T 8T ) o 0 SR D6 A E AR BEHIT ) 48 /NS R

In the event of a key compromise or suspected compromise, the revocation request must be
filed within 8 hours of the discovery of a compromise or a suspected compromise. Revocation

requests for other reasons must be filed within 48 hours.
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4.9.5 B IAEAR S VLM A E F 45 1E KRBV BR Time within
Which CA Must Process the Revocation Request

SZCA AbHRUAE 1 R 1 B AN 24 /MBS,

The period for processing the revocation request for SZCA is 24 hours.

4.9.6 KB 77 fx & ik 5 U8 #I Z R Revocation Checking

Requirements for Relying Parties

SZCA fRMAELAEAIRE A A iR S5, KBTI I8 SZCA Wl A .
SZCA provides online query service on revocation status. The relying party can query on

the SZCA website.

4.9.7 CRL EAi#Z CRL Issuance Frequency

XEFAT TS, SZCA & 24 /N HH R A Bl CRL, HAT /b1 CRL A 00 i KA
10 Ko

X2 CAUETS, SZCA & 12 AN H W8 K AR 5ot CRL. WIS 44 2 CA IE15, SZCA

EMEYJE 24 /NF 2 INBEBT CRL, H A2 CA 1) CRL A RUHA L 12 M H .

TERR IR & 2tE 0 T ml LU# CRL SZEIAE%E, CRL MISEEIAE S SZCA il 58 1) & Af S i vk

For the subscriber certificates, SZCA updates and reissues certificate revocation list (CRL)
every 24 hours, and the CRL validity period of the subscriber certificate is not more than ten
days(the value of the nextUpdate field must not be more than 10 days beyond the value of the

thisUpdate field).

For the subordinate CA certificates, SZCA updates and reissues certificate revocation list
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(CRL) every 12 months. In case the subordinate CA certificates are revoked, SZCA updates and
reissues the certificate revocation list (CRL) within 24 hours after the revocation, and the CRL
validity period of the subordinate CA is not more than 12 months(the value of the nextUpdate field

must not be more than 12 days beyond the value of the thisUpdate field).

The CRL can immediately take effect in emergencies, which is determined by the issuance

strategy developed by SZCA.

4.9.8 CRL & fi i) & X ¥ J5 i [d] Maximum Latency for
CRLs

CRL A {55 K Ja I 8]0 24 /NI

The maximum latency for CRL issuance is 24 hours.

49.9 £ £ IRES E M BB B On-line Status Checking
Availability

SZCA AT A 7 R AL L FRAS B W IR 55 . OCSP i M A4 & RFC6960
ER, JF H4 OCSP R45 #8454

OCSP k%528 FIHEH 5 IEE B WARSHIE B HEIE—A CA 2k, OCSP k%75 FIEH

/> RFC6960 & X [11ZEAYAN id-pkix-ocsp-nocheck 14 &I .

SZCA provides the Online Certificate Status Protocol (OCSP) service to subscribers and
relying parties. The OCSP responses must conform to RFC6960, and will be signed by an OCSP

Responder.

The certificate of OCSP Responder is issued by the same CA as the certificate being queried,

and contains an extension of type id-pkix-ocsp-nocheck defined by RFC 6960.
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49.10 7£ & IR & & #) E K On-line Status Checking

Requirements

SZCA #24t Get Fl Post FiFH /7 7 ) OCSP £ i iR %5 .

XFFATFAEY, SZCA /04 4 REH —IR OCSP {55, OCSP 18 B A ZIHA L
10 K.

XtF g CA R+, SZCA /0% 12 NHEH OCSPE . Hmh g CA IEHR,
1E 24 /BN BE T OCSP 15 2.

X PR R FAEBRPARSEWIE K, SZCA AR “good ™ IRE .
SZCA provides OCSP query services in both Get and Post methods.

For subscriber certificates, SZCA updates the OCSP information at least every four days. The

validity period of OCSP information is no more than ten days.

For subordinate CA certificates, SZCA updates the OCSP information at least every twelve

months, and within 24 hours after revoking a subordinate CA certificate.

SZCA does not respond with a "good" status for the request for status of a certificate that has

not been issued.

4.9.11 RHEEBKEAM KA K Other Forms of Revocation

Advertisements Available

% CRL. OCSP fiIR%54b, SZCA ARALH AL KR AT M REEER.

SZCA does not provide any revocation information other than CRL or OCSP services.
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4.9.12 FBHMERIREFER Special Requirements for Key

Compromise

B CPS 5 4.9.1 THUE I IEAL, 1T PRI B2 a2 21V ER, N ES) L [
SZCA BIIEAMHUE $2 P 7K

Except as provided in Section 4.9.1 of this CPS, when a subscriber discovers that its key has
been compromised, it shall voluntarily and timely submit a request for certificate revocation to

SZCA or its RA.

4.9.13 IEFEERIEE Circumstances for Suspension

AEH .

Not applicable.

4.9.14 ERIEHERFISLEE Who May Request Suspension

AEH .

Not applicable.

4.9.15 EREEM VTR Procedure for Suspension Request

AEH .

Not applicable.

4.9.16 IFFEALFITFR Limits on Suspension Period

AEH .

Not applicable.
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4.10 EFAIRE RS Certificate Status Services

4.10.1 #V/E4¥F1E Operational Characteristics
IEBIPIRAMEE, SZCA i#id OCSP. CRL MRE 24, X T HAH MiE+, SZCA A
BRILAE CRL AR IC R . SZCA AR OCSP I d% #s ORI i % .

SZCA can provide certificate status information through OCSP and CRL services. For the
revoked certificates, SZCA does not delete their revocation records from CRL. SZCA does not

delete the revocation record in the OCSP Responder.

4.10.2 AR5 AT A Service Availability
SZCA #t 7X24 /NN PHEIRES B W AR S o TR E TG K B I A] A S 10 75
FEM 2% RVFIITEOL S, 1T P RERE S U5 I IE RS A IR 55 3R BOIE RS E B

SZCA provides a 7X24 hours certificate status query service with a query response time of
no more than 10 seconds. The subscriber can obtain the certificate status information through the

certificate status query service in real time when the network allows.

4.10.3 FJiE4FME Operational Features

AEH .

Not applicable.

4.11 7% R End of Subscription

TSRS A LU R
L AERREME, PSS A RE LSS, AR I AT oy B R

2. UEBAEA RO, RTINS
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The end of subscription includes the following situations:

1. When the certificate expires, the subscriber no longer extend the validity or renew the

certificate, which means the subscriber' subscription is formally terminated;

2. After the certificate is revoked within the validity period, the subscription is terminated.

4.12 FRALE 5% E Key Escrow and Recovery

4121 BHTEEMIKE KK &I1TN Key Escrow and

Recovery Policy and Practices

VTP IR T B R, BT AR, SZCA AR (R HHEE AL
Ko ATPIEBREEG, WIGET R, EEH TR

The subscriber key pair is generated by the subscriber's cryptographic equipment and kept by
the subscriber. SZCA does not provide key escrow and recovery services. The subscriber shall

keep the key properly, back it up and restore it after the key is lost.
4.12.2 SiEF AR R ANKE B KW 5179 Session Key
Encapsulation and Recovery Policy and Practices

AEH .

Not applicable.
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5.0 UE ML A B M . B B A 2 4 1R
Certification Authority Falities,

Management and Operational Controls

5.1 ¥E =% Physical Controls

SZCA HINIEMR 55 R GtAb T 2 A3 B IEF N, RS R A3 5. H RS
Lt & SEBIALE, B A RIS, KK BT ISR LA B AR RE . TSk
FA R Bt

SZCA SEHiti L g 73 X B H 5 Il Pl ) B 4R N L EEE N L $RA A L PR B (X3 % oAt
REERZ 0 XIS, AT G, B 05 HXRZ X s 5 R G H %
IBAT BN R REREAT i 4% . SZCA HINVE I E T e Z e R AR 5IRES, BiikAE
T AEVEBIA B R G HRAE . SZCA %0 CA RG K9 CA RGETEFH ARG R4
WA DUE AR SR

SZCA's certification service system is located in a safe and stable building with independent
hardware and software operating environment. The physical environment of systems and devices
is equipped with various equipment and facilities to prevent flood, fire, electromagnetic

interference & radiation and other natural disasters and industrial accidents.

SZCA implements the functional area and access control system. The operators who enter
and operate the corresponding management area and other key core areas must be authenticated
and recorded by video surveillance; and the daily operation of equipment and systems in the area
and personnel operation process are also under surveillance. SZCA's root key is placed in the

protection environment and state with the highest security strength to prevent any illegal damage
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or unauthorized operation. Relevant equipment used in SZCA's core CA system and subordinate

CA system is protected by more than four access control systems.

5.1.1 Il B 585 Site Location and Construction

SZCA WE R ZE 1 L5 AL IR T e 58 DU AETE PR S TAL X e HR E AR BL 402 511
1S 34, MU HEIRIIRERI P N DN IIREIX . B DI RE DI MR 22 4= X3, St ANIR] 1 %
GRERPEHIH L, SZCA R IZEEH] . WU 1% 55 2 MoA RN B 22 el Tt . HLbs A
wPUR Bk Bk [EIRREE . BIRBET ISR S S5 ThRE, RIS RE St

The main computer room of the SZCA certification system is located at 3/F, Building 1, No.
402, Si Li Section, Longhua Avenue, Guanlan Street, Kukeng Community, Longhua District,
Shenzhen. The computer room is divided into multiple functional areas according to their
functions. The security areas corresponding to every functional area implement different security
level control systems. SZCA takes various effective physical security control measures such as
access control and video monitoring. The computer room is provided with the functions of seismic
resistance, fire protection, waterproofing, constant humidity and temperature control,
anti-electromagnetic interference, anti-radiation, and standby power to ensure the continuity and

reliability of services.

5.1.2 #)# i A Physical Access

BAE NGNS, LAUE IC RITERGNE RGN S AL, IFH 24 NI
AR B . BRAE N LN BAR AR X AT 380, A0 2% X A S uE AR PR A B, JF
HIrA KA S R AT Id %

RN G H 300 1 DS AR el LR, M5 X 15 1 X 5 S B 5801
U 4 1 S 5 080 TS5 U T BB, BL3 T A1 A SR IBHLSS H 3 T AL, 91 7
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MZSE AT R AR, RE—FRT18E L%,

VB A i AR N J LA 5T -

LTSRS BB TN S A SN S AR e 1A R
R R, N SR I AR B

2. ERG: HREEMAEEEA. FFEFETERAIFT K EASR TSR EE L
HONL A A AR R G

3. MRS STAMYHRARERGRLSHEHREARBREERS, WL2eX
SRANERAE X IR AT 7424 /NI ANTBI TSR AR . T SRR TERL AR 6 N, D
i,

Operators who enter the computer room must pass the authentication of the IC card access
control system and  cryptosystem, and there shall be 24-hour video monitoring equipment.
Operators who enter the specific working areas for operation must pass password verification and

authority check, and all operation processes are recorded.

Every access of each door by operators has time records and relevant information prompts.
The service area and the core area require two administrators to use identification cards and
password at the same time before entering. The computer room personnel shall sort out and file
the access records monthly, and keep the access records for one year according to the daily work

specifications of the computer room.

Physical access control includes the following aspects:

1. Access control system: controls the access to doors at all levels. Operators must use
identification cards or in conjunction with passwords or fingerprint authentication for

access, and access of each door shall have time records and information prompts.

2. Alarm system: The alarm system shall be triggered in case of any abnormal conditions

such as illegal intrusion, door opening by abnormal means and door open for long
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time.

e

Monitoring system: The video monitoring system is also used in conjunction with the
access control and physical intrusion alarm system to provide 7 * 24 hours
uninterrupted video recording of the security areas and the operation areas. All video

records shall be kept for at least 6 months for inquiry.

5.1.3 B /157251 Power and Air Conditioning

SZCA RGURHIXCRIRHLE, E R IR, oI LAdERF RGTIEH Ik . FRF, R
AR CUPS), 38 S LY Bl t AR EEE SUR DL L

FGNL A8 o s AT IR AR B R AR . SR F IS 2 0 BN & 11 5 s
T8, WUAZE THNRGE MG HAT I, DRAEHLE A2 SR ST B LR AL

i A R P PR R A ) AL

SZCA system is powered by dual power supplies, which can maintain the normal operation
of the system when single power supply fails. At the same time, uninterruptible power supply

(UPS) is used to avoid power fluctuation and ensure power supply in emergency.

Central air conditioner is used in the system computer room for temperature and humidity
control. Two mutual backup independent air conditioners are used. The computer room is
equipped with a fresh air system for ventilation, to ensure the air quality in the computer room and

solve the problems of fresh air supply and the requirements of the air cleanliness.

5.1.4 KB BGIE Water Exposures

SZCA HINLG3 RANIERR 55 R FT AL A B 3 RS, I H23% TKR HEhi & R4
SEPRT KR T, — FUR A K ST IR, SR S8 N SR N S i, 7870 PRI R G2 4

SZCA's computer room and the certification service system is located in a closed building,
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equipped with water immersion prevention measures such as automatic water immersion alarm
system. In case of water exposure, immediate alarm will be given to inform relevant personnel to

take emergency measures and fully guarantee the system security.

5.1.5 ‘K'RPB51" Fire Prevention and Protection

SZCA WL W &% T KK Bt KRG R SR HSNK KRG, SAGAAHZ. T3k
PUBN. SR =R R sl 5 B ZPIRET, BB DO KBRS, KRR B2 6 5% 2P
XA ISL R R AR EAE 5 5 SLRUR M BREE 5. Zeid 30 AR (A ERT, K5 i 2 i L
55, REPKKARS, RN, REEHISRE NG 8RR EBE S, XA 85, #
RNGVRN . HEP X LA NTAER, ol DGR B X TS T30/ B sh BT 0, ER
gt H ARSI B TIRES, AP XOR A JCER, B &S R AMIRERE S, AMathaifE
G5 HMEIEA EIAKE, Tl iRk st e pr i X AN SR sh i, RISz R R 3h &
gt WORARK KGN HEBN TR SRR RIS, THEN IR A SEIHUMS. 235 1
ISR

Automatic fire alarm system and automatic gas fire extinguishing system are installed in the
SZCA's computer room, which has three starting modes: automatic, manual and mechanical
emergency operation. In the automatic mode, when protection area is on fire and detected by two
independent alarms, fire alarm controller will immediately trigger a linkage signal. After 30
seconds’ delay, the fire alarm control outputs the signal and starts the fire extinguishing system. At
the same time, the alarm controller receives the feedback signal from the pressure signal device,
and the door light in the protection area will be on to prevent personnel from entering by mistake.
When personnel work in the protection area, the automatic mode of the system can be switched to
the manual state through the manual/automatic changeover switch outside the protection area door.
When the protection area is on fire, the alarm controller only sends an alarm signal and outputs no
action signal. After the operator on duty confirms the fire, and presses the control panel or shatters

emergency start button outside the protection area, the system immediately starts to spray gas
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extinguishing agent. When automatic and manual modes both fail, operator can activate

mechanical emergency operation in the extinguishing agent storage room.

5.1.6 /i fFfiE Media Storage

SZCA X H B BRI TBORE AT A2 BT K Bk Bife Bl B, Bidud. B
R PR SN AR R A R R o SRER T B BT A BT B B A RN A T sk
N PR e S 7S /A

SZCA meets the following storage and use requirements for important media: fire-proof,
water-proof,  shock-proof,  moisture-proof, corrosion-proof, pest-proof, static-proof,
electromagnetic radiation-proof, etc. and implement media usage registration, media copy
protection, information confidentiality and other measures to achieve the security protection of the

media.

5.1.7 JRYIALFE Waste Disposal

SZCA HINIEMR 55 R GUE I I e AEREBERE . INE i 5%, JIRFFAHR, WK
RN FINLES P15 R A 22 4 s AR RV Bk o 6 R B0 2% 1 A R Add B Wi AR 4 o3 s 1 i T
H A PR B AT AR AL o

SCAF R BT & A7 BURAE RIS VEAS B, FEAC BRI #R22  1 Rp R (¥ B S e, R
UEHAE B GE IR S A AT AR IERAE SR, DM SRR .

The sensitive and confidential information in hardware equipment, storage equipment, and
encryption equipment used in SZCA's certification service system are eliminated in a safe and
thorough way when the equipment is discarded. Cryptographic equipment shall be physically

destroyed or initialized in accordance with the manufacturer's guidelines before being discarded.

Documents and storage media containing sensitive and confidential information shall be
subject to special destruction measures to ensure that the information cannot be recovered and
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read. All disposal actions will be recorded for review.

5.1.8 FHZ 4 Off-site Backup

SZCA X HE s . #H T H S Hs A A SRS B AT e A £y, GB B SOME AR 0 A A
TRAE Sl 242

SZCA backs up important data, audit log data and other sensitive information at off-site

location to ensure data security in case of disaster.

5.2 FEFF$5E% Procedural Controls

5.2.1 AJ{E A Trusted Roles

fE SZCA A TUME RS R, BE A BT B mEF RO . (EHT L B B
SV R B R AL AR SZCA NPT f B, X Sef (LR ER IR T B S 1%
HMEHAR . REFTHEAR &AL WS ROl S8EN A%, BRI
ZARFIESR LA SZCA B AL e B N H it B Dy v

In the process of electronic authentication service provided by SZCA, persons who can
essentially affect the processes of certificate issuance, usage, management and revocation, and
other related positions related to key operation are considered as trusted roles. The trusted roles
include but are not limited to: key and cryptographic equipment administrators, system
administrators, security auditors, business administrators and business operators, etc. The specific

position names and requirements shall be subject to SZCA's position description.

5.2.2 BIWES 7 E K AE Number of Persons Required per
Task

SZCA TEE AN 55 NG Fpots S BAT 55 AT P A% ], BUBRAE 7 E 2l {5 M (3t A 5e
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(D

(2)

(3

EAIAE RS R IR A F 2 3 AR N iy 2 IR S ks

EBBRE RGN GE#ME: HEIDRAEHANATRZED 2 AAEAN G ILF R

HAZAZEAAE S 72 2 ADAE N AR 5E .

SZCA strictly controls key tasks in specific business specifications. Multiple trusted roles

shall be required to jointly complete the sensitive operation. For example:

(D

2

€)

For operation and storage of the key and cryptographic equipment, it requires at least two of

three trusted persons;

For background operation of the certificate issuance system, it requires at least two of three

trusted persons;

For review and issuance of the certificate, it requires two trusted persons.

£ 5.1-0] 15 M O FB AR N B %

A=) At N
1 I&E 7 E HNA 3-5
2 e 2 B R 2
3 RGE R 2
4 ARG H I 1
5 TARER 1
6 R 28 57 T 6 1
7 2 T 5 1
8 M-SR 1
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9 HHVE B0 3
10 SN =T
11 B A% 01 1
12 HIE 57 1
Table 5.1 - Minimum Number of Trusted Roles
S/N Trusted roles Number
1 Operational Safety 3-5
Management Team
2 Super administrator 2
3 System administrator 2
4 System auditor 1
5 Security administrator 1
6 Network administrator 1
7 Monitoring administrator 1
8 Access control 1
administrator
9 Key administrator 3
10 Entry clerk Several
11 Reviewer 1
12 Certificate maker 1
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523 510 A6 8 H A 5 % ¥ Identification and

Authentication for Each Role

JITH SZCA WIFEHRN 51, MRAE FTEAE A QLA FIBEAT S0 5603) . SZCA IRAE & tfFalk
PEFRERAEAUR, R ERRGHERIER 118ER . B30, REEESE2a4m. X1
2SI R T, SZCA RGUK ST 78 BT sk I B L T A IR 1T 9 .

All SZCA's in-service staff are identified according to their roles. SZCA grants the required
system operation cards, access control cards, login passwords, operation certificates and other
security tokens according to the operation nature and authority of each role. For employees using
safety tokens, SZCA's system will independently and completely record and monitor all their

operation behaviors.

5.2.4 FEZB 3T 48| A /A & Roles Requiring Separation of
Duties
NURIERG 24, B AE A OB RN, B SZCA BRI S Ml AR i NAE AT
SZCA #ATHRTT 7 B A t0, AFRHEART F oA .
(D AEA 55 523
(2) iE-Fsk CRL %%
(3) ARG LS4y
(4) CA#HEH
(5) @4t

In order to ensure security of the systems, it should follow the trusted role segregation
principle that the trusted roles must be assumed by different personnel in SZCA. Roles requiring

segregation of duties include, but are not limited to:
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(1) The acceptance of the certificate businesses
(2) The issuance of certificates or CRLs

(3) System engineering and maintenance

(4) CA key management

(5) Security audit.

5.3 AR #EH# Personnel Controls

5.3.1 B £ ML R ER Qualifications, Experience,

and Clearance Requirements

SZCA W ARFET]AGE A ) TAE N R BEAR ORI T
1. A RIEFAAE A TR 5
2. ESFEZGEHEL B, IR SZCA MG HE L E B
3. ST SZCA IR LZAEHMME. HE ML
4. HARGHDANRI B8 BLEANE 5T 0 AR AN A Mk 22 )7 5
5. R REFHREIBNE1ERA;
6. TIEFILIRICH;

7. REEAZG AL AR L AUR AR TAF LR, slifid SZCA MHSRAET I
A% 5 J5 g L o

The qualification requirements of personnel who undertake trusted roles in SZCA are as

follows:

1. With good social and working background;
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Complying with national laws and regulations, obeying SZCA’s unified arrangement

and management;
3.  Complying with SZCA's related security management norms, rules and systems;
4. Having good personalities and working attitudes, with good working experience;
5. A good team player;
6. Noillegal and criminal records;

7. Personnel in key and core positions must have relevant working experience or pass

relevant SZCA training and examination first.

5.3.2 B AERERF Background Check Procedures

SZCA R LHFHMEE P EE RIHE. SZCA 250 KM ENMEE,
FERRT SZCA FIE R T S

HRIHE S NEAREN L RE.

1. BEARECRTEFMIUE. TEZD . BIERE. #E KPR SRS 77 TH 1 7

2. MBREROSIEAFEDHI, EEENEHEL. BRIER. R AN
LARITHNHE

AR

Lo NEEERTT 500 RN G A N BB DAL . SRAEBUTR B0k D ANJBE DT femis
PIAER . BEREUE S B 3 UE S5 AH R RGIE R -

2. NFHABIDEIE G WL A5 BR AE 7 558 26 BRI ST SR (A4 R (0 s PR AT
HE

3. FAERI @ HHE WS B E A R E R4 7 200 A AT 542
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VEMHLA < V2 SEHLA A2 B S E N B B 415 B SZCA AT S N 51 i A i)
BEXTHAEA TS, P A DIZE SRR B, s, A AR IR, (EASET SZCA
HEFSZFE A SZCA BT EME S5 KR

The employment of SZCA's employees must be subject to strict and credible background
check. The background check procedures for trusted employees of the SZCA shall be completed

by the SZCA cooperating with relevant government departments and investigation organizations.

Background check is divided into basic check and advanced check.

1. The basic check includes check on identity, work experience, career recommendation,

education, and physical condition.

2. In addition to the basic check items, the advanced check further includes the check on

credit conditions, criminal records, social relations and social security.

The check procedure includes:

1. The HR department is responsible for confirming the personal data of the applicants.
The following materials shall be provided: relevant valid proof such as resume,

graduation certificate of highest education, qualification certificates, ID card, etc.

2. The HR department identifies the authenticity of the provided materials by telephone,

network, letter, interview, etc.

3. The employing department examines the applicants through daily observation, on-site

assessment, and scenario testing, etc.

The operators of the RA, RA branch and LRA must also be assessed with reference to
SZCA’s Trusted Personnel Check System. LRA may add terms for check, probation and training
on this basis, but shall not violate SZCA's procedures for certificate acceptance and the

Certification Practice Statement.
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5.3.3 Y ZESK Training Requirements

SZCA W FIE M EMIRAL TR K, 4 TAHR IR ATRE I, SR E RPN A AT
1. SZCAIZERZR;

2. SZCA HARMKZ;

3. SZCA ZAEBLHE ML

AT g8 — EOR s

o
ZIE

5. PKI ZEAfi&niR;

6. B UMIGUE RN AL S IR 5

7. RMEVRE A5 e T

8. CP. CPS B KAHKARMEFIFR T 5

9. SZCA EMBUR. lEE MK IpE5E:

10. EZERTHFUIERS M2 20 S bnitE. 257
11 HAh i ZEAEAT R 14

SZCA ¥ 3 T2 I I BIE DL BRAC S AT, X T-25 K& SSL s 2R iE F AR 25 4 E
PR A A% L, HI 24208 i K5I 15 2] Baseline Requirement H 23K 1 M 55 1% 1
TAERT AR H R K

Based on the requirements of trusted role, SZCA provides the corresponding pre-job training.

The comprehensive training are as follows:
1. SZCA operation system;
2. SZCA technology system;

3. SZCA security management policy and mechanism;
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4. Job responsibilities requirements;

5. PKI basic knowledge;

6. Policies and procedures of authentication and review;

7. Disaster recovery and business continuity management;

8. CP & CPS policies and related standards & procedures;

9. SZCA management policies, systems, measures;

10. National laws, regulations, standards and procedures of electronic certification service;
11. Other training required.

SZCA records and archives the training attendance of employees. For operators and
reviewers who issue SSL server certificates and code signing certificates, they must pass the

training before taking up their posts and reach the skill level required by Baseline Requirement.

534 H ¥ A B f ZE R Retraining Frequency and

Requirements

T REATEA ORI EZ RO R, BFEEDER SZCA AL REII—K. Xt
TINERGEE KK NG, BREEDHAT — PR RN FIRET . JhAh, SZCA H5ARHE
PR R G T RSB EEOR, ASE W B RN A BEAT 4R S 551

For personnel who act as trusted or other important roles, they shall be trained at least once a
year by the SZCA. For personnel related to the operation of the certification system, they shall be
trained on relevant skills and knowledge at least once a year. In addition, SZCA will require
personnel to receive further training irregularly according to the requirements of its system

upgrading, strategy adjustment, etc.

85



=
-m
Dt SZCA 4BR{S1T1A % CPS

SZCA Global-Trust System CPS

5.3.5 LERfM ¥ AT Job Rotation Frequency and

Sequence

SZCA MR H 5 75 B He AR R 4, e I B AR DL M€

SZCA will arrange job rotation according to its own needs, and the rotation period shall be

determined according to the specific condition.

5.3.6 AT AR Sanctions for Unauthorized Actions

24 SZCA B TiHT T ARFEREGEAGEME, SZCA SERPVE R ER 2K 1% N\ 51 i) 22 45 iE F A1 IC
.o FMZN ARBZIAT NEE T EM, LT Z4 A R IERALTE. ST, &EE DL 3R
A EIEA LR A PR Tt

When SZCA's employee performs unauthorized operations or exceeds the authority, SZCA
will immediately cancel or terminate the person's security certificate and IC card. SZCA takes the
measures of circulating a notice of criticism, fine, dismissal and transferring to judiciary

authorities for treatment depending on the seriousness of unauthorized behavior.

537 MM 3L A& 249 AN B E K Independent Contractor

Requirements

SZCA BN Ny BEIEA R BB Frih R 2, WS L E =TT IRF N RS 5 RG 4. &
YA, B T AU TAE NS F RE L LASL, 2RSS N S e SZCA B N el
BORRE RN A O AR o [ 3d 75 20 FLdb AT 06 SR FIR BRI AT 22 s RVERE I, AL fE

FEREIESE SZCA [RFIE .

SZCA employs professional third-party service personnel to participate in system and
equipment maintenance due to insufficient human resources or special needs. In addition to

signing a confidentiality agreement on the work content, the service personnel must undertake the
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relevant work under the whole-process supervision and accompany of SZCA's personnel.
Necessary training on knowledge and safety specification is also required to strictly comply with

SZCA specifications.

538 R4t 4 B T B X &4 Documentation Supplied to

Personnel

TERF N B ELUIE], SZCA $AEL R LB SO O FR A IR T LU R LK
1. SZCA G LF:
2. SZCA H-FINEMEF5 RN
3. SZCA FEiARMKZRICHY;
4. SZCA LA PHIRESE,

The training documents provided by SZCA to employees during training or retraining include

but are not limited to the following:
1. SZCA Employee Handbook;
2. SZCA Certification Practice Statement;
3. SZCA technology system documents;

4. SZCA security management regulations, etc.

5.4 #HitHEFEF Audit Logging Procedures

5.4.1 IEFFEHRIZEE Types of Events Recorded

JITH RAEAE SZCA B R 2 A S F 2 F Bl 4T b ik 8] B 5 0 S e o BRER A SR
XL, AMORTINVEREFEZRGH AR, #MZE T NMEER:
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1. FHM AR H BAF ]

2. WEEMTFYIT;

3. EEMIEAY,;

4. EFARIE;

5. ORI SEAR.

X L A AL FFHH AR T

(1) FHHEGEAPANE RS, BREEHAER. &0 . IKE. FH. fHHE.
VAR, S, FAEH MR 4

(2)  EE&AaE NS, AR ER. edE. EEL BoE. .
Yefz %

(3)  UERHEEMA, BRI PEH P, B RE AL, B TR EIE |
I S 30 UE BRI R A7 555

(4 EPAEMAEMAMEESEMS, BFEIEBHFIE. dE. B, MES RAR
H, A WIhECRERINVIR CA REMiES), KT CA REMERIHER
BT Je 7 i A B, 6 T RGOS AR AU U 0] Je U7 i A ], 24, U
SCAFEGE R SRR, RGN, AR A AR R

(5) Bl KA A0 SR ) 2 A F A

(6) RGEEFEM, OFERFABNMKCH, RENRPOIE. MER, ®E sz
i

(7)  CA WhtrIvii, SIEHRAN RS CA ¥t JERAN Gtk CA Bt S B [F)
N2 A A7 A e 1 U 1

(8)  AfE ANREHILT, RN RMK S HIFILR, RABRMHIG. A2H,

QI HIFIL>R, AN RELENL.
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All major security events occurred in SZCA will be automatically timestamped and logged in
the audit trail records. Regardless of manual or automatic generation, these records should contain

the following information:

1. The date and time of the event;

2. Sequence number for the record;

3.  Type of record;

4. Record source;

5. Event recording entity.

These events include but are not limited to:

(1) Management events in key’s life cycle, including generation, backup, storage,

recovery, usage, revocation, archiving, destruction, private key compromise, etc.;

2) Management events in life cycle of cryptographic equipment, including receiving,

installation, unloading, activation, use, maintenance, etc.;

3) Certificate application events, including subscribers' acceptance of user agreements,
units accepting applications, verification of application material, preservation of

application and verification material, etc.;

4) Management events in certificate’s life cycle, including application, approval, update,
revocation, etc.; System security events, including successful or unsuccessful access
to the CA system, unauthorized access and access attempts to the CA system
network, unauthorized access and access attempts to the system files, reading,
writing or deletion of security & sensitive files or records, system collapse, hardware

failures and other abnormalities;

%) Security events recorded by firewalls and routers;
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(6) System operating events, including system startup and shutdown, creation or

deletion of permission, configuration or modification of password;

7 Access to CA facilities, including the access of authorized or unauthorized personnel

and attendants, as well as security & storage facilities;

®) Management record of trusted persons, including application record of accounts with
network privileges, record of system access application, modification and creation

and personnel change.

5.4.2 43 HE W A Frequency of Processing Logs

SZCA AT — IR H IR EAANEE, 1 Ed BUR L E RS, & H AT RIEAR S
&M B ie v H e T NgEATR A b, DS A B 2 ) 2 S AR AR AT
SIS SRR B (1 6 Bt gt AT Ak 2

SZCA carries out log tracking process on a weekly basis, reviews the violations of policies
and other major events, and analyses the certificate issuance system logs on a monthly basis. All
the audit logs are checked and reviewed by specific personnel regularly in order to discover the

significant security and operation events and take corresponding measures timely.

5.4.3 #HitHERIIRFHIR Retention Period for Audit Logs
SZCA A4 it HE, RAFHIROVIER RS L5
The SZCA system audit log shall be kept for seven years after the certificate expires.

5.4.4 # 1t HERIRY Protection of Audit Logs

SZCA FAT ™K& () BEANZ AR ) 45 ) 15, W R R SZCA AU N A A BEFRIT IX 48
B AL o X SRAE T M I ORI OIRES AR R I R SR ATV 17+ B 32 - 45 LEAE A
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B ORI R 5 R A

SZCA implements strict physical and logical access control measures to ensure that only
personnel authorized by SZCA can access these audit logs. These records are under strict

protection, and unauthorized access, reading, modification and deletion are strictly prohibited.

5.4.5 Hi HE& %R Audit Log Backup Procedures
SZCA [ T ER IR TR H I 45 % B G R eE TF N G i AT o oH H A0S T SR ) VA A
Bt o BT SCRY ELHE 8 10 o T BRI SRS LA A7 AR W A7 IAE 2 A B OB R Y o

SZCA’s audit trail documents are archived and backed up by the business administrator and
auditor for audit log and audit documents monthly. All documents including the latest audit trail

documents should be stored in disks and placed in a secure document library.

5.4.6 HIiHIE RS Audit Collection System

SZCA w B HE# i ARG L S Lk 55k, A RN RECR GRS T

1 #iFH SRS

2. EPEERL

3. IEPRBR ARG

4. EPHRRS:

5. EFEMEME RS

6.  DlEH RS

7. Wk, BdEE R E AL

8. HAMhFEEE RS
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SZCA uses the automatic review system to review records and materials, and automatically

report review events to relevant personnel or systems.
1.  Audit log collection system;
2.  Certificate management system;
3. Certificate issuance system;
4. Certificate directory system;
5. Remote communication system;
6.  Access control system;
7. Website & database security management system;

8. Other systems to be audited.

547 X 3 B F 4 L & B @ % Notification to the
Event-Causing Subject

SZCA RIMI L IR, Kil Bk & AT 8, RV R Ve B e s &, Re
SRR X 5 476 Tt XSO o AR L 3 B AT R B4 D) o Bees 3 L TP AR 55+ 3458
AR T Kb B A e

SZCA A BLRTE & 5 3 BT 1 LAk HEAT I8

When SZCA detects the attack phenomenon, it will record the attacker's actions, and trace the
attacker within the scope permitted by law. SZCA reserves the right to take corresponding
countermeasures. According to the actions of the attacker, measures such as cutting off the
services that have been opened to the attacker and submitting them to the judicial department may

be taken.

SZCA has the right to decide whether to notify the entity resulting in the event.
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5.4.8 M55 144 Vulnerability Assessments

FEVNE R GEATINY, SZCA M ERFIANEEXT 2 ¢ AT RS R BB EAT PRAG . JFARYE H &
A L o A B S, BN RN R SIS AT R VI SR 2 e P e, 0 TS AT
SZCA BZ=JEN RGERHEAT BT VE BT I BRI PEAL , JFEE RIS S5 RIEAT N AL &, DAREAIR
RGIBAT IR o WERGEA S UL SCRFNIE RG24 s eI SRR SR, 27 R A2 55K
B, JRERRAR S I BEAT 0 M BRI IR A, R OR AR SR AT AR AR L E R HOR IR -

When the certification system is in operation, SZCA carries out internal and external
assessments of the possible threats to the system and adjusts the security controls closely related to
the system operation at any time based on daily audits of logs and supervision of implementation.
For weakness parts, SZCA conducts a routine technical vulnerability assessments on the system on
a quarterly basis, and disposes of the results accordingly to reduce the risk of system operation. In
the event of significant changes in the certification system and related technical resources
supporting the security operation and maintenance of the certification system, an exceptional
technical vulnerability assessment shall also be conducted to ensure that the changes will not give

rise to a significant technical vulnerability.

5.5 127314 Records Archival

5.5.1 HEIE XA Types of Records Archived

SZCA UL N JLREMEAT T, AR EAR T
(1 EH RGBTS0
(2)  UEPBFHE PR 512
(3 UEPBHIESC RN, IERRSHAERIELRE S, SUERIT T BEG
(4) W,
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(5)  UESRIG . FL ARV S5 HE 0 SRS

(6)  HWLBRE, BIEARTHERAE. M. B0,

(7 HRANR. BB SR .

(1)

2)

€)

(4)

)

(6)

(7)

SZCA archives the following events, including but not limited to:
Documents for construction and upgrade of the certificate system;
Certificate and certificate revocation lists;

Documents supporting certificate applications, information on approval and rejection of

certificate services, and agreements with certificate subscribers;
Audit record;
Certificate Policies and Certification Practice Statements;

Employee information, including but not limited to the background investigation, hiring, training,

etc.

Various external, internal documents for assessment.

5.5.2 IFHR%E R KR HAFR Retention Period for Archive

SZCA X F AR, HOREIIRZ AR,
(1) XTI UEFS A i o I RO B AR AR, DR 7 SE DL b

(2) X CA SR P4 dw Ja I N R0 B SR 0R 1 A, FLOR B IR AN DT CAE-R A 4

i Ja 39 o
(3) AR VRS DR B IBR AN D FHIE R UR 7 4R
(4) CAMEHAVEYITRIAE CA MM A a2 4, BUOMRE 7 4.

(5) XWTFREEAEFEMHM ARG 2 FEx, HIERRIRE 7 4F.
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SZCA has different retention periods for different archived records.

(1) Archiving for management events in the subscriber certificate life cycle will be kept for more

than 7 years.

(2) Archiving for management events in the CA Certificate and key life cycle will be kept for not

less than the life cycle of the CA certificate and key.

(3) Archiving retention period of subscriber certificates will not be less than 7 years after the

expiration of certificates.
(4) CA key and certificate archiving will be kept for 7 more years after the end of the life cycle.

(5) For system operation event records and system security event records, the archives will be

retained for 7 years.

5.5.3 AR HIFR T Protection of Archive

SZCA X5 Pl 7 g« ARFUR A ARE SO, #8224 ) BEATE 4 O fi Tt A
IIVEBRER, BORVIRE I SCARAS SR, B AR U 22, IR B e R

SZCA has secure physical and logical protection measures and strict management procedures
for all types of archived documents in electronic, tape, and paper form to ensure that archived

documents are protected from damage, unauthorized access, modification, deletion, or tampering.

5.5.4 AR & T2 Archive Backup Procedures

T RGBT IIRICR, AT &0, & SOIFREAT A
XTSI BRE, AR BT &0, (R EERBU™ A 1 it R 22 2k

JITAT VARG PR B 1 SO RV PEBR T IRAEAE SZCA HIAFI# e, IEAE S b ORAF A o A7
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A 0 B P — RO B P R AR R 2 175 3, BAN R AR AAE B R BRI TAEN
BRI B G OL T, A RE A BT SR AT . SZCA 1E L N b LRIEAE IEXT RS 5 &
HAMBATIMER . BXE 5.

Electronically archived records generated by the systems are backed up weekly and the

backup files are stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures

need to be taken to ensure their security.

All the documents and data archived usually are stored in the main storage site of SZCA. If
necessary, the backups will also be saved in the offsite. Archived database is generally isolated
physically or logically, with no interaction with the outside. Only authorized personnel or others
under the supervision can conduct the operation for reading the files. SZCA provides mechanisms

to protect archives and backups from being deleted or modified.

5.5.5 id 3B 8] Bk B E 3K Requirements for Time-Stamping

of Records

SZCA [¥IA5 &AL 81 4 A e % ZBUAI s P 1] 28K o

SZCA files shall be time-stamped when created.

5.5.6 IHRIEE RSt Archive Collection System

SZCA & iHEREARY RINEE R G A CPS 55 5.4 TP /E RGN H o

SZCA audit trail collection system is detailed in Section 5.4 of this CPS.
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5.5.7 RBARK TS S HIFEF Procedures for Obtaining

and Verifying Archived Information

SZCA FE WIRAEAF 15 B i 72 B 1k

SZCA regularly verifies the integrity of archived information.

5.6 EFINERSHAZEHES Key Changeover
JEAEB BT, SZCA F5-HRAE TS Hems i M AR AT 3, AR O . 7
LTS B N, PR 0 SZCA e TR IR MU, CA 35BS B A A LA TS0

1. £ CA R dn A AE SR AT (LSR8 IO T SIS, B ERAE CA HHIES RIS Ty T2
UEF A E Y .

2. FEFIERRBH N JAES 5 BUES RN, kS8 CA A% K CRL, HEIRE—
5K T GAE A5

3. ERUNIE R CA BRI, JUARE ST B MG
4. REPRATHEIN CA GEFS,
5. WRREANTELE LS A, AHIEEE .

Prior to the expiration of the certificate, SZCA will replace the root key in accordance with
the provisions of CP, and generate a new certificate. When generating the new key, specifications
of SZCA key management will be followed strictly. CA key replacement must comply with the

following principles:

1. The new subordinate certificates can’t be issued before the end of the life cycle of CA
certificates, which ensures that all subordinate certificates are expired as the CA certificates

expire.
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2. Before the expiration of the original private key, CA continues to sign CRLs with the original

private key until every certificate issued by this CA expires.
3. CAkey generation and management must strictly follow the key regulations.
4. Release the new CA certificate timely.

5. Ensure the entire transition process is safe and smooth with no vacuum of trust.

5.7 ME S RMEPKE Compromise and Disaster Recovery

X SZCA Ry, KABEMS T BIA. bR, MtEIRE REAGRIE
IR, WCEERER . B P BT SO R T B R S AT 03 B SZCA HL IR %5 B 45
FEBIS, SZCA ¥R (SZCA RMEME TR Mg MHE UL . BERRAE ., RAEKE ALY
55 REBEAB AR (2 PP RSL X5 1 SR 52 o FEARHE BER ) CA ML I 5 T N A SR A 5535
AR, FHRAENEA, o AR R T .

In the event of an attack on SZCA, the collapse, destruction, or failure of communications
network resources, the failure of computer equipment and systems to provide normal services, the
destruction of software, the tampering of databases, or the suspension or breakdown of SZCA's
server room services due to force majeure, SZCA will implement recovery in accordance with the
procedures and responses for incident handling, emergency response, disaster recovery and
business continuity as set forth in the SZCA Disaster Recovery Plan. Besides, SZCA will provide
a plan of business continuity and security to the auditors of CA as required, and test, review and

update the procedures annually.

571 % & 8 i = 4 # #2 K Incident and Compromise

Handling Procedures
N T R e SR A P ORI T R A I L, SZCA ST T — R N S A PR SN
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WFR TR, . (SZCA REHFEALFEINIE). (SZCA T RKFHMMN ATNE). (SZCA REi4%

SR TTED

HA R B AL AR BRI LB 7 AR SR B A RLE , AR S FE B W R T R AT 4
T, AR FEEAT B R R SR, BT — I RSN S 2

To timely respond to and handle accidents and damages, SZCA has established a series of
emergency response schemes and accident handling schemes, such as the SZCA System Fault
Handling Specification, SZCA Major Accident Emergency Scheme, and SZCA System Backup and

Recovery Scheme.

Related personnel will actively carry out the recovery plans in accordance with the
regulations of the above schemes and related systems, and perform the data disaster recovery drill

each quarter, and an emergency response drill on major accidents annually.

5.7.2 THHEALEIR B4 EEEE 5 5R Damadge to Computer

Resources, Software, and/or Data

SZCA X35 R G0 e HADE Z ARG B B R BR AT 1 %40, IR 1A LA B
SUEBRRE . RAE M SR IE A R IREIR . F RN A RAR B IE W AR ST . AR RBIOR . Sl
PR B S B R B AN T BT 773& FROK e, SZCA K% R R B 1 RISt K =

SZCA backs up resources, software and data of the business system and other important
systems and formulates corresponding emergency treatment processes. When identified the
destruction of network communication resources, failures of devices for daily services,
malfunction of the software, or tampered database, etc., SZCA will launch the disaster recovery

plan.
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573 L& FL 4 IR F & B FE P Entity Private Key

Compromise Handling Procedures

TEHUE ) NAREUE HAR KRNI T, SZCA ¥ RBUN FD BRI R 24 5

1. SZCANIERGH LA HDl S B 51 bS5 AE . RGUE B AT 28 T

2. ARIEIRAERITEST, B> BA AL 2 A B e T

3. MR HREIEMA ECE H s AR bise, H 3 dlE M CRL 2 HEHTIRE

4. IR 2 A AT RE A B R B A

5. WURTEEWMENSE I R RRCE M, Rl RGE L RHATIRE

IR TG B R SZCA L5548 AF BII I B, W 34k — 44 SZCA %4l 55 5 AF h1 Bk
Mk 558 B AN AT IR

0 CA MRALPARIAE . k. B st ds, SZCA JRahERFMM S ERE, HlE
TR MR TR E R CAES, Ko RIL T

Lo SEBIF BRI IICAR, I Rl A A 2 SE RIS 1T P BEAT I, SR i e e
PP ) 2 3 52 KA K 5

2. SZRIIE AR T K P S AIE S IE AR 55 AR G I R 45

3. SLBIMAEPTA DA IETS, BB CRL Al OCSP 158, BHIEAS 1T Akt

FTEW. [FIN SZCA 7RI A BT I 28 50 Xof

4, HMGEPRE KRG, %I SZCA CPS K TIE BB KRIME, EHEK FRIUEHA
TREAEFR S CA iEH; SZCA Bt B k)G, KArRli@Ed SZCA 5 EE. H
RS, HTTP Z 5 KB A .

Mrgg CA AVHHBLE R . HBok. Bl . M ER B SR = U I BEIE I, #:4E CA 5%
B i) SZCA HEATIEAR I A Bl 18 S AIEHE R, RIS 2 508 IRIE S
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1. SZCA SLEfa] A F T IEAR, @i Wt A A A LA P AT 38 1, SRERSE T
8 G FH P M) 2 3 32 B RAR 5

o

S RIVIE R SR AR AT % P S EAS A IE AR 35 AH SR 1) R G5

W

SE RIS A AR R IIETS, S8 CRL A1 OCSP 5 5., HEE-H1T = ARy
il

4. FRE CAFPAKRIGE, HIB SZCA CPS X TiFRA R IFIE, BRI FE
15

5. SZCA BrHEPZK )G, HILEE SZCA B EFE. HEMRES 4. HTTP 25 ik
1T RAT -

IEBIT P ALV T Ae B B 8ok BIAR. ML, aRE MR =& o R, T N

14 SZCA CPS IR, &5 IS UE e, JH4a 8 HE o8 i B e 15

In the intentional, man-made, or natural disaster situation, SZCA will take the following steps

to restore the secure environment:

1. SZCA verification system’s password is changed by the business administrator,

business operators and system administrator;

2. According to the type of disaster, some or all certificates will be revoked or re-verified

later;

3. Directory data and CRL are needed for recovery if the directory is unavailable or

directory with impure suspicion;

4. Timely access to security site as far as possible to restore operation reasonably;

5. If it is necessary to restore the business administrator's configuration file, it will be

done by the system administrator.

If it is necessary to restore the SZCA business operator’s configuration file, it will be done by
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another SZCA security business operator or administrator.

When the CA root private key has been damaged, lost, tampered, or leaked, SZCA starts a
major emergency treatment process and develops a plan. If the CA certificate needs to be revoked,

the following measures will be taken:

1. SZCA reports immediately to the supervising government departments, notifies
subscribers through the website and other public media, and takes measures to protect

users’ interests without more losses;

2. SZCA notifies the relevant relying parties to disconnect the systems associated with

the certificate authentication services immediately;

3.  SZCA revokes immediately all the certificates issued and updates CRL and OCSP
information for subscribers and the relying parties. Meanwhile, SZCA immediately

generates a new key pair;

4.  After the new root certificate has been issued, SZCA re-issues the certificates and the
subordinate CA certificate in accordance with the SZCA CPS about provisions of
certificates issuing; After the new root certificate has been issued by SZCA, it will be

immediately published by the SZCA repository, LDAP, HTTP, etc.

If the private key of subordinate CA is missing, tampering, cracking, leaking, or used by
unauthorized third parties suspiciously, subordinate CA should report immediately to the SZCA

and generate a new key pair and certificate request to apply for a new certificate;

1. SZCA reports immediately to the supervising government departments, notifies
subscribers through the website and other public media, and takes measures to protect

users’ interests without more losses;

2. SZCA notifies the relevant relying parties to disconnect the systems associated with the

certificate authentication services immediately;
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3. SZCA revokes immediately all the certificates issued and updates CRL and OCSP
information for subscribers and the relying parties;
4. Subscriber certificate is re-issued in accordance with the provisions of SZCA CPS on

the issuance of certificates after the new Subordinate CA certificate has been issued;

5. After the new certificate has been issued, it will be immediately published by the SZCA

repository, LDAP, HTTP, etc. for distribution.

When the private key for a subscriber certificate is damaged, missing, cracked, tampered, or
used by unauthorized third parties suspiciously, the subscriber should apply for certificate
revocation immediately and re-apply for the new certificate following the provisions with the CPS

of SZCA.

574 K FJG K Mk % % 4 ¥ 88 JJ Business Continuity

Capabilities after a Disaster

SZCA 1EREE AT 5.7.1. 5.7.2 F1 5.7.3 R R MG, I HAMHLE], KE 24 /)~

I 22 IR 4% Tl 55 R IE #38 AT

After encountering the disaster described in Sections 5.7.1, 5.7.2, and 5.7.3, SZCA can use

the backup mechanisms to recover systems for operation and service delivery within 24 hours.

5.8 TN E AR 55 1 # B v A 0L # B9 2% Ik CA or RA

Termination

SZCA & 1EZ A [ B A AT LA s B 52 458 S DR AN AR 38 B 52 45 S D), B 52 45 DX T o
15 SZCA WREAE R, ARF I BRI W e 5 i R A X

fE SZCA & 1LR, WA:
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1 =R 55 R A

N

FLHL SZCA &1k,

3. JEAES SZCA 15 1A SE R Se 4k

4. RHIMH MRS %S

5. RS

6. ACRAAAE SRR

7. AR AEH O IRSS

8. A H SRS A

9. KM H MRS

10. Ab¥E SZCA VS FE B FN SZCA Mb 554 5

11, AbE NS 28

12, ALBRAAE A U OO 5

13. 5% SZCA LML,

TS B R S A 2 AR A T & 0k SZCA, JUF- 5258 skl IR, i — I AS[RIZE
SZCA Z 1k KGR [a] R b, d T2 P2 R R 208 SZCA, R SZCA AT 7 1)
MR BT AEEHZRR N 2L SZCA, £ SZCA BAFTA I P&, REUE M4t 5H
BRIAR SZCA Z1EX51T I RIFEI o

The reason for the SZCA termination event may be key damage or non-key damage. Key
damage may result from the loss of the SZCA root key, and the non-key damage reason may be

related to commercial factors.

Before termination, SZCA must:

1. Arrange the business to undertake;
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N

Draft SZCA termination statement;

et

Notify the entities that are related to SZCA termination;

4.  Shut down subordinate LDAP;

5. Revoke the certificate;

6. Treat archive file record;

7. Terminate certificate authority service;

8. Archive main LDAP;

9.  Shut down the main LDAP;

10. Handle SZCA business administrator and SZCA business operator;

11. Process encryption keys;

12. Process and store sensitive documents;

13. Remove SZCA mainframe hardware.

With the termination of SZCA due to key damage and non-key damage, the operations are
mostly the same. The only difference is the time limitation that SZCA stops sending notifications.
As for SZCA termination due to key damage, the process in which SZCA notifies the subscriber
needs to be completed as soon as possible. As for SZCA termination due to non-key damage, it
can take appropriate measures to mitigate the effects of SZCA termination on the subscriber after

SZCA notifies all the subscribers.
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6.\ E RS AR Z 212 Technical Security

Controls

6.1 FHXMN MW A L5 % % Key Pair Generation and

Installation

6.1.1 XTI B Key Pair Generation

6.1.1.1 CA AN A B CA Key Pair Generation

CA ZPI0S Hh [ A5 8 0 1 I AN VE P (R B s AR By . BRI A A B A7 4
AR TR E BB AEFIPS 140-26R HE AH G KL E o H1 T FIPS140- 247 H 4572 Bl K 2508 4550
WIS RERORRAE, [ S0 T 2505 7= A 7™ i 1 K, TRIBLFIPS 140- 245 AN 2 IRAAAT
FEAE E KA E B ECR VAT TR T RE R, BASREE R sirl. HF 3k

P B SRR NS I [ S A 3 AR5 2 . NE.

CATE IR IR A L RE 75 5% AR B ek — 44 B R 1A o U U HAIE DAR DR HLEAR CPS LK A
B EOR . B PR A B R AR A E 2 R RO ORAE

The key pairs of CAs are generated by the cryptographic devices approved and licensed by
SCA. The generation, management, storage, backup, and recovery of the key pair shall comply
with the relevant regulations of FIPS140-2. Since FIPS140-2 is not a standard approved and
accepted by SCA and SCA implements strict management of state’s cryptographic products,
SZCA only applies part of the provisions of FIPS140-2 under the permission of SCA. Specifically,
the product manual of the device is for your reference. Hardware Security Module used for key

generation must be evaluated and certified by SCA.
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The generation of the CA key pairs shall be video recorded or witnessed by a qualified
auditor to ensure the generation process complies with the requirements of this CPS and follow
the separation of roles principle. The procedures and operations related to key pair generation shall

be recorded and archived.

6.1.1.2 ] P AN A B Generation for Subscriber Key Pair

XFFSSL/TLS {EBAIRS [ #8AUE+, 17 2 B AX 1T P B A IR E

XF TR AATLER SR IUET S AT 2 UE,  HI9T 7 SR A S AR 2SR A A 15 4%
ERCEART, APAAREE AT, RIS A2 A BaE A PASZC AR 22 4 I R 0
L zail f .

UEFAT P R IR AV L A B STEAT LS5, I ARSE el R R DA I RAT P e
S5 ISR, SZCABIEIELA LY.

For SSL/TLS certificates and timestamp certificates, subscribers’ key pairs are generated and

kept by the subscribers themselves.

For certificates and code signing certificates that meet the technical requirements of AATL,
subscribers shall use the hardware equipment that meets relevant requirements to generate key
pairs, and private keys shall not be duplicated or exported, and the activation of which must
require a password. SZCA will deliver the activation passwords to the subscribers through secure

channels.

Subscribers have the responsibility and obligation to protect the security of private keys and
bear the legal liabilities arising therefrom. If a subscriber uses a weak key to apply for a certificate,

SZCA will reject the application directly.
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6.1.2 FAEFHIEIXELA T P Private Key Delivery to Subscriber
X T USBKey Wl AE I AAEH, B SZCA # USBKey HEZF 4517 s BN HIT P HAT
AR, AT ER LIRS .

For the private key generated internally by the USBKey, SZCA will mail the USBKey to the
subscriber; if subscribers' private keys are generated by their own server or other devices, SZCA

will not need to send the private keys to subscribers.

6.1.3 AHALESIEFHEL KN ¥ Public Key Delivery to

Certificate Issuer
1T FiET PKCS#10 #aFNE P& LZ 0 KRG BEi L e TS L 1 C M, DT
AT 2O A IR A2 SZCA R AET .

The subscriber sends request information, which contains a public key, in digital form
encoded as PKCS#10 or other packing formats with digital signature to SZCA for certificate

issuance.

6.1.4 B FIAEARF I A HELIAL KBTS CA Public Key
Delivery to Relying Parties

SZCA A E1E SZCA HE R CAEB M CA WEPdr, @i SZCA B M
VEEAT KA . SZCA SZEFI SZCA 3 R #1  AE s AFH, PABIE A5 1T 7 Iy 251
fHEH

Public keys of SZCA are included in the self-signed root CA certificate and subordinate CA
certificate and published via SZCA's website. Subscribers and relying parties can transmit public

keys by downloading them from this website.
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6.1.5 HHAKKE Key Sizes

SZCA L FFif) RSA ZHK E N 2048 Aok LA, SCHREAD SM2 SEHK N 256 1, CFF
) ECC Z4AK Ny 256 oL o R EZIEEEM . BUN E& WIS 28K A HEE

G FIELR, SZCA M5 AlM .

SZCA supports RSA keys of 2048 bits or more, SM2 keys of 256 bits, and ECC keys of 256
bits or more in length. If national laws and regulations, government authorities, etc. have clear

specifications and requirements for key length, SZCA will fully comply with them.

6.1.6 2 HASH W ERMS K ERE Public Key Parameters

Generation and Quality Checking

Xt A AR A S AR ) SZCA AT P, A S B 2548 ) [ 5 i B =) b vV mT )
N B AR BUE G B L. % K. USB Key. IC RAFA AR, JFREM
XA A RN HE . SZCA YOI EER A A TN BRI FEEC R R& T2
5 1) 2 e K

W TS8R B R E,  [FRE i B 5 S50 A TR v 4 1T 0 0 25 % & RN A A i a3
17, Bl L. s . USB Key. IC £%5. SZCA AKX & MA R A BRI, &
FECLHS T R 2SR ER,

For SZCA subscribers using hardware cryptographic modules, public key parameters must be
generated in encryption equipment and hardware medium approved and permitted by State
Cryptography Administration, such as encryption machine, encryption card, USB Key, IC card,
and follow generation norms and standards of these devices. Of course, SZCA considers that
built-in protocols, algorithms for these devices and mediums have already met sufficient levels of

security requirements.

The quality of public key parameters is also checked through the encryption equipment and
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hardware medium approved and permitted by State Cryptography Administration, such as
encryption machine, encryption card, USB Key, and IC cards. Of course, SZCA considers that
built-in protocols, algorithms for these devices and mediums have already met sufficient levels of

security requirements.

6.1.7 Z£AEH B B Key Usage Purposes

SZCA HIMR CA BEHIUH T2&F LA N IES:
(1) fRFEAR CA [ HZE;
(2) HZ CA IR A8 S5
(3) TR B EF (Ul OCSP Wi B3 IEIES ) .

WP IS U 3R 2 e 55, B0 S0 AE . ANRT IR AN (5 B i S8 Bk 2
DR R DL A5 s A

WA BT S )GE. (58N . A rTHUBHERE B e B2 2R %
SZCA's root CA key is only used to sign the following certificates:

(1) Self-signed Root CA Certificates;

(2) Subordinate CA Certificates and Cross Certificates;

(3) Certificates for infrastructure (e.g. certificates for OCSP response verification).

The subscriber's key can be used to provide security services, such as identity authentication,
non-repudiation, and information integrity; cryptographic key pairs can be used for information

encryption and decryption.

The subscriber's key can be used to provide security services, such as identity authentication,

information encryption and decryption, non-repudiation, and information integrity.
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6.2 AR 5E LB THE = #| Private Key Protection
and Cryptographic Module Engineering Controls

6.2.1 % B3 B 5 # 5 2 #] Cryptographic Module

Standards and Controls

SZCA I ES B & H 2 4 H R F DG BRI 7= i WA, BEL 66, &0
FPK ST RLIEAE FIPS140-2 FRERIAHCHIAE o SZCA TEIE RN 2 B A B, 78 [ 52 2 A 3
SEVFATRTR R, E8eE. SRS HIEH FIPS140-2 FRERER, RS IEEA Rt atn
kh o FLF T 83543 A i A R A B 20 o ] o) 2 A B ) S . AEE .

Cryptographic devices used by SZCA are approved and licensed by SCA. The generation,
management, storage, backup, and recovery of the key pair shall comply with the relevant
regulations of FIPS140-2. SZCA selects encryption devices under the premise of the national
cryptographic management policy permit, or refers to the applicable requirements of FIPS 140-2,
with specific reference to the information provided by the manufacturer. The cryptographic
module used for key generation shall be authenticated and certified by the national cryptographic

management department.

6.2.2 FA\EH% A$EH| Private Key Multi-Person Control

SZCA RVEHRA R EH. A SO AR E S8R 2 N ipim], BISRE 3 % 2
R BRI E AP BE 3 EHEE A, BOFEHT 2 NEZIFF T ENT,
FENEH B IHMN PIN f9, A Rext AT 34

Generation, update, revocation, backup and recovery operations, etc. of SZCA private key
adopt multi-person control mechanisms. Namely, the mechanism is two out of three, the key

management authority is distributed to three key administrators, the operation of the private key is
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performed in the presence and permission of no less than two employees via inserting cards of

administrators and inputting their PIN code.

6.2.3 FAFHAIELE Private Key Escrow

SZCA & CA ZHItE % .

SZCA has no CA key escrow service.

6.2.4 FAEH454> Private Key Backup

CA MR HIRAFAE il B N S e A oh . XA & A 250 2 N
BPL EA TSR, RGAIAE N BEAT () CA FABH %47 .

SZCA Xf CA RHREAT % fr o 1T/ BB IT Pk, BBCE M BT &4, JFXt
Fo i IFA R 0 & A U7 1) 32 LA DR, B IR ARSI SSORT it

The CA private key is stored in an environment that is protected from high temperature,
humidity, and magnetic fields. The backup operation of the CA private key must be done by 2 or

more people during the initial generation of the system.

SZCA makes a backup of the CA private key. The subscriber's signature private key is
generated by the subscriber and it is recommended that the private key be backed up periodically
and that the backed-up private key be protected by a password or other access control mechanism

to prevent unauthorized modification and leakage.

6.2.5 FA£H)A1Y Private Key Archival
CA FVHEIE, SZCA XM AHHAT AR IFORAE 220 7 5. RAVEHE I N3 J5 IRAFLE ST
BN, FRAECT 24 X

SZCA ANHRET F IFAEH
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After the CA private key expires, SZCA archives and keeps the private key for at least 7
years. The private key is saved in an external storage medium by encryption and stored in a secure

arca.

SZCA does not archive subscribers' private keys.

6.2.6 AEHFAN. BHEMLIEIR Private Key Transfer into or

from a Cryptographic Module

SZCA AFEHAT P A PIMBEFF A LB b S K V5, A SRV IR A T o X A7 UE
BAFEE R RV, i RAT P IEEIE H B AT A R K, 1T AT RS
J7a, AR R R A ORGP S i) 2 1 i It

SZCA does not provide the export of subscriber’s private key from hardware cryptographic
module or allow this operation. As for the private key stored in the software cryptographic module,
and if the subscriber is willing to bear the relevant risks, he/she can choose the way of import and

export with access control such as password, etc.

6.2.7 ®A 7 T % 5 £ Bt Private Key Storage on
Cryptographic Module

CA RGBT 1 28 R Y 1 5 85 00 A8 B Ry L HE AT VF ] BRI 55 s B AL, AR 2 i A B 2
SREE FIPS 140-2 = b B[R] 55 2 22 427K, RLAH I Hicdia A7 il £ A 55 o S B A LBE 1
FEREAN A i JE YA AN 2 WIS LR A A RS2 B

W AL AR AE AT & B 503 05 8 PELE ) USB Key S i8S HIES o, BTf £ USB
Key TAFRERIAAGT, AL SO U RAF o T3 Y BR AR S B AR A I AL B, e AE R A
TSRS AEAEAE T, 3T T DA IR B A e A R i O R SR A R AR

P 2 A7 AR 28 A4 UE A5 3T 7 A I B 3 B B 22 /D75 4 FIPS 140-2 — bRk sk

113



S~

«Mm
- SZCA &FR{E{EIR & CPS
SZCA Global-Trust System CPS
EERErSeov/ G

The CA system's cryptographic device uses a cryptographic server approved and permitted
by SCA, with hardware cryptographic modules that reach at least Level 3 of FIPS 140-2 or
equivalent levels of security, and the data for the private key is stored in the hardware of the
cryptographic server and does not appear in plaintext outside the hardware of the cryptographic

server throughout its life cycle.

The subscriber's private key is stored in a USB Key media or file certificate that complies
with national cryptographic management regulations. All private keys stored in the USB Key are
stored in the form of ciphertext. For private keys generated using the software cryptographic
module, they are preferably stored and used in the hardware cryptographic module, or the

subscriber may choose to use a specific software cryptographic module with security measures.

The hardware cryptographic module used to securely store the subscriber private key for the
code signing certificate at least meets the FIPS 140-2 level 2 standards or equivalent level of

security.

6.2.8 BIEFAEARI 7L Method of Activating Private Key

HHVEH A B CE B R B SS aE A HL, AT ROE ISR, FE 2 4E
O [FIEY) o

X T A AL W1 USB Key BN~ syl el Hoth e Qi 1 2 A sk ih (137 77 A
Bl AT L A IC RAETT Rt R, T TSN Rk TR SRS A
F USB Key. IC REEMAMM AT, MARSHL, WAHBEE . XA 3AET it
FENVRAF BRI AL, T P RAZCR & B RS i A B b ORI ot SEmL,  BAB LA 3
BRI RO T, HoAb N ST 7 B TH SN URIAR G R BH o« 0 RAF AR B A A
I FLEH AT 2RI AR B R A (1 I 8 ko AT BT o i R 11 & fR97 AL
B, BAREMESINEDE, EFERA DA RERIE A .
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Key administrators use their own administrative cards to log in to the cryptographic server.

Two administrators need to be present for the private key activating operation.

For subscriber private keys stored in, for example, USB Keys, encryption cards, encryption
machines, or other forms of hardware cryptographic modules, subscribers can protect them by
passwords, IC cards, etc. When the corresponding driver is installed on the subscriber's computer,
the private key is activated by inserting the USB Key, IC card, etc. into the corresponding device
and entering the protection password. For private keys stored in the subscriber's computer
software password module, the subscriber should take reasonable measures to physically protect
the computer to prevent other persons from using the computer and the associated private key
without the subscriber's authorization. If the private key stored in the software cryptographic
module is not password protected, the loading of the software cryptographic module implies the
activation of the private key. If a password is used to protect the private key, it is necessary to

enter the password to activate the private key after the software cryptographic module is loaded.

6.2.9 f# & F\ A BIE IR S W) 7 ¥ Method of Deactivating
Private Key

i

FEYVEH RS A B ORE B AR ERRS SEMEIL, TR ERE, FE2
Y R RN .

— HRVABEOHE, BRAFXMORESBMRR, PSR RA TIEEIRES . LRI 2
T RBRERBEE, RAEHEAT — kA, G0 EAT 5 R, R ERHAT

SZCA fEBR AR IR 77 AR B ERRS . DI, i B A T
MR GSE . REBIEFT NG, gAT] PLEAT AR AT .

WP RERAAIIROE RS h H BATYOE , B RSB 501, B e 2 Atk
MR B, DI, R o

Key administrators use their own administrative cards to log in to the cryptographic server.
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Two administrators need to be present for the private key deactivating operation.

Once a private key is activated, it keeps active unless it is deactivated. For some private keys,
they can only be operated once each time they are activated, and if a second operation is required,

they need to be activated again.

SZCA can deactivate the private key by logging out, cutting off the power supply, removing
the hardware cryptographic module, logging off the user or system, etc. No unauthorized person

may ever perform the operation in question.

The subscriber can deactivate the private key at his or her discretion. The private key is
deactivated when the computer is logged off after each operation, or when the hardware

cryptographic module is removed from the card reader and the power is cut off.

6.2.10 HEFEAR) 7L Method of Destroying Private Key

R API AR, B0 S5 AL A N 2 B 2 B 1 i 8 e W R AL T3
WA, IS A G I AL I 1 5 s R WORAL TRy, R4 I
BB IC RELIPEEENE . FN, By T H0E R PIN 5, 1C <55 th b i
EEEEE

W IR BRI, B3 S5 AL AR B 2 S 2 B8 B (48 BT 7 o LA
SBOTE, WL RIEA BB, JFARIEA RIS E. L B E B DA A

[, VT PSSR A CPS IBLEIAT

If the private key is no longer in use, or after the corresponding public key is expired or
revoked, for the circumstance that the key is in the software encryption module, it must be cleared
by methods of mulching. For the circumstance that the key is in the hardware encryption module,
it should be cleared in the encryption device or IC card. Meanwhile, all the PIN codes, IC cards

for activating the private key also must be destroyed or recovered.

If the subscriber's private key is no longer in use, or the public key corresponding to the
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private key expires or is revoked, the method of its destruction shall be determined by the
subscriber, and the subscriber must ensure the effective destruction of its private key and assume
responsibility therefor. The subscriber must comply with this CPS if the key is saved and archived

after expiration.

6.2.11 ZLEIRFIPFf Cryptographic Module Rating

SZCA {4 I [ 52 B H e B Ry LA AT VE T R85 67 o

SZCA uses the cryptographic products approved and permitted by SCA.

6.3 EHXN EHEK H A5 H Other Aspects of Key Pair

Management

6.3.1 A%HJ314 Public Key Archival
XF R G A SR AT E I AR ORAT, X IRAE I A PE B AT AR NS, i ORAe
R 22 TR AER . AHEIWE, SZCA &M e AR Ak

SZCA should carry out archiving and preservation timely for public key data generated by
the system and use symmetric encryption for public key information. Ensure to obtain safe and
complete public key information. Once the key reaches the expiration date, SZCA will complete

the archiving operation regularly.

6.3.2 UE5Z AN E H BIE W HA Certificate Operational
Periods and Key Pair Usage Periods

YIS AR P IR S AE S A O 58— 20, X282 RBERIES, HA R gEAEIES
ARANN AW U T He7 2844, AR E IR AS B RIE S A RAVIRR - (B2, O T IRIEAE
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UEF A BOW N 24 1045 BT UIRAIE, A8 A8 AR BT DAZESIE 15 1R 20 BR BASE .
ST A FAEAS, FLBE AT 0 V3 3o 15 B e K A P S PR A T
LA TR CAEF, AR AR 25 4;
2T A CAIES:, A RERARAET 20 4;
3 TR UES, A AR KA 39 4N H
4% SSL RS AES:, A RO E AT 398 K, ;
5. 0 THEEGE, A R0HEKAEL 10 4.
6.5 T PDF 2 2 iEHAMBAIE S, A RIHREKARET 3 4.

The use period of the key pair is consistent with the validity period related to the certificate.
For a signature certificate, its private key can be used for digital signature only within the validity
period of the certificate. The service life of the private key does not exceed the validity period of
the certificate. However, in order to ensure that the signed message is verified during the validity
period of the certificate, the public key can be used for a period beyond the validity period of the
certificate.

For different certificates, the maximum period of use allowed by the certificate renewal for
the key pair is as follows:

1. For root CA certificates, valid for a maximum of 25 years;

2. For subordinate CA certificates, valid for a maximum of 20 years;

3. For code signing certificates, valid for a maximum of 39 months;

4. For SSL server certificates, valid for a maximum of 398 days;

5. For timestamp certificates, valid for a maximum of 10 years.

6. For PDF signature certificates and email certificates, valid for a maximum of 3 years.
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6.4 BuEEIE Activation Data

6.4.1 EVEEIER =4 5 &3 Activation Data Generation

and Installation
T BRI 2 4, VST A RS S O I R IE 5 4 1 4, AT 88 6 L
W WROT. MR WL SRR

CA RIS Bt , 2% AT S 8 B IO 28 70 A 18 BT MR I 203K, Pt
ATHEERG 2 RAVER] . AT P RIS B, BT N EIERH R4 (BUE I EBEEE A

). USB Key. IC RIERE D445, AT %4 SEIAEE N E,
WAV EeEEE, BT FEAEPR 04 (LS5 E 0824 . USB Key.
IC RIS O45%, FRELENERME N7 E ., XEEEHE, #2224
FEM T Bl LM R . ML IS AR T P e X T AE— AR B A
SZCA #H P BATHHTIEE
B BRI O 2R AZ AR AN S 2 B B0, NAZIEHE L LA
1. &b 8 FiFfF;
2. BLAE—ANFRHMN— DTG
3. AR EIR Z A R B 7455 5
4. ARERHEAE 214 AR AL
5. NREME AR . HIESHT,
6. P21 BB KEFFRE.

Subscribers must use secure and reliable generation and installation of activation data to
protect the private key from exposure, theft, unauthorized usage, modification, or unauthorized

disclosure.
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Activation data of CA private key must be generated, distributed, and used strictly according
to the requirements which are related to the segmentation of key activation data and key
management. Activation data of subscriber private key, including password (provided in the form
of password envelope, etc.) used to download the certificate, USB Key, login password of IC card,

must be generated randomly in secure and reliable environments.

Activation data of subscriber private key, including password (provided in the form of
password envelope, etc.) used to download the certificate, USB Key, login password of IC card,
are generated randomly in secure and reliable environments. The activation data are delivered to
subscribers safely and reliably, such as through offline face-to-face submission, post courier,
delivery, etc. For activation data of non-single usage, SZCA suggests users modify the data by

themselves.

All the protection passwords should not be guessed easily and should follow the principles as

below:
1. Contain at least 8 characters;
2. Contain one character and one letter at least;
3. Not contain many same characters;
4. Not be the same as the operator’s name;
5. Not use birthdays, telephone numbers;

6. Longer substring in user name.

6.4.2 EIEEIER{REP Activation Data Protection
ST CA RVEARIEEEEE, DIOUBEEEE E ] S 105 N0E F AR R E N R E
B, M HEE N ROARFE IR B R ER

VT SO B i e 22 4 W] SR AR R 7 A, A AIEAT 22 38 IR, AT it NP gRaE
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AN RAEF T A 14 B PIN A CRAFRAEH L, 1T 7 B %238 (R A8 47 FL 14 B0 PIN A, [y 1k it
RO L. QI AET A AR YRR CR Y AL, T P BRI R L AR R B N ARG
B WO TRCE LSS RGN Z AT B, NiZ4L W IS S AT 2 0.

Activation data of CA private key must be separated in a reliable way and kept by different

trusted personnel. The administrator must meet the requirements of responsibility division.

Subscriber’s activation data must be generated in a safe and reliable environment and
properly safeguarded, and cannot be leaked to others. If the certificate subscriber uses a password
or PIN to protect the private key, the subscriber should take good care of the password or PIN to
prevent leakage or theft. If the certificate subscriber uses biological characteristics to protect the
private key, the subscriber should also pay attention to preventing his/her biological characteristics
from being illegally obtained. Meanwhile, in order to meet the security requirements of business

systems, activation data should be modified regularly.

6.4.3 BUEEIERH'E T Other Aspects of Activation Data

AT A BOE Bl AT 1A, BRI IR R R T Rk faer. 2o
R P BARSAE ] o

AT RIS Bt AN 7 L RO A5 IR ORI EN I R T e T E e . kR ek
AEARAUE T, BB 45 R TR I R (5 8 L A0 B 1 s ] 3 SR AT A 280 e 0 7y B 4
i, ELUnie S 1A AR AR UL UK B

Activation data of subscriber's private keys shall be protected from loss, theft, modification,

unauthorized disclosure, or unauthorized usage during the transmission.

The activation data of subscriber's private keys which are no longer used shall be destroyed
and protected from theft, disclosure, or unauthorized use during the destruction. The result of
destruction is that some or all of activation data can’t be recovered directly or indirectly from the

residual information and medium, papers recorded with passwords must be shredded.
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6.5 THHEANZE$EH] Computer Security Controls

6.5.1 % 7 B i H L & & L R E K Specific Computer

Security Technical Requirements

SZCA Xt R GG B2 48 BT & [ SO AR ME AT RILE (0 2R, 8 42T 58 I % 4
AN, s T ULSEE ., AR FENZ AN AR S5
ARSI IR AR YEEYT REd] AN SERST A BUE HEL, 2% U7 )42 1155

AT A BRI R IGAENL ], ABAA RS (B4 CA R, RA 250 ViBUR K
N G 73 BEME— [, TP 9 U Tl B PR PR () AT AR BR ST ZER A e MBURR o 5 1] I ) B >
M4 B2 DR B IR ER E R

LR B e T B Wik CA BB MRS R ZETER RS, A
S RIRGAZRITT ] o

0 RGN G HA R GV E Y B, B RS S HAD RGO AR . XA BT LA R
B A 5 (X0 SL FH R Aoxt W48 1K) U5 1] o A58 FH 75 K i BELLE A P RS RN AR A7 R G R 45, PR
VIR RGNS .

SZCA's information security management of the system meets the requirements of relevant
national standards and regulations. SZCA draws up comprehensive and perfect security
management strategies and standards, which have been implemented, reviewed, and recorded
within the operation. The main security technologies and control measures include identification
and authentication, logic access control, physical access control, management of personnel's

responsibilities decentralization, network access control, etc.

A dual-factor authentication mechanism shall be utilized in the login process to validate the
digital certificate and username/password of users. SZCA assigns each user of the CA/RA system

a unique account with minimum permissions according to the requirements of users.
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Strict security controls ensure that the system of CA software and data files is secure and

reliable and will not be accessed without authorization.

The core system must be separated physically from other systems and the production system
must be separated from other systems logically. This separation can prohibit network access
except for specific applications. The usage of a firewall is to prevent intrusion from the internal

and external network production system and restrict activities of the access production system.

6.5.2 i+HEILZEVEE Computer Security Rating

SZCA MRIGFHIEMA FAE T IRHE, R E RN 2 2SR ER, KPR
PHIEE. SZCA H) CA RGE. MBS R G E AR R 36 e Ja U i &

T o

SZCA implements a security rating system in accordance with laws, regulations, the
provisions of competent authorities, and the national rating requirements for computer security.
SZCA's CA system, network equipment, hardware, and system software have been tested, verified,

and officially accepted as qualified products.

6.6 1y A AR$EH] Life Cycle Technical Controls

6.6.1 RS K1%E#| System Development Controls

SZCA HRAFBEH AT A L R A LA J5 -
L fE 2~ 7] A BRI T AR S B IR, IFZR AR S AR A IR AR AT 5
2. fhE 2w A BB R R RS L B A
3. JFPRIERLAHEIT RIAGTHEAT A I Th 5, 7 FE 0 T2 A 85
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4. ARTEEE AT AT AU AE LR A
5. B=J7URUEAE A
6. AN o A ATa] SEPE BT

[FIRF, SZCA AT R RAEMTE, BRI 2% CMMI ks, AT H LRI AT
A

The software design and development process of SZCA follows the principles as below:

1. Establish an internal application system for upgrade and change. The employees should

follow this system strictly;
2.  Establish an internal purchasing process and management system;

3. After the programs have passed strict tests in the development environment, they can be

deployed to the production environment;
4.  An effective online backup must be done before deployment changes;
5. Verification and review by third parties;
6. Security risk analysis and reliability design.

The operation specifications for software development, with reference to CMMI standards to

perform related planning and development control.

6.6.2 ZEEHEH| Security Management Controls

CA R G s HI ™ #s IR 6 i, DT 1) 2R Srk e 7™ 4% iR e Js A #E 47 2 e AN A
FATIE SN T R AL G I AT IR A ] DhRE M AL T, . SZCA IEXHAUE RGEREAT E
SUTRIAS E 301 1 A 2 AT 3

SZCA K —Fh R I8 FAR FORIEHI ARG RIECE, AR I ARSI E L
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The CA system has strict control measures, and all the systems can be used only after being
rigorously tested and verified. Any modifications and upgrades will be recorded for reference and
made for version control, functional test, and record. SZCA also carries out regular and irregular

inspections and tests on the certification system.

SZCA uses a flexible management system to control, monitor system configuration, and

prevent unauthorized modification.

6.6.3 A HARI £ 1EH| Life Cycle Security Controls

SZCA WIIE R G A F e B A TR SR T Gt R, b 038 1o e, B2 A Al
A 2

Software and hardware of the SZCA certification system have sustainable upgrade plans such

as the arrangement of software and hardware lifetimes.

6.7 W48 % 4124 Network Security Controls

SZCA R F 2 W5 K K5 AR LB 17 s pLH] fR Y, 8 R v SR AL U
. RAEEEAUN SZCA R T A REIEHEN SZCA %R 25 SZCA FEM R4, SZCA H%
k%545 SZCA IEP KA RGFW R ARG IR B SR 224k, Jf il
U TL g o

N T HRINES 2 4x, SZCANIENL S RS E T NRIEIN . 24 it PR
W RS0, JFH R SR K AR e ih . BRI KRG, DU
RE PR AR B T WA 45 1) XU

SZCA is protected by a multi-level firewall and other access control mechanisms that are
configured to only allow authorized machines to access. Only authorized SZCA employees can
access the SZCA issuing system, SZCA registration system, SZCA LDAP, SZCA certificate
issuing system, and other equipment or systems. All authorized users must have legal security
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certificates and be authenticated by password.

In order to ensure network security, the SZCA authentication business system has been
equipped with intrusion detection, security auditing, virus protection, and network management
systems, and updated to the version of the above systems, as much as possible to reduce the risks

from the network.
6.8 B [E) & Time-Stamping

SZCA $RMEAF & REC 3161 ZER I (B BIAR 55, I T 5R F S H I o B A3 (0 B A A
[i] o

SZCA provides a time-stamping service that complies with RFC 3161 with a time source that

uses standard time provided by the National Timing Center.
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7. B IERREHE TR AELIE RS
Certificate, CRL, and OCSP Profiles

7.1 {EF Certificate Profile

SZCA 8 FH BV E4HIE PAg AT & B A bR E SR, J& ITU-T #3710 — AN E Brbs i ITU-T
X.509v3 (1997): 8 B AR-TF IR S Hi%-H s NIFHESE (1997 4E 6 A) brifEAI REC 5280:

Internet X.509 A4HFEAEAEIE A CRL 258 (2008 45 A ).

The detailed certificate format used by SZCA meets the requirements of relevant national
standards and is recommended by ITU-T as an international standard ITU-T X.509v3 (1997):
information technology - open systems interconnection - the directory: authentication framework
(June 1997) standard and RFC 5280: Internet X.509 public key infrastructure certificate and CRL

structure (May 2008).

7.1.1 fRZ5 Version

SZCA ZRHIEBFF & X.509 V3 fRIFH% .

The certificate issued by SZCA conforms to the format of X.509 V3 certificates.

7.1.2 EFBP B I Certificate Extensions

SZCA Bk [ X.509 V3 RRIEHFRESUNbRAEY FE T LLAN, SEAEH] 1 H € LI R .
® LRk

LAEFS R4S 5 (Version)
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B X.509 iEP Ag A, fEAN V3.
2AEHE 45 (Serial Number)

BIH SZCA i#id CSPRNG A KT 0 HAE N 64 AL fHE 7 FIERIE B 415, A& iE e —

EC T BIRR IR T o

3R HIERR RS (Signature)

8 5E B SZCA 28 A5 s F 25 42 B2
4 2R % (Issuer)

FHSRARIRZE RAE T3 CA 1 X.500 DN &, B SZCA &A@, BFEEER. 4. i V.
BAATESTT . FGEH 4. .

CN=SZCAEV SSL CA
OU =IT Dept

O =SZCA

L = Shenzhen

S = Guangdong

C=CN
SAEBA RN (Validity)

FISRARREUEAS (0 RO, B UEAS T 464 2 H RIS 18] BL e 28 1) H YIRS 1] o B¢ A
I, REREIESZSEA SN

6.1E T F 44 (Subject)
P EIEBEAE & X500 ML 4. BFEEZ. & 1. Y. BAERIIAEH 4, Ena

& email HHEEAN NG B EE.
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SSL UE+, 18 4 ML & 5 R 45 45 BRI F P Bl a sz ], HoONEMR L8 I — )
WA TP Hikk; EV SSLUEBIEH 2 R A4, AN IP Hulk, ASREAEECSRT

TUEBREAA & AT EHE S (subject Public Key Info)

IEBRFAE AT HERAGEERAEWMAEEZGER B E N ATFHEHNE: ATFEHEH
MISERRIRST . MARIRAF R & AT P55 hash 5%

® E-Py I
LR AR % ARSI AT CauthorityKeyldentifier)

WM EE IR IR RSt 7 —Fh T 20, LR S IE R AR R A8 WUk #
THZANEHAIAF B T KA AA 24 B HIN 2 .

2. BB HIRMRST (subjectKeyldentifier)

ARTRFEE— PR B S — MR E APIRER I % W RARR THOMER AT E . &
REWS X 73 A — AR AN R 80 (ldn, 248 3 g R AR D

3.EHAE (key usage)

TR BRI B84, AnTHUE, w9, BdEine, SN BIBEHE

%, Wk CRL %44, HinE, RiEE, RA%4a.
4.CRL KA i

HH SZCA #53Ei) CRL K AT Ao

5. F BG4/ U 4

FERBREI, WAFEBAIT Pl « 121005 Hoik 5545 R (T AT 38044 B IP Sk . EV IEF51%
DA e AL S B BC AT B TP MLk

6. ML B U ]
EAE PR NI SZCA ) OCSP Hi 3 ff) HTTP URL (accessMethod = 1.3.6.1.5.5.7.48.1),
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Je AR EF ) OCSP [0 B ) HTTP URL CaccessMethod = 1.3.6.1.5.5.7.48.2) . it/ [A] 1%

Huhi, AEBEEREN SZCA #) CA UEFS A AU B FHEB RIS E B

In addition to the X.509 V3 certificate standard items and standard extension items, SZCA also

uses customized extensions.

® Certificate standard items

1. Version

This field describes the version of X.509 certificates, with the value of V3.

2. Serial Number

As a unique integer assigned to each certificate by SZCA through CSPRNG, the serial number is a

non-sequential certificate sequence number greater than 0 with 64 bits in length.

3. Signature Algorithm Identifier

The algorithm identifier is used to identify a signing algorithm used by SZCA to issue the

certificate.

4. Issuer

The issuer field identifies X.500 DN of CA that has signed and issued the certificate, namely each
attribute of SZCA, including country, province, city, organization, department, and common name.

For example:

CN=SZCAEV SSL CA

OU =IT Dept
O=SZCA
L = Shenzhen

S = Guangdong
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C=CN
5. Validity

The certificate validity period is the time interval during which the CA warrants that it will
maintain information about the status of the certificate, including two dates: the date on which the
certificate validity period begins and the date on which the certificate validity period ends. The

validity must be checked each time the certificates are used.

6. Subject

The subject field identifies X.500 DN of subscribers, including country, province, city,
organization, department, and common name. It may also contain email addresses and other

personal information.

The common name of SSL certificates shall contain the domain name or IP address owned or
controlled by the user associated with the server and is one of the subject alternative name
extensions; the common name of EV SSL certificates can only be the domain name, instead of the

IP address or wildcard.

7. Subject Public Key Info

This field is used to carry the public key and identify the algorithm with which the key is used.

This identifier identifies the public key algorithm and hash algorithm.

® Certificate Extensions

1. Authority Key Identifier

The authority key identifier extension provides a means of identifying the public key
corresponding to the private key used to sign a certificate. This extension is used where an issuer

has multiple signing keys (either due to multiple concurrent key pairs or due to changeover).

2. Subject Key Identifier
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The subject key identifier extension provides a means of identifying certificates that contain a
particular public key. The extension identifies the authorized public key. It provides a means to

identify different keys used by the same subject (e.g. when rekeying).
3. Key Usage

The key usage extension defines the purpose (e.g., electronic signature, non-repudiation, key
encryption, data encryption, key protocol, certificate signature verification, CRL signature
validation, only encryption, only decryption, and only signature) of the key contained in the

certificate.

4. CRL Distribution Points

It refers to CRL Distribution Points specified by SZCA.
5. Subject Replacement Name/ Subject Alternative Name

Non-critical items, including all domains or IP addresses that are owned and controlled by
certificate users, and associated with their servers. The EV certificate item cannot contain

wildcards or IP addresses.
6. Authority Information Access

It contains the HTTP URL of the OCSP response from the certificate authority SZCA
(accessMethod = 1.3.6.1.5.5.7.48.1), and the HTTP URL of the response from the OCSP that
issues the certificate (accessMethod = 1.3.6.1.5.5.7.48.2). The information about the status of
SZCA's CA certificates, and the user certificates SZCA issues can be obtained by accessing the

address.

7.1.3 BHIEXNZFRIRAF Algorithm Object Identifiers

SZCA ZRIAEFd, S EEMIFRIR AN sha256RSA.  sha384RSA. SM3withSM2.

The signing algorithm identifiers of certificates issued by SZCA include sha256RSA,
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sha384RSA, and SM3withSM2.

7.1.4 ZFRIE A Name Forms
SZCA %K FIE 5 2 FR % 2R N 2575 & X.501 Distinguished Name(DN) % 51 44
1%

SSL/TLS iE-H @I AR S AW «.7, «-7, « 7 BT, BT R 1%

NE L AR BAEHNE

The name of certificates issued by SZCA is formatted in accordance with X.501

Distinguished Name (DN).

SSL/TLS certificate subject items cannot only contain metadata such as ".", "-" and " "
(empty) characters and/or any other indication that the value/field is absent, incomplete, or not

applicable.

7.1.5 ZFRFR#!] Name Constraints

AEH

Not applicable.

7.1.6 iE 5 3 BE X R b5 R fF Certificate Policy Object

Identifier

EV SSLiEP SIS 5t R AR R 1.2.156.115215.1.4.1 2 2.23.140.1.1 (Baseline Requirements

ZER)

OV SSL iF 5 % g %F R xR £F . 1.2.156.115215.1.4.2.2 F 2.23.140.1.2.2 (Baseline

Requirements %K)

DV SSL iE 5 5 W& % % b5 1 75+ 1.2.156.115215.1.4.2.1 F 2.23.140.1.2.1 (Baseline
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Requirements %£3K)

EV RS2 ZAE T HmE T AR IR 1.2.156.115215.1.5.1 % 2.23.140.1.3
I AR 42 0E T RS RAR IR 1.2.156.115215.1.5.2 J% 2.23.140.1.4.1
WS A2 I 5 SR RS RAT: 1.2.156.115215.1.3.1

AN NUEF SREBE X FARIRAF: 1.2.156.115215.1.1.1
BURIE S HEBE AT GAR AT 1.2.156.115215.1.2.1

EV SSL policy object identifier: 1.2.156.115215.1.4.1 and 2.23.140.1.1 (Baseline

Requirements)

OV SSL policy object identifier: 1.2.156.115215.1.4.2.2 and 2.23.140.1.2.2 (Baseline

Requirements)

DV SSL policy object identifier: 1.2.156.115215.1.4.2.1 and 2.23.140.1.2.1 (Baseline

Requirements)
EV code signing certificates policy object identifier: 1.2.156.115215.1.5.1 and 2.23.140.1.3

Common code signing certificates policy object identifier: 1.2.156.115215.1.5.2 and

2.23.140.1.4.1
Email certificates policy object identifier: 1.2.156.115215.1.3.1
Personal certificates policy object identifier: 1.2.156.115215.1.1.1

Authority certificates policy object identifier: 1.2.156.115215.1.2.1

7.1.7 SEBEFR &4 2 I ) FH ¥ Usage of Policy Constraints

Extension

AEH .

134



=
-m
Dt SZCA 4BR{S1T1A % CPS

SZCA Global-Trust System CPS

Not applicable.

7.1.8 KGR EAFHIETEFE X Policy Qualifiers Syntax and

Semantics

AEH .

Not applicable.

7.1.9 REEFRERT RIKIEE MM Processing Rules for

the Critical Certificate Policies Extension

AEH .

Not applicable.

7.2 EPHEEFIER CRL Profile

SZCA EIA% Kk CRL GEBESHIER), HPERMH. SZCA ZKH CRL HEF

RFC5280 #rifE.

SZCA issues CRL regularly for the subscribers to query. CRLs issued by SZCA follow the

RFC 5280 standard.

7.2.1 A Version

SZCA HIEPHE R K X.509 v2 FAIE k% .

The CRLs issued by SZCA are formatted in accordance with X.509 v2.
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722 CRL Il 5 CRL % H # J& 3l CRL and CRL Entry
Extensions

SZCA HIHEPHEEFIER (CRL) s&—Ai A I [HEE 2 B &4 1 2 measiE B R s
#. CRL & K& & CA, SZCA @i kA CRL IRELEFIE R KB TIEBRPRSE LS.

(1) CRL AT : HKFEE CRL MRAMEE, SZCA KHMZF X.509 V3 ik 5 X} M)

CRL V2 fRA.
(2) %45k SZCA KH sha256RSA. sha384RSA. SM2withSM3 %44 53
(3) Mik#H: fREBRHMMDN &, HEZR. A, 1. PG BT TRE 44 44 R
(4) AR $8E — N H W/ TEME, FHRLRWIA CRL AT (A

(5) BEFTIFE . $5E —A> HIP/SEE, A BAEREI R —Ik CRL REE R AT R 18] (CAhR #E 55 1
fi 2380 .

(6) MAIESIER: 7€ LM IEBSIR . ARFFR P EH UK P25 FHUE5 1 m
H AT 1R] .

(7) MURHLAEARRIRFAF (Issuer Unique Identifier): ATARIFH RIGIELE CRL _E2ELHIA

& EREFHIIFE— CA EHI AR 2 4.

The CRL of SZCA is a revoked certificate list with a timestamp and digital signature. The

issuer of CRL is CA. SZCA provides certificate status information through releasing CRL.

(1) CRL version: It refers to version information of CRL. SZCA adopts CRL V2 corresponding to

X.509 V3 certificate.

(2) Signature algorithm: SZCA adopts sha256RSA, sha384RSA, and SM2withSM3 signature

algorithms.
(3) Issuer: It refers to DN of issuing authority, including country, province, city, organization,
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“)

®)

(6)

(N

department, common name, etc.

Effective time: It refers to the date/time which indicates CRL issuing time.

Update time: It refers to the date/time which indicates the next issuing time of CRL. (It's an

enforced field in this CPS).

Certificate Revocation List: It refers to a list of revoked certificates. The list contains the

certificate serial number and revocation date and time.

Issuer Unique Identifier: It is used to authenticate the public key which is used to verify the

signature of CRL. It can distinguish different keys used by the same CA.

7.3 FELRIEFIRES T OCSP Profile

SZCA Xk H IETF PKIX TAEHIFRH)—MELIUEFIRA WX (Online Certificate Status

Protocol, OCSP, RFC6960), WM E X 7 — Pbs i 15 SR A0 A5 B 20 LA DA 5 42
BT -

SZCA K 1) OCSP Wi B /b AL 25 PLR ATk () OCSP AU HE AN P4 25 -

Version: 2/ i I (1 OCSP WM IIARCA 55 SZCA HIFELRUE TSRSV v1 FiLs
signatureAlgorithm: %%& OCSP [F57%;

responderID: %K OCSP ISR, 25K A FAM SHAT B i 228 FIEH E 44
producedAt: OCSP Fi N A= B H HAFN I 7] ;

Signature: OCSP Ml 81 2 I8 45 44 5

Nonce(— X PEREHLEL): AEARATE KW B 45— requestExtensions 32 & A 3 i &
1) responseExtension A% & H1 6L & — IR PEREHLEL, By b B 88

EARIRES: IEBIEOFIRE, BIAX. MEMARA.

SZCA adopts an Online Certificate Status Protocol (OCSP, RFC6960) developed by the IETF
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PKIX working group. This protocol defines standard request and response information formats to

query whether a certificate is revoked.

The OCSP response message issued by SZCA contains at least OCSP organization basic

domains and contents described below:

1. Version: OCSP protocol version number used by the client. The version of SZCA OCSP is

vl;
2. SignatureAlgorithm: Algorithm used for signing and issuing OCSP;

3. ResponderID: ID of the entity that issues OCSP. It consists of SHA1 of the issuer’s public

key and DN of the certificate;
4. ProducedAt: Date and time when OCSP response message is generated;
5. Signature: Digital signature of OCSP response message;

6. Nonce: The nonce, which is used to prevent replay attacks, is included in requestExtensions

variable of the state request message and responseExtension of response message;

7. Certificate status: The latest status of the certificate, including effective, revocation, and

unknown.

7.3.1 OCSP iF 3R 1 My B 4k 2 Processing of OCSP Request

and Response

—> OCSP 53Kt & UL T B - PR SURAS S 55 BoK . HARIEF bR iR AT AT S (3™ R T4
TEFESE—NERZ S5, OCSP JI 5% b M 2 A 33647 20N szl «

SZCA 1] OCSP MR fF & RFC6960 #xiftt. % /@it hitp #piljl SZCA ] OCSP
R%, SZCA =X &M ERBIATHR A, OCSP & % if 15 F RFC6960 & X 1)

id-pkix-ocsp-nocheck {4 fE Tl .
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o {5 EIERIR 1L
® i NV fIR 55 AR A IC B AR 1 SR Ik 5%
® ERUT TWNRS BT ENEE, WAREM DN eRFAFERAWL, Ba OCSP

Sk A M ERE R WIS, IR RN E R Rl R

P € (0 1l AT HOIE B T My 84, EEEERS A ERAX. &

A RA. [BIRAE S LT 4Rk

[l 52 TE IR AR A

Wi 2 I 55 4% 4 R

Xof V5 R e 45 14 [l B
ALY

B FIEX GARIRATS
Xt [l A5 B e 2844

IR A, OCSP R4S A 2xiRk Al —/MEEME E, IXUHHRE B SZCAEPERE

PR NG R A,

KIEHRE AL R (malformedRequest)
P EB4%% (internalError)
WEMJE A (trylater)

TEZ4, (sigRequired)

KA (unauthorized)

An OCSP request contains the following data: protocol version, service request, target

certificate identifier, and optional extensions.

After receiving a request, the OCSP server carries out the following tests during response:
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SZCA's OCSP response complies with RFC6960. The client accesses SZCA's OCSP service

via the http protocol, and SZCA will check the query request. The OCSP signing certificate

includes the extension of id-pkix-ocsp-nocheck as defined in RFC 6960.

Information is formatted correctly

The response server is configured to provide the request services

The request contains all the information needed by the response server. If any pre-condition
is not met, the OCSP server will return an error message. Otherwise, it returns a determinate

response.

All determinate responses are signed by the certificate issuer key. The main response statuses

are valid, revoked, and unknown. The response message consists of the following components:

Reply syntax version

Response SCTVET name

Response to the request client certificate

Optional extensions

Signature algorithm object identifier

The signature after the response information is hashed

If an error occurs, the OCSP server will return an error message, which doesn't contain the

key signature signed by the SZCA certificate issuer. The error message includes:

malformedRequest

internalError

trylater

sigRequired

unauthorized
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8. W\ iE ML 4 & i+ 5 H B ¥F A Compliance
Audit and Other Assessments

8.1 ¥ 14 )4 2 8L 1F £ Frequency and Circumstances of

Assessment

SZCA I & UL vFAd -
(1) AP PEAY

RAEFRE (222 CEFIMERS EHINED . (BT INEIRS B IpE) &
AL, R EE MR E A &

AR5 FE B AT ] Y A, 252 58 =5 W T HLRI AR 52 9] Webtrust ®1F
(2) WERTE

SZCA 188 w4 E /N, BV . CPS/CP [ HiAth SZCA P i) & B 1|
w

M, AT N A, RS OVREE G RRERTE DLRR A
SZCA will conduct the following assessments:
(1) External assessment

It is subject to annual assessment and inspection by the competent authorities in accordance
with the laws and regulations of China, such as the Electronic Signature Law, the Measures for the
Administration of Electronic Certification Services, and the Measures for the Administration of

Passwords for Electronic Authentication Services.

It will receive regular Webtrust audits by third-party auditors in accordance with international
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and national standards.
(2) Internal assessment

The SZCA Operational Safety Management Team, in accordance with regulatory laws and
regulations, CPS/CP, and other internal SZCA management system regulations, conducts regular

internal reviews, usually at a frequency of once a year, except in exceptional circumstances.

8.2 PEHLHE KA Qualifications of Assessor

MR TN, MAEITZBEEH, AgZHEH I, iHmrgERWT .

(1) AGRERELAPIEMBERA, R&EERZETRAMBAR, FEHARM 240 it
A3 RIS =TT NI 55 55 5

(2)  REREFLME B VAR ST AT 5 1

(3)  H.A& WebTrust tAIE RS % i

(4) SR, BURE IR I8 G R 20K
PR N RORIE B e A N SR e N B

External auditors shall be familiar with IT operations management and have many years of

audit experience. The auditor requirements are as below:

(1) Proficiency in the technology of public key infrastructure, with information security
tools and the qualification for third-party certification services related to the audit of

information technology and security;
(2) Able to conduct audits independently in accordance with auditing standards;
(3) Qualified for WebTrust certification services;

(4) Bound by law, government regulations, or professional codes of ethics.
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The internal auditors shall be the Operational Safety Management Team or its designated

personnel.

8.3 VFAl & 5 # VAt & 15K & Assessor’s Relationship to
Assessed Entity

F=TTHEE 5 SZCA ZIMAAEMT RN SS W55k, B He ARy 2 DU M v
FRERIRE R ZR

SZCA INFBITAEE 5 CA MARGEEL O WS 0L S AE I TAE R AL AT E A 5
AEEZ,

There are no businesses or financial dealings between the third-party assessor and SZCA, or

any other interest sufficient to affect the objectivity of the assessment.

SZCA's internal assessor does not overlap with trusted personnel such as CA's System

Administrator, Business Administrator, and Business Operator.

8.4 PEf % Topics Covered by Assessment

T N A EART LR
(1) CA YHRIRSE R ] 5
(2) HHHE A,

(3) H:fili CA 4l

(4) UEA A= A A A 2
(5) CA LS5 HUIM AIHAAT 5

(6) & MAFAEHA T RE M 22 2 XK
55 =07 H HIT S WA 12 WebTrust 58T 10 208 THARHER 2R, X SZCA #4775
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The assessment includes, but is not limited to, the following:
(1) CA physical environment and controls;
(2) Key management operations;
(3) Basic CA controls;
(4) Certificate lifecycle management;
(5) Implementation of CA business rules;

(6) Determination of whether there are other possible security risks.

The third-party auditing agency performs independent audits of SZCA as required in

WebTrust's most recent standards for effective audit.

85 XM MHBEAR EFXREHH iE Actions Taken to Address

Problems and Deficiencies

EEJ7 U VR, SZCA FHARIEVEAL 25 A A SRR AA L, $RAE A IE S5 Ty
Tt LA R B R S, RS R O R A, DLROR B DL A DR A

SZCA SEEAHRVFAG 5, YA N B3 75 ZE 80 A I AL A PR ARYS B, A2 e AR DRI RE T
IPPAE AN, Aok i), IR 45 R T E A SZCA 878 B /N .

For the assessment by a third-party auditor, SZCA will check for deficiencies and
shortcomings based on the results of the assessment, submit corrective improvement and
preventive measures and a corrective action plan, and accept its review of the corrective action
plan and re-assessment of the corrective action.

Once SZCA has completed the internal assessment, the assessor is required to make a
detailed list of all problem items, refer them to the relevant functions for assessment and
improvement, resolve the issues and notify the SZCA Operational Safety Management Team in

writing of the results.
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8.6 L4 R HIfE1AE K4 Communications of Results

XF W E TS R SZCA 28 e F /A NHAE AR NI ITHEE M A, XTFH=
T AN TP PR 45 R, SZCA KAEA 7B M (www.szca.com) AT AAf . WIS & 11145
RETREXT PG R 2 Ra iR, SZCA R LT sk

FRAT 5 =7 [ R PP Ak SE AR R PPAG 45 R BCE ROUNE S, AL HE LW SZCA £
W AN H AT 2, IR SZCA MR, YR A MUE ERSh: SZCA PREEAEX T T
R T -

For internal audits, the results are communicated and published internally by SZCA
Operational Safety Management Team, and for the results assessed by third-party external auditors,
SZCA will publish them on the company's official website (www.szca.com). SZCA will notify the

subscribers of any potential security risks timely.

Third-party should communicate its purposes and methods to SZCA in advance and obtain
the consent of SZCA before notifying the evaluation entity of the assessment results or similar

information, except otherwise defined by law; SZCA reserves the legal rights in this part.

8.7 HIRiIEfY Self-assessment

[F4< CPS 8.1,

Same as this CPS 8.1.
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9. EEFTEFH BN 2K Other Business
and Legal Matters

9.1 3% Fees

9.1.1 iFBERE5E I 5 H Certificate Issuance or Renewal
Fees
FRYE T 1« N 58T AT M 5B 1T TR 8, SZCA BB E A FiFAIE 5 S Al R AR 5% 38 F o

TEIT ] SZCA 2 H & FHE S B35 R BT, SZCA $RET 455197 P SZCA iE P2 R & & FiE B
EHATNRUCRTUE . brvE S a0,

SZCA will charge reasonable fees for certificates and related services in accordance with the
regulations of the market, price departments, and industry authorities. When a subscriber requests
various certificates from SZCA, SZCA will inform the subscriber in advance of the items,
standards, and methods of fees for various certificate management acts such as certificate issuance

by SZCA.

9.1.2 iEFE#H R Certificate Access Fees

SZCA B AWCHU I B, {0k B X TR 55 Wi B AR BUA

SZCA does not charge this fee temporarily but reserves the right to charge for this service.
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9.1.3 ik FIRE/E B & # % F Status Information Access

Fees

SZCA AU T 3, {EL DR B T e T e 55 A 2 R BUR

SZCA does not charge this fee temporarily but reserves the right to charge for this service.

9.1.4 H'BIR% %t H Fees for Other Services

SZCA fr B WCHUH A i 55 5% AR

SZCA reserves the right to charge other service fees.

9.1.5 BFKHEE Refund Policy

U1 SZCA FEE A CPS FTHlE M sTARE 55, 11 7 af DLE SR BN IEH R K. BN,
SZCA XiT FUCHL 3% FH AR IR o SERGE A, 11 7 W R4k s 4d HAZAUE 15, SZCA WiE T
Hyk 35T,

If SZCA violates its defined responsibilities or obligations under this CPS, subscribers can
request SZCA to revoke certificates and refund. Otherwise, any fees charged by SZCA to the
subscriber are non-refundable. After refund completion, if a subscriber continues to use the

certificate, SZCA shall investigate his/her legal liabilities.

9.2 W45 314F Financial Responsibility

9.2.1 {RF¥EHE Insurance Coverage

ANTE
Not applicable.

147



=
-m
Dt SZCA 4BR{S1T1A % CPS

SZCA Global-Trust System CPS

9.2.2 HAh¥E = Other Assets

SZCA Wi TR BAT /L5 1 55 SE TR 4 RF FL IR W 208 JF ORUEH N SCS5 I JB AT, JF & Bk
XTSRS T 1) 51

SZCA ensures that it has sufficient financial strength to maintain its normal operations and to
ensure that the corresponding obligations are met and that it is reasonably liable to its subscribers

and relying parties.

9.2.3 X Hx & Lk KR 5 R Insurance or Warranty

Coverage for End-entities

HAT, SZCA IURYE (B 7284E) BIMUE, X1 T SZCA MIRREIT G il i B %
TR T AR o ARHEIT P T A B 28T, IS (AR BT AR T, LA (G A b
A% CPS 9.8, {EIEMHIEIL T, SZCA R ZHER MG 4 i RS B AT M A ) BRI
il 77 ARG 2 22 HE - (P IIE B2 RAE A 3 4D«

Currently, SZCA only provides limited compensation for direct losses caused to subscribers
due to SZCA in accordance with the provisions of the Electronic Signature Law. Payments vary
depending on the type of certificate used by the subscriber and are subject to the same payout
criteria as this CPS 9.8. Where appropriate, SZCA will arrange to procure appropriate insurance or
make arrangements for indemnification (such as indemnification of guaranteed deposits) that meet

regulatory requirements in other ways.

9.3 V555 BARE Confidentiality of Business Information

9.3.1 {&%:{5 B ik Scope of Confidential Information

REE B EFHEART LT A
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SZCA 5HEUEPBIRFH KT+ SZCA FKIKT5 Z 1B B WS 32K BRI R 55 P 2 45

2. SR AR AL 5

3. SZCA [ H & S Ao 11 SCIF4E;

4. G SZCA NIFE R iz EE R,

5. R&EURI. BLRU5 R LA N AR 6301

6. ATIETE R DANAEATHE B 4.

PAEAE S BRARE A I SCRUE BBUR . $haEB IS8 I ER, B SZCA WAL, SZCA
B LS5 WA L0 A B 5 -

Confidential information includes, but is not limited to, the following:

1. Agreements, correspondence, and business agreements between SZCA and
SZCA-authorized registrars, between SZCA and its authorized registrars and
subscribers, between SZCA and other certificate service-related parties, and SZCA

affiliates;

2. Anprivate key paired with the subscriber's certificate public key;

3.  SZCA's audit log and other audit documents;

4. Information on the operation of the SZCA certification system;

5. Internal process control documents such as disaster preparedness plans, contingency

plans, security measures, etc.;

6. Non-public information other than subscriber certificate information, etc.

The above information is not obligated and will not be released or disclosed by SZCA to the

public unless expressly required by law or requested by government or law enforcement
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authorities, etc., or unless SZCA deems it necessary.

9.3.2 JEfR%2%{Z 5 Non-confidential Information

FEORE(E R BT WA
1. SZCA ~ATBERAL R S5 HE KA A 38 S U SO K CPS 4%
2. WUMERPERSEAERAIHEE, Wi A%,
3. ERIRE K MEAIRGE R
4. HAbTTRUEE AL, ATFRETANE LR

B EREARRERE L, ARG L REW PR =TT R R AR R AR, X T
AR RE (S B =07 248, SZCA A& BT N R B T HR R SR AR .

HE: SZCA {5 B R IR T PR B TR T4 Bk (0 5040 TR0 H 4
Non-confidential information includes the following:

1. Instructional documents published or provided by the SZCA relating to the application

and use of certificates, and the CPS;

2. Relevant public information in the subscriber certificate, such as the subscriber's

public key;
3. Certificate status and revocation list information;
4. Other information available through public, open channels.

Although the above information is non-confidential, it does not mean that it can be used by
third parties for arbitrary and non-authorized commercial purposes, and SZCA and the owner of
the information reserve the right to pursue legal liability against third party subjects who make use

of non-confidential information.
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The confidentiality of SZCA information depends on special data items and applications.

933 R R % {5 B B 5T /£ Responsibility to Protect

Confidential Information

SZCA AEMAT 7« KT UL SINIENE S5 AR 2 50748, 194 LS5 1A CPS 1R
€, ARIHAR RN ORI IR A 2 I TTE

SZCA #I5E A TA5 B R EHMN, JF5 R TEITRE L, Haxprg A T TER
TREE RIS, VE 5% 5 . SREU A B OR 35 B AIAT )y, fRIE SZCA HIEHE
BTAR ™ R 7T &1 B DR (AR R E 23K

BPLESS BRI B EOR SZCA AT B Fe HARE AR 2, SZCA HZAERHNE L E AT
JURESRBEAT AT [FIRF, HUEE B RA N A SZCA JRMEH RO, SRR T
EREREE, AT WEMNER .. A4 SRR IR (S B EAT AR S s it 51
KR =TJ5 BRI, SZCA ASRARTHAE, BT P st BT #5254 SZCA 1)
PURAEN -

2 SZCA FEIGEHEM . BN IGERIISCA BRI AU i BAT DR R A5 R
SZCA AT LATAIHRIE ST T8 A 50 (0 DR (5 0 o XM i AN i 5 DR 1 SR 3L 55

SZCA, any subscriber, relying parties, and participants in connection with the certification
business, etc., are obligated to assume the appropriate responsibilities to protect confidential

information in accordance with the provisions of this CPS.

SZCA develops norms for the confidential management of employee information, and signs
confidentiality agreements with employees. Besides, it will conduct training on information
confidentiality for all employees to regulate employee access, obatining, and use of the above
confidential information, and ensure that SZCA's certificate management strictly conforms to the

requirements of the relevant legal provisions on information confidentiality.
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When the owner of confidential information requests SZCA to disclose or reveal its
confidential information, SZCA shall disclose it in accordance with the provisions of laws and
regulations and the subscriber's request; and at the same time, the holder of confidential
information shall provide SZCA with a written authorization document stating its intention to
authorize the disclosure of information, the manner, content, and scope of the disclosure. SZCA
shall not be liable for any damages to any third party in connection with or arising out of such
authorized disclosure of confidential information, and the subscriber shall be responsible for all

damages, including those of SZCA.

When SZCA is required to disclose information of a confidential nature in accordance with
laws and regulations and judicial authority adjudication documents, SZCA may disclose the
relevant confidential information to law enforcement authorities. Such disclosure is not considered

a violation of the requirements and obligations of confidentiality.

9.4 ™15 EFRE Confidentiality of Personal Information

9.4.1 FBFAPRYT5 R Privacy Plan

SZCA BHHEFTAI T HIFEFA . SZCA HIFSAAIRY SR, AL IRIEHEAL A ZRAN E Br A A
A NEHE B AL R SR M HAAT o — BL BT I S5 IR BRAL AR SR (K948, A% CPS 5 B 3T LA
S IR AR N BSALORG (R R AR R AT

FEAT NEFEAE ] SZCA AR, RIS R D& A R 32 SZCA A7 KIS fRI
R

SZCA respects the privacy of all subscribers. SZCA's privacy protection policy is
implemented in accordance with the requirements of laws and regulations and internationally
recognized privacy protection principles for personal data. When new laws relating to the
protection of privacy are introduced, this CPS will automatically refer to them and enforce them as

the basic basis for privacy protection.
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By choosing to use any of SZCA's services, any person agrees to be bound by SZCA's system

of privacy protection.

9.4.2 fEARAALE FI{E 2 Information Treated as Privacy

SZCA FE& BAE AT 7 Hi . VENHEB I SR AL AR E B, Bk VIEH o2 OiErE
BRAEFIREAR B, 2T P HFEAGE RS B UGER R, JE2T 7 FE, sk EEE
E, AR FNENIREHEDR, AR AE RSP ATT

When managing and using the relevant information provided by subscribers for certificate
application and registration, SZCA will not arbitrarily disclose the subscriber's basic information
and identification information to the public without the consent of the subscribers, or as stipulated
by laws and regulations, and as required by the judgment of the relevant judicial authority, except

for the information already included in the certificate and certificate status information.

9.4.3 ERRFARI{E B Non-private Information

WP APHEBNERENELR, DLZIEBRPRESE RS, B LATFH, AN
FRAAEE.

The information contained in the subscriber's public key certificate, as well as the status

information of the certificate, is publicly available and will not be considered private information.

9.4.4 {£ ¥ F2 # W) 5 /& Responsibility to Protect Private

Information

SZCA~ AT P« MHUT A SR S5 AR IS 575 5%, AT 552 A CPS
€, ARIHA R MR IR A 2 I TTE

2 SZCA EARMREANE M BUE ARENUGAE SR RE P M ESRTY , B (5 BTy & il
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SZCA, any subscriber, relying parties, and participants in connection with the certification
business, etc., are obligated to assume the appropriate responsibilities to protect confidential

information in accordance with the provisions of this CPS.

SZCA may disclose private information to specific recipients when required to do so by any
law or regulation, or by a judicial authority in a lawful proceeding, or when authorized in writing
by the owner of the information. Such disclosure is not considered a violation of privacy
protection obligations. SZCA shall not be liable for any loss in connection with or arising out of

the act of disclosure.

9.4.5 [FHRFAE BEREH5FEE Notice and Consent to Use

Private Information
SZCA RBUE X FIP BT E ST P RN ABAAE R, BRI SN2 EFBRAE 2
FAERIN NBERAE B .

SZCA FEA FAEBE I E B mIENL R AT BN A BN R IE R & 128 P 1 2
KT BB A5 BT & S I BN ARy 2 X G s FRAL 5 B, JE 5 35 JT 7 1 (55 .

SZCA 5HRBOEMMUKIAE CPS ME 1 B ALBUSR Kl 55t B P9 A FH BRI AR A 3T 7 45
Bl IR ELRAT S ERAME B T 007 205€ A& LIS H i, RIS VFROIE LT, AT
AT PO A R, AT RHRAUEM] .

SZCA takes appropriate steps to protect the certificate subscriber's personal privacy and takes

reliable security measures to protect stored personal privacy information.

SZCA is not required to inform subscribers of its obligation to disclose private information to

specific recipients when required to do so by relevant laws and regulations or by a competent
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authority such as a judicial or administrative law enforcement agency through a lawful procedure,

or when authorized in writing by the owner of the information.

SZCA and its authorized registrars use any subscriber information obtained in accordance
with the privacy policy and within the scope of business as set forth by CPS. If it is necessary to
use the subscriber's private information for purposes other than those agreed upon by the parties,
the subscriber must be informed in advance with his or her written consent to obtain the

subscriber's certificate of authorization if permitted by law.

9.4.6 K E]ERITEREFH#1T{E B E Disclosure Pursuant

to Judicial or Administrative Process

BRAEFF A RS2 —, B SZCA 23T P (K4 NBAAE R AT 58 = 07 4k
Lo AT R RALF R SZCA $#k 1;
2. PEEIT BUM B ARTE R R TR ) SZCA $2 H ZER 11
3. CPS HHUE W] DA EE I T

ERAT B E S HRE, 1) SZCA $2 HFEAAME B HE 1), SZCA KR 15 i AL
P B DR PO AR SAE B BEATH 5% -« Lt LR AT ERAT N, IR AEAR AT 5 3 AH R I
B T3 R A BRAAE BTG AR50 . RARIEMT, SZCA —HAKIAEAT 5T 4E

SZCA will provide subscriber's private information to any third-party subject unless one of

the following conditions is met:
1. The subscriber authorizes SZCA to make disclosure in writing;

2. The law enforcement department, government, or other legally authorized department

makes requirements to SZCA in accordance with laws and regulations;

3. Disclosure as specified in the CPS.
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If the subscriber of the certificate submits an application for privacy information disclosure to
SZCA for its own reasons, SZCA will disclose the relevant information according to the written
authorization document or relevant agreement. SZCA will not be liable for any loss or adverse
effect arising out of or in connection with the disclosure of such private information in connection

with the disclosure of which consent has been given.

9.4.7 H fih 1§ B #% & 1§ J& Other Information Disclosure

Circumstances

Fotds oy H P 3R BRSSP 06 75 R AH R IR S5 7 AR RS SR A M5
Other information provided to relevant service providers and suppliers that is necessary for

the provision of services to users.

9.5 1= Intellectual Property Rights

SZCA ZA I REXHIEFS LA SZCA fRBERI & MFAE . SR Bl & i iR 8 &
FEOREUE R AR F S B AR AR 2t 7 AL

T 5 SZCA KATHJUEF A SZCA $2 Bt EH S I — DI IRBL. R AR A0 H 8 0 iR P AL
BJgT SZCA fify, EiRARPREFEEARR TH R H SZCA FIMTETE . CP/CPS. #
AR SR SCAFRIE T 5 F a5 8. 5Ok, SZCA Y H At B ¥ IAE IR S5 WA 7E AEAS
SZCA HIFRALF G, 7T LS A < SR AT 0

FEHA SZCA FEBMFARMEL T, EfEHZEEMNERRI . FRS 4k
Je s ABERDAEHE AT SZCA B AR Fbs. BT RE S ZAHIRE R PR R ARER
[GE:ZiS=

SZCA enjoys and reserves all intellectual property rights to the certificate and all software,

documents, and data provided by SZCA, including the right to guarantee the integrity of the

certificates and software, the naming right, copyright, and benefit-sharing right.

156



=
-m
Dt SZCA 4BR{S1T1A % CPS

SZCA Global-Trust System CPS

All copyrights, trademarks, and other intellectual property rights related to the certificates
issued by SZCA and the software provided by SZCA belong to SZCA, and the said intellectual
property rights include, but are not limited to, SZCA's relevant normative documents, CP/CPS,
technical support documents and user manuals and other various data, information and materials.
Other electronic certification service providers of SZCA may use the relevant documents and

manuals with the authorized consent of SZCA.

No user may commercially use any name or trademark used by SZCA, or name, trademark,
or trade designation which may be confused with the foresaid one, after the expiration, revocation,

or termination of the validity of any certificate, without the prior written consent of SZCA.

9.6 il 54H{R Representations and Warranties

9.6.1 HTFINERSHLI KRR 53R CA Representations

and Warranties

1. SZCA M~y B TR VL RAH RSB R, 4 CPS AR R AT FIET, X4
RS AR R R BT

2. IR¥E CPS 3.2 HJZRIAIEH 5 NI B 47

3. K RERT FOEIRAT AT R, A BT P IR A R A T S

G

4. SRR IR B R AR IE S 2 B R S U A4 B TR K kAL B TP ML BE AT A P A B
PRI

5. WAEFIEFIET R MR, KIERFERIEAMR NI FIEIERR
B

6. BOURIE-T A FTEL S I AR A B HERTE CEAR BN 1 AR B HEIER A1), BRI
UE -5 3 BT I BRG] 44 Bk P TS 45 B AR AR 1R T (R P R
7. HGARHE CPS MR K ATIET .
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1. SZCA complies with the requirements of the Electronic Signature Law and related laws
and regulations, issues subscriber certificates in accordance with the CPS procedure, and
assumes the corresponding legal responsibility for issuing certificates;

2. SZCA verifies the identity of the applicant in accordance with the requirements of CPS
3.2;

3. SZCA informs subscribers of any known events, which will fundamentally affect the
validity and reliability of the certificate.

4. SZCA verifies that the applicant has the right to use or control the domain name and IP
address listed in the certificate subject field and Subject Alternative Name extension;

5. SZCA verifies the applicant's intention to apply for a certificate (application) and the
authorization of the agent/representative of the certificate applicant to apply for the
certificate on behalf of the subscriber;

6. SZCA verifies the accuracy of all information contained in the certificate (except for the
subject's agency name attribute item) and reduces the likelihood that the information
contained in the certificate subject other than the agency name attribute item is
misleading;

7. SZCA will revoke certificates in a timely manner as required by the CPS.

8. If SZCA is not affiliated with the subscriber, then SZCA and the subscriber shall be
parties to a legally valid and enforceable user agreement that meets the Baseline
Requirements published by the CA/Browser Forum; if SZCA and the subscriber are the
same entity or are affiliated, then the applicant representative shall have accepted the
terms of use;

9. SZCA creates and maintains a 24x7 public repository for the current status information

(valid or revoked) of all valid certificates.
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9.6.2 V¥ M ALt Wk id 5 8 f£ RA Representations and

Warranties

2 SZCA BiEFET SR RALIIEMALL RA LRIE:
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PATRE A, MRAE AN AL G SZCA TR E M BT UIEL & &R d 1.

RA (registration authority) authorized by the legal procedure of SZCA, guarantees to:

1. Follow the authorization agreements, business management specifications of this CPS,
CP, and SZCA, and other certification business standards and processes of SZCA to

receive and handle certificate applications in accordance with the law;

1) Take reasonable measures stipulated by laws and regulations and this CPS to identify
and verify the identity of the subscriber based on the certificate application materials.
The registration authority is obliged to inform the subscriber if the application

materials for a certificate fail to pass the review;

2) The registration authority shall complete the processing of the application for a

certificate within the prescribed time period;

3) The registration authority is obliged to inform the subscriber to read the CP, CPS,
and other relevant regulations issued by SZCA, and to handle a digital certificate for
the subscriber on the premise that the subscriber is fully aware of and agrees to the

contents of the CP, CPS and certificate service agreement;

4) When generating certificates, SZCA does not allow the inconsistencies between
certificate information and certificate applicant information due to mistakes of

registration authority;

5) The registration authority shall keep the subscriber's information and the information
related to the certification in a safe place and forward it to SZCA for archiving in due

course.

2. Follow the business processing norms, business operation norms, system operation

norms, and other operational service management norms established by SZCA;

3. Set up various subordinate certificate service acceptance authorities, including RAs,
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LRAs, etc., according to the authorization of SZCA, and supervise and manage them in
accordance with industry laws and various operation and service management

specifications of SZCA;

Transmit certificate information to the CA through a secure channel as required by

SZCA.

Accept SZCA's management of the RA in accordance with this CPS and the
authorization agreement, including the audit of service qualification and check of
specification execution, and cooperate in the audit of compliance of the electronic

certification business required by SZCA in accordance with the relevant agreement.

9.6.3 i ' K % ik 5 8 £& Subscriber Representations and

Warranties

WP — B3 SZCA 2R MEFS, sl E SZCA . JEMHLI S ASHOIE+ A R 4

MAE BT K

1. T2 SZCA W P U FIA CPS WA AT 2k 3 1 5% AF
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JEERARAE TR AL DR I8 55 B i 3T .
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HAEBATR AN, IEBRABGES GEBEATH. M8, IEBRRHERIT A
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Once subscribers accept a certificate issued by SZCA, the subscriber is considered to make

the following commitments to SZCA, registration authority, and related parties who trust the

certificate:

1.

Have acknowledged and accepted all the terms and conditions of the SZCA user
agreement and this CPS.

Use the certificate for the duration of its validity; once the certificate is revoked, it shall
no longer be used.

All information that the subscriber provides to SZCA or its registration authority during
the certificate application process must be true, complete, and accurate. The subscriber
is willing to take legal responsibility for any false or forged information.

Each signature made by the private key corresponding to the public key contained in the
subscriber certificate is the subscriber's own signature, and the certificate used at the
time of signing is a valid certificate (the certificate has not expired or is revoked), and
the private key of the certificate is used by the subscriber for access and use.

Once the certificate is accepted, the subscriber should assume the following
responsibilities: always maintain control of their private keys; use trustworthy systems;
and take reasonable and safe precautions to prevent the loss, disclosure, alteration, or
unauthorized usage of the private keys;

Prohibited for rejecting any statements, changes, updates, and upgrades published by
SZCA, including but not limited to modification of strategies and standards as well as

additions and deletions of certificate services.
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7.  The subscriber uses the certificate only for authorized or other lawful purposes within
the range specified by this CPS.

8. For SSL certificates, the subscriber has the responsibility and obligation to ensure that
the certificate is only deployed on the server corresponding to the Subject Alternative
Name listed in the certificate.

9. Subscribers shall promptly request the revocation of their certificates by SZCA in case
of the following situations: 1) any information in the certificate is or becomes incorrect
or inaccurate; 2) there is any misuse or compromise of the subscriber’s private key
associated with the public key included in the certificate; 3) there is evidence that such

code signing certificates are used to sign suspicious codes.

9.6.4 K% 75 B ik 5 #H {& Relying Party Representations

and Warranties

WK HF T AEAS FATAT SZCA %5 %% FIAIE F5 5 AR AIEF «
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3. {E{SMSZCA B EAS AT, D XHE BT S B S A H A%, t 45 2 & SZCA
NATIIEOHT CRL 8L OCSP SRAFIZIE R IPIRAS, #MZIEB BB M &Ik
PR IA I FRER R TR A ZIEBAAE R GE R A
A H BRI ML A B RIE

— Bl T2 8 LR PR EAT & BEA B 55, WU e SR SH R s B 5
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6. WM ZUKIARIR JEAT LA E TR R MR 5T

When relying on any certificate issued by SZCA, the relying parties ensure to:

1. Be familiar with the CPS and certificate policy corresponding to the type of certificate
being relied upon, understand the purpose for which the certificate is to be used and the
assurances that can be obtained, and trust the certificate only to the extent that it conforms

to the application in this CPS;

2. Before trusting a certificate, relying parties must agree to the terms in the relying party
agreement and judge whether the certificate can be trusted in light of the circumstances

and conditions of use;

3. Before trusting a certificate issued by the SZCA, the relying parties have reasonably
checked and reviewed the certificate, including checking the status of the latest CRL or
OCSP published by SZCA to obtain the certificate and confirming that the certificate has
not been revoked; checking the reliability of all certificates that have appeared in the
certificate's trust path; checking the validity of the certificate and its scope of application;

checking other information that can affect the validity of the certificate;

In the event of failure to perform a reasonable inspection due to negligence or other reasons,
the relying parties shall be liable for any loss caused to themselves or others and shall indemnify

SZCA for such loss.

4. Trusting the certificate indicates that the relying parties have accepted all provisions of
this CPS relating to the rights and obligations and liabilities of the relying parties, in
particular, the provisions therein relating to the exclusion, limitation of liability, and

warranties and obligations;
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5. Confirm that the content in the certificate is consistent with the certificate required for

trust before trusting the certificate;

6. The relying parties shall be liable for any legal liability arising from their failure to

perform the above liabilities.

965 HEZ 55 K %25 #H & Representations and

Warranties of Other Participants

Py HoAth SZCA W7 INIEE SIS 577, /-4 CPS IHUE .

All other participants in SZCA's electronic certification activities shall comply with this CPS.

9.7 {H{%% 3% Disclaimers of Warranties

A CPS 9.6.1 HH#AA I Ah, SZCA AN B 48 A AT A 72 3 ARAIE RN 3L 55

L AREERIT . E#Ur. HibS 5#H PR A2

2. AT OAUEE S A AT AR SR A Al L ORI

3. AKHIERTERE HHUE H 1 LA R AR AR 534

4. WEHTATH, WS E IR E S U R % T 7 B O S A R K
TS

5. AT PERAS CPS 9.6.3 2K ik, SZCA A/EMHE T E;
6. UFPAKH T E A CPS 9.6.4 2 A&KTERT, LA SZCA HI5TT;

Except for the commitments declared in CPS 9.6.1, SZCA does not assume any other forms

of guarantee and obligation:

1. Do not guarantee the statements of certificate subscribers, relying parties, and other
participants.

2. Do not guarantee any software used in electronic certification activities.
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3. Do not assume any liability when the certificate is used beyond the prescribed purposes.
4. Do not assume any responsibility for the service interruption and customer losses

caused by force majeure, such as war, and natural disasters.

5. When subscribers violate the commitments defined in CPS 9.6.3, SZCA shall not be

liable for it;

6.  When relying parties violate the commitments defined in CPS 9.6.4, SZCA can be

exempt from liability;

9.8 AR 3T4E Limitations of Liability

SZCA {4 CPS MUE HIVEAR S5 #R Bt 2, H 3 NIR HGEEKR, RIRBUH R &
AEMIARL, ik e BAT A UG Ak SCH 55 . {H SZCA BEIEBT R 2 (R T2 41E). (&
TER S EBHINE) SEVAEMRFATIIE AN, A TAE &M CPS $24LRS5 1, NI
SZCA ANHE LA, Toifs FiT ) By #EAT I 22 BiAh %

SZCA XFTJ* s KBTI BURIE 2 DT, 2 —FMIRATHE. H SZCA RXTEEM . f5H
UEAS T A2 B BB 05T, AN ARSE NS (454 3 R AR K% R B 35 S X W 22 S A

LAGTEIE R 55 DA

B ARAT ST RE RS (10 A2 RV e B o A A L PR 38 o I 22 e 0 3 A e » SZCA K
HRBREMAN, A IERXN TZIEBRAA S 5N (BIEEARTIT T KRB0
B, PRI TR EE A (A ARMI0:

SZCA only provides indemnities for the certification services stipulated by the CPS, and the
party requesting indemnities needs to provide the appropriate legal supporting documents, such as
the court or arbitration body's award document. However, if SZCA can prove that the services are
provided in accordance with the Electronic Signature Law, the Measures for the Administration of
Electronic Certification Services, other laws and regulations of the certification service industry,

and the CPS filed with the Ministry of Industry and Information Technology, then SZCA is not at
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fault and is not required to indemnify or compensate the subscribers or the relying parties.

SZCA's liability for losses to subscribers and relying parties is limited. Furthermore, SZCA is
only liable for direct damages arising from the use and reliance on the certificate, but not for

indirect damages, loss of interest on profits, moral damages, and punitive damages.

Unless otherwise specified in a court decision or arbitration award in force in respect of a
particular certificate, the amount of indemnity payable by SZCA and its authorized registration
authorities to all participants (including, but not limited to, subscribers and the relying parties) of

that certificate in aggregate is limited to the following amounts (in RMB):

UEF5 R Vot A <L R
DV SSL iE+ 50,000 yt (RMB)
OV SSL iF45 400,000 7& (RMB)
EV SSL i 800,000 7z (RMB)
EV U4 AL+ 300,000 7t (RMB)
Type of Certificate Maximum Amount of Indemnity
DV SSL Certificate RMB 50,000
OV SSL Certificate RMB 400,000
EV SSL Certificate RMB 800,000
EV Code Signing Certificate RMB 300,000

FOEB RIS TR ARG, T FH4 0. ZaRNZ D, BAEERER
A SR A N B R AL

VBRI PRI 2 R IR SA 5 AR PR A2 RO SO R 178 SR ARk B ) e 45 s Aeh R AT LA
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ke . GRS, Fe BRI A SZCA $EA8 A Rk ) ST A5 Bk ke 1 11 it ik
17, AR AU BE 2 > 28 B BT 7 1T o 0T PR 132 6 B8 I 1A JH Al = 4 R DR £+ 4

3K, SZCA ST+ H TG 52 BRI 7o 10 IG5 454975 SR AS T s 4% o

The liability for indemnity for each certificate is limited regardless of the cost of the digital
signature, the amount of the transaction loss, or the number of claim requesting parties, or the

amount of the claim.

The payment of indemnities within this limit is based on a court judgment in force supporting
the claim or an arbitral award by an arbitral body. Payments are made in the order in which the
claimant files a valid adjudicative instrument or award with the SZCA, regardless of how the
limited indemnity is distributed directly among multiple claimants. SZCA does not indemnify
other requesting parties against the claims that exceed the indemnity limits after the limited

indemnity has been paid.

9.9 %% Indemnities

1.CA DL )£ Indemnification by CAs

VTP RO T REAT ) R SR ) (K] SZCA $RAE A AIE [ 55 17138 % A5 2%, 1 SZCA 28K M
B RINEBEAE R RIREE RV AP TAR . B SZCA 18 U B R %t iR . SZCA #E1T
FRE GORHRAE A A B R H B A I N RN AL IE T 45, SZCA KR4 A Sk itk
ATHIRLIEBS . X ZATEE =510, SZCA FIRZATEE = J7 [ () AT 1 B & R AT 0 e, (A7
SJEINHH SZCA 42 IR AR B SRR 2K % 77 JE AT A TG £ BT AT

BT CA ZBURF SRRSO L Ah, CA ROSHEEA BT A BERI R EAT B, W20 pR 4P
A 32 PSRN P N R A At FRIE S 1T 3 52 (AR T AN P A R s R AR k. (B, IX
NI P T ISR TR AT (RS2 7 PR C A A FRIE 5 110 T8 52 PO i 2R W5 460 T B 2, IR
TR B 2R L b R S A 3t L 7 ) A S s 9 AMELASHAS AR BIE P T3 28 A R s
AE: (D) SR IRIES, B (2) CRMAAIIES (EAPRT 28T CA fELIREUT 4
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WESITEDL, LSS RE Fr 8 R e 2 MRS B2 A IR IR 29 )

SZCA shall indemnify the subscribers or the relying parties in accordance with these Terms
and Conditions for any loss or damage suffered by the subscribers or the relying parties as a result
of the certification services provided by SZCA, such as the issuance of a certificate with incorrect
content by SZCA or the delivery of a certificate to a subject other than the subscribers by mistake,
or the disclosure of the key caused by SZCA, or the issuance of a certificate with inaccurate
content by SZCA in the event that the subscribers submit incomplete or false application
information and are aware of such inaccuracy. Where a third party is entrusted, the liability
between SZCA and the entrusted third party shall be allocated in accordance with the contract, but
first, SZCA shall perform all the liability for indemnifying the parties that suffer losses as required

by this paragraph.

Except where CA is a governmental entity, CA shall defend, indemnify and hold harmless
each application software provider from any and all claims, damages and losses suffered by such
application provider as a result of the certificate issued. However, this shall not apply to any claim,
damage, or loss suffered by such application software provider as a result of a CA-issued
certificate, where such claim, damage, or loss is directly attributable to such application software
provider's software indicating that an untrustworthy certificate is still valid or shown to be
trustworthy: (1) an expired certificate, or (2) a revoked certificate (but only to the extent that the
revocation status is currently available online from CA and the application software fails to check

this status or ignores the indication of the revocation status).
2.1T P I 35 4T Indemnification by Subscribers
A FINETLZ—1, TP N ARSE AR S 408 2% I 434 A -

() W7 HEEMHERR, s, ERIEHAT L. AR AUEF I RIEAMRL, G
SZCA. EMHLI B 5 = H HZBEN;

(2) UEFAE R AR HI R I UEAS 3 O B i A SZCA S HARALKIAE -+ i 55 LKA 5
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(3) P R I S RV L Bk, WANFAGH O MR L 8 SR T A A
AT« SZCA e HAZBUEF RS HLA ;

(4)  BATHHUEFS AL PIRIA R 22 4 DR PP 38 Wt BRAE AN 2 A i) R G FIE S, S RAL B 25
Fev W HE B R 5 S

(5) BRBALAEFA S NAER], &K SZCAL W5 8 32 15 15

(6) RAEFHTARA CPS #E 1B Mg sk 556 1 1, B RHIESS A AR AL
1R IR IS 3D

(7) EBHmE CEEEARTUEBEIYD 85288 HHE S

(8) HAIT P FEA i e A4S CPS B A SRR RV R TE

FET PR HAE-BRUETER G, ] SZCA SERR5E K M A IZIEF RIE, anRaZE 40
PLATARESS 5, 8 R A FAAR SGIE B AE I 2 40 (1, 42R SZCA #%IRA CPS HIMVEHEAT
AREEAE, MRIERA S A AR TR RIT 7 AT A& H.

SZCA 5i] P BB AL RUE 1, MWIHE

The subscriber shall be liable for damages in any of the following cases:

(1) Subscribers who, when applying for certificate registration, intentionally or negligently
provide untrue, incomplete, or inaccurate application materials, causing damage to SZCA,

registration authorities, or third parties;

(2) Failure to stop using the certificate or notify SZCA and its authorized certificate service

provider in time when the certificate information is changed;

(3) Subscribers intentionally or negligently cause the leakage or loss of its private key and
fail to notify the relying parties, SZCA, and its authorized certificate service provider,
knowing that the private key has been leaked or lost;

(4) Failure to take effective security protection measures for the private key of the
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certificate or use the certificate in an insecure system, resulting in the loss, theft, or leakage

of the private key;

(5) Improper delivery of the private key and certificate to another person for use, resulting

in damage to SZCA and the relying party;

(6) Use of the certificate for other purposes or business scope than those specified in this

CPS, or for illegal and criminal activities prohibited by laws and regulations;
(7) Use of a certificate while it is revoked (including but not limited to its expiration);

(8) Other circumstances in which subscribers' use of the certificates violates this CPS and

related codes of practice.

During the period between the subscriber's request for certificate revocation and the actual
completion of the revocation of such certificate by SZCA, if such certificate is used for illegal
transactions or other related disputes occur, the subscriber shall bear the legal liability arising from
the related certificate disputes if SZCA performs the relevant operations in accordance with the

specifications of this CPS.

If the agreement between SZCA and the subscriber provides otherwise for indemnification,

the provisions shall prevail.
3. k#7751 1F Indemnification by Relying Parties

FE P A FH B84 A P, R BRI AR CPS 4.5.2 1 9.6.4 Fi A Sk T BT AN L4545 4
JEBATEHEE ., RS, FESZCA S = AR E N, KBTS Eid E AR R
HEATIR 2

If the user fails to perform the duty of reasonable review and care in accordance with the
norms of sections of 4.5.2 and 9.6.4 in this CPS regarding the duties and obligations of the relying

party when using or relying on the certificate, which results in damage to SZCA or a third party,

the relying party will indemnify the said party for the losses.
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9.10 BRHHE 2 1E Term and Termination

9.10.1 H AR Term

A CPS H KAz HiER IE AR, SCRY A PEARIE: W A AS 5 2 kAT H 3, St iAS 1K) CPS
BT A SZCA W3k #SREL, X BARAN N S AT 50, 5 KA CPS B 3% 1L 1H CPS.

This CPS is effective from the date of release, and the version number and release date will
be detailed in the document. Please visit the SZCA website to download the latest version of the
CPS, without notice to specific individuals. The new CPS automatically replaces and repeals the

old CPS.

9.10.2 2%1F Termination

A% CPS M H W ARCAAE SZCA 1k s TR ST I 2R A AR5 IR S5 75+ H 1R A
LRI, IR 22 Lk

s

This CPS and its updates expire when SZCA terminates the electronic certification service.
SZCA shall report to the Ministry of Industry and Information Technology and other competent

authorities sixty days prior to termination of service and make proper arrangements.

9103 M T A& It 5 {# B Effect of Termination and

Survival

FEA CPS W it fRE(EE . RAGRYT . FRS. FRP BN SR, PUR & SZCA
WEEE T LAT IR DRI 263K, fEA CPS &b JR 5 IR AR B4 A7 AE

The provisions of this CPS relating to audits, confidential information, privacy protection,
archiving, intellectual property rights, and those relating to SZCA's liability and limited liability,

shall remain valid after the termination of this CPS.
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9.11 X 5F K4 %@ % 5 98 Individual Notices and

Communications with Participants

SZCA K HFZBGEMHIE L ERITE O T, el CPS i, SdididE 2y,
WG, HETHE. (SR, BES, DREEET . KT . 1T BT A B, A
PLiE I SZCA Bk R J7 3 m SZCA %) T fi# SZCA 2 1k HAH b 25 A B 17 I o

SZCA and its authorized registration authorities will notify subscribers and the relying parties
individually by appropriate means, such as telephone, e-mail, letter, and fax, if necessary, in the
case of early termination of the CPS. Subscribers or relying parties may also contact SZCA based
on SZCA's contact information to konw the handling of the business terminated by SZCA if

necessary.

9.12 /51T Amendments

9.12.1 BiTFEFF Procedure for Amendment

SZCA FEAR I AR R Bl 55 SEPR 7R 2, X CPS WA HEATIE 2 b E B .
. CPS 'S5 /NHEFERDHE—IKA CPS, HIRILATA B S AN 455 I 2R
LR BrbrdE, £56 CP HYER, FFEAIEML 55 T RE RS bn s 2L

HARMBTFE P VEFIAS CPS 1.5.4 “CPS #ILHERESF 7o BITRCA [ CPS # ik L5 &,
HAE SZCA WM uh A4, H A Z HEAR

SZCA will make appropriate and necessary changes and adjustments to the CPS in
accordance with the requirements of laws and regulations and the actual requirements of the
business. The CPS compilation team reviews this CPS at least once a year to ensure that the CPS
meets the requirements of national laws and regulations and administration department as well as
relevant international standards, the requirements of CP and actual needs of certification business

operations.
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The amendment procedures are detailed in this CPS 1.5.4, "CPS Approval Procedures". The
revised version of the CPS will be filed with the Ministry of Industry and Information Technology,

published on the SZCA's website, and effective from the date of publication.

9.12.2 EHIHLH] 5 HAFR Notification Mechanism and Period

SZCA HRUETVT A CPS AR ARIEFN Sk, 1 H IG5 8 EE A — 75 .

SZCA 7E M3l https://www.szca.com 15 B FEH AT WA, KMEITJE 1] CPS FEEERRA,
HEIT 51 CPS AAiiz Higi% CPS A&k, 7k CPS BN A AL, LMEE S CPS %
FKAAEHAT

SZCA RN A LERS, BIRIT P Uk 152K, T CUREUIR S HE T IR A4 1) 5 X )
IR FE AR TSR B AR R bk R, kT CREHT CPS) 1 CPS.

A PRI R CPS KA Ja 15 H A RSR HIEFBHE IR I, MONFE 3% CPS 4
He

SZCA shall have the right to amend any term and clause in this CPS without prior notice to

any party.

SZCA publishes the revisions, and the full version of the revised CPS in the repository on the
website (https://www.szca.com), and the CPS is effective as of the date of publication of the
revised CPS. The processing of CPS modifications shall be subject to the clauses of the modified

CPS.

SZCA may send a written (including electronic CPS) CPS by mail, email, etc. to the address
and email address submitted by the above parties in the certificate application process, if deemed

necessary or at the request of the subscriber or relying party.

Subscribers are deemed to be bound by the revised CPS if they do not submit a request for

revocation of the certificate within 15 days of the issuance of the revised CPS.
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9.12.3 Y 5 # |  F & M 1 £ Circumstances under
Which CPS Must be Changed

WA B FE DL, 4%t CPS #EATAET
1. CPS e, Wikl HARSEA 2 B IEL S 7K,
2. NIE RGO S8 BG4 BRI Rl
3. VR UR AR AR
4. B CPS H I B BEE

5. CPS WA SN AEMER . CA/B I= T K AT A CHITE . WebTrust 5 it 25K
AS—F A o

The CPS must be revised in case of:

1. CPS disclosure processes, the scope of operations, technology, etc. do not meet the

requirements of the electronic certification business;

2. Significant upgrades or changes to the certification system and related management

specifications;
3. The requirements of laws and regulations and the competent authorities;
4. Significant deficiencies in the existing CPS;

5. Inconsistencies between the CPS content and governing laws and regulations, the latest

relevant specifications published by the CA/B Forum, and the WebTrust audit requirements.

9.13 L4t Dispute Resolution Provisions

SZCA. UEFSIT v MU S5 AR AL FL IR 3 rh P AR S T #2 AR D R A e

(1) WA CPS IR E, T
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(2) ™ SZCA FHIREI 5T 5 s AR
(3) FHUPRRM, A R TEAT #ek
(4) £S5 SZCA BEEMBUFA CPS Firid S AR SRR, 52 SZCA JEMFT{E
N RIERE B 5
If SZCA, certificate subscribers, relying parties and other entities have disputes in the
electronic certification activities, the following steps can be taken for resolution:
(1)  Confirm the party to be held responsible according to this CPS;
(2) SZCA's related departments are responsible for coordinating with the applicants;
(3)  If coordination fails, these parties should reach out to the legal authorities;
(4)  Prosecutions against SZCA or its RA over any disputes arising from this CPS should be

governed by the people's court in the place where SZCA is registered.

9.14 EHEVESE Governing Laws

ARUEAS S UEFS g S BARSRANE X N[ CPS (AR 48, BFEH] . R, AL
PEAE & A 80, ToRAT P SRS Jo A T e s o LA AT A0 A FIAIE S, 8 3 A IE A5 25 A 4t
B SZCA IR T (LRt 7T

Any dispute regarding the certificate, the certificate policy, and the CPS corresponding to a
specific type of certificate, including various disputes regarding its application, interpretation,
validity, etc., shall be governed by the laws of the place where the certificate is issued, i.e. the
place (domicile) where SZCA and its registration authorities are located, regardless of where the

subscriber or the relying party resides or where it uses the certificate.

» \/ VA . . .
9.15 5i&HEE#F &% Compliance with Applicable Law
SZCA 75 TSNS, Py IFAT & rh e N RN E A [ X A AR A 1 AR TR 2L
SZCA's strategies comply with and conform to the laws of the People's Republic of China
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and the requirements of other competent authorities such as the Ministry of Industry and

Information Technology.

9.16 —&2k2X Miscellaneous Provisions

9.16.1 5EE1H Entire Agreement

7% CPS K B SR 51% AU SR P Bk LSk WY L R, JF 5T P i WOy
PR AR 78 P i SZCA 5 & 772 53 Z A 58 B il

This CPS shall supersede the previously written or oral statements, explanations, and
interpretations relating to the subject matter and, together with the Subscriber Agreement, the
Relying Party Agreement, and other supplemental agreements, shall constitute the entire

agreement between SZCA and all participants.

9.16.2 ¥%5ik Assignment

A% CPS LR IRAIE SEAR %5 IOBCRIAN LS5, Inma dEATHG AL, %07 3 AR A A
AR SR RE #EAT
If the rights and obligations of each party of the certification entity specified in this CPS need

to be transferred, each party shall do so in accordance with the relevant provisions of the law.

9.16.3 43 &1 Severability

U CPS HIAEAT 45 R R i T 15 SZCA I 54 X (it o A R T A1 5
ToREA AT I38, SZCA T LATE AR T PR R BT %55k, R Aka a2, HARW
-

FE M 4% AR HE A2 1T f5 1 CPS R & R AE B 2 A, SZCA ¥ K 1% IR fF %=
question@cabforum.org, 1B CA/B i1z CPS 1 CAEIT MG S, HEIAI Ok 2 ASLmR 4
B FAEAE T3 $54% 22 51 2 (https://cabforum.org/pipermail/public/) o
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A+ CPS il € K R 2k &L, Bl CA/B 121 1] Baseline Requirements S5 G #1204, I
A CPS 1 5 AR AEATRT SZCA MV 55 B AF 1) A ARG AN AR BE . SZCA [AIBER b 55 5
TEREAT HIAOGTAE, X CPS BT, I CA/B iR IZ HAE ALK £ 90 KN 5E K-

In case any clause or provision of this CPS is held to be unenforceable or invalid due to any
conflicts with the laws of any jurisdiction in which SZCA operates, SZCA may modify any
conflicting clause or provision to the minimum extent necessary to make them continue to be valid,
and other clauses and provisions will remain valid without being affected.

SZCA will (and prior to issuing a certificate under the modified requirement) notify the
CA/Browser Forum of any modified content in the CPS by sending emails to
question@cabforum.org, and confirm that it has been posted to the Public Mailing List and is
indexed in the Public Mail Archives available at https://cabforum.org/pipermail/public/.

If the laws under which the CPS was formulated are invalid, or the specifications such as the
CA/B Forum's Baseline Requirements are modified, any related adjustments to SZCA's business
operations in this CPS will no longer apply. SZCA's related adjustments to business operations,

revisions to the CPS, and notification to the CA/B Forum will be completed within 90 days.

9.16.4 3&#|F 4T Enforcement

SZCA FH, FHUEFIT . KM & LR AT A CPS BT E , AN iz sk
K RAAT %I AR E o
SZCA declares that if the subscribers or relying parties did not execute any item within this

CPS, it should not be considered that they need not be executed in the future.

9.16.5 ATHi /] Force Majeure

SZCA AXFAI S« . KoK MR . ARGER . TLHRI SR L i i A Ad AN AT 47
JIHFAF i A CPS UE AR DUE R /s SE IR BCIR B AT 1197
SZCA 1is not liable for any breach, delay, or inability to perform its warranty obligations

under this CPS caused by war, plague, fire, earthquake, infectious disease, Internet hacking,
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viruses, and other force majeure events.

9.17 H'E 22X Other Provisions

SZCA A CPS 14 i & B o

SZCA has final interpretation rights to this CPS.

179



	1. 概括性描述Introduction
	1.1 概述Overview
	1.2 文档名称与标识Document Name and Identification
	1.3 电子认证活动参与者PKI Participants
	1.3.1 电子认证服务机构Certification Authorities
	1.3.2 注册机构Registration Authorities
	1.3.3 订户Subscribers
	1.3.4依赖方Relying Parties
	1.3.5 其他参与者Other Participants

	1.4 证书应用Certificate Usage
	1.4.1 适合的证书应用Appropriate Certificate Uses
	1.4.2 限制及禁止的证书应用Restricted and Prohibited Certific

	1.5 策略管理Policy Administration
	1.5.1 策略文档管理机构 Organization Administering the Docu
	1.5.2 联系人Contact Person
	1.5.3 决定CPS符合策略的机构Organization Determining CPS Sui
	1.5.4 CPS批准程序CPS Approval Procedures

	1.6 定义和缩写Definitions and Acronyms

	2. 信息发布与信息管理Information Publication and Administra
	2.1 信息库Repositories
	2.2 认证信息的发布Publication of Information
	2.3 发布的时间或频率Time or Frequency of Publication
	2.4 信息库访问控制 Access Controls on Repositories

	3. 身份标识与鉴别Identification and Authentication
	3.1 命名Naming
	3.1.1 名称类型Type of Names
	3.1.2 对名称意义化的要求Need for Names to be Meaningful
	3.1.3 订户的匿名或伪名Anonymity or Pseudonymity of Subscri
	3.1.4 理解不同名称形式的规则Rules for Interpreting Various Na
	3.1.5 名称的唯一性Uniqueness of Names
	3.1.6 商标的识别、鉴别和角色Recognition, Authentication, and 

	3.2 初始身份确认Initial Identity Validation
	3.2.1 证明拥有私钥的方法Method to Prove Possession of Priva
	3.2.2 组织机构身份的鉴别Authentication of Organization Iden
	3.2.2.1 机构身份鉴别Authentication of Organization Ident
	3.2.2.2 机构商业名称验证Authentication of Tradename
	3.2.2.3国家的鉴别Verification of Country
	3.2.2.4域名的确认和鉴别Verification and Authentication of
	3.2.2.5IP的确认和鉴别Verification and Authentication of
	3.2.2.6通配符域名的确认和鉴别Verification and Authentication
	3.2.2.7数据来源的准确性Data Source Accuracy
	3.2.2.8认证机构授权Certification Authority Authorizatio

	3.2.3 个人身份的鉴别Authentication of Individual Identity
	3.2.4 没有验证的订户信息Non-Verified Subscriber Information
	3.2.5 授权确认Validation of Authority
	3.2.6互操作准则Criteria for Interoperation

	3.3 密钥更新请求的标识与鉴别Identification and Authentication 
	3.3.1 常规密钥更新的标识与鉴别 Identification and Authenticati
	3.3.2 吊销后密钥更新的标识与鉴别Identification and Authenticati

	3.4 吊销请求的标识与鉴别Identification and Authentication fo

	4. 证书生命周期操作要求Certificate Life-cycle Operational Re
	4.1 证书申请Certificate Application
	4.1.1 证书申请实体Who Can Submit a Certificate Applicati
	4.1.2 注册过程与责任Enrollment Process and Responsibiliti

	4.2 证书申请处理Certificate Application Processing
	4.2.1 执行识别与鉴别功能Performing Identification and Authe
	4.2.2 证书申请批准和拒绝Approval and Rejection of Certifica
	4.2.3 处理证书申请的时间Time to Process Certificate Applica

	4.3 证书签发Certificate Issuance
	4.3.1 证书签发中注册机构和电子认证服务机构的行为 RA and CA Actions Duri
	4.3.2 电子认证服务机构和注册机构对订户的通告Notifications to the Subs

	4.4 证书接受 Certificate Acceptance
	4.4.1 构成接受证书的行为Conduct Constituting Certificate Ac
	4.4.2 电子认证服务机构对证书的发布 Publication of the Certificat
	4.4.3 电子认证服务机构对其他实体的通告Notification of Certificate 

	4.5 密钥对和证书的使用Key Pair and Certificate Usage
	4.5.1 订户私钥和证书的使用Subscriber Private Key and Certifi
	4.5.2 信赖方公钥和证书的使用Relying Party Public Key and Cert

	4.6 证书更新 Certificate Renewal
	4.6.1 证书更新的情形 Circumstances for Certificate Renewa
	4.6.2 请求证书更新的实体Who May Request Renewal
	4.6.3 证书更新请求的处理Processing Certificate Renewal Requ
	4.6.4 颁发新证书时对订户的通告Notification of New Certificate 
	4.6.5 构成接受更新证书的行为Conduct Constituting Acceptance o
	4.6.6 电子认证服务机构对更新证书的发布 Publication of the Renewal 
	4.6.7 电子认证服务机构对其他实体的通告Notification of Certificate 

	4.7 证书密钥更新Certificate Rekey
	4.7.1 证书密钥更新的情形Circumstances for Certificate Rekey
	4.7.2 请求证书公钥更新的实体Who May Request Certification of 
	4.7.3证书密钥更新请求处理Processing Certificate Rekeying Req
	4.7.4 颁发新证书时对订户的通告Notification of New Certificate 
	4.7.5 构成接受密钥更新的行为Conduct Constituting Acceptance o
	4.7.6 电子认证服务机构对密钥更新证书的发布Publication of the Rekeyed
	4.7.7 电子认证服务机构对其他实体的通告Notification of Certificate 


	4.8证书变更Certificate Modification
	4.8.1 证书变更的情形Circumstances for Certificate Modific
	4.8.2 请求证书变更的实体Who May Request Certificate Modific
	4.8.3 证书变更请求的处理Processing Certificate Modification
	4.8.4 颁发新证书时对订户的通告Notification of New Certificate 
	4.8.5 构成接受变更证书的行为Conduct Constituting Acceptance o
	4.8.6 电子认证服务机构对变更证书的发布Publication of the Modified 
	4.8.7 电子认证服务机构对其他实体的通告Notification of Certificate 
	4.9 证书撤销Certificate Revocation
	4.9.1 证书撤销的情形Circumstances for Revocation
	4.9.1.1订户证书撤销的原因Reasons for Revoking a Subscriber 
	4.9.1.2 中级CA证书撤销的原因Reasons for Revoking a Subordin

	4.9.2 请求证书撤销的实体Who May Request Revocation
	4.9.3 请求吊销的流程Procedure for Revocation Request
	4.9.3.1 订户主动提出吊销申请A Subscriber Makes An Applicatio
	4.9.3.2 订户被强制撤销证书A Subscriber is Forced to Revoke 
	4.9.3.3 电子认证服务机构本身证书的撤销Revocation of the CA Certif

	4.9.4 吊销请求宽限期Revocation Request Grace Period
	4.9.5 电子认证服务机构处理吊销请求的时限Time within Which CA Must P
	4.9.6 依赖方检查证书撤销的要求Revocation Checking Requirements
	4.9.7 CRL发布频率CRL Issuance Frequency
	4.9.8 CRL发布的最大滞后时间Maximum Latency for CRLs
	4.9.9 在线状态查询的可用性On-line Status Checking Availabili
	4.9.10 在线状态查询要求On-line Status Checking Requirement
	4.9.11 吊销信息的其他发布形式Other Forms of Revocation Advert
	4.9.12 密钥损害的特别要求 Special Requirements for Key Comp
	4.9.13 证书挂起的情形Circumstances for Suspension
	4.9.14 请求证书挂起的实体 Who May Request Suspension
	4.9.15 请求挂起的流程Procedure for Suspension Request
	4.9.16 证书挂起的时限 Limits on Suspension Period

	4.10 证书状态服务Certificate Status Services
	4.10.1 操作特征Operational Characteristics
	4.10.2 服务可用性Service Availability
	4.10.3 可选特征 Operational Features

	4.11 订购结束End of Subscription
	4.12 密钥托管与恢复Key Escrow and Recovery
	4.12.1 密钥托管和恢复的策略及行为 Key Escrow and Recovery Polic
	4.12.2 会话密钥的封装和恢复的策略与行为Session Key Encapsulation a


	5.认证机构设施、管理和操作控制Certification Authority Falities, 
	5.1 物理控制Physical Controls
	5.1.1 场地位置与建筑Site Location and Construction
	5.1.2 物理访问Physical Access
	5.1.3 电力与空调Power and Air Conditioning
	5.1.4 水患防治Water Exposures
	5.1.5 火灾防护 Fire Prevention and Protection
	5.1.6 介质存储Media Storage
	5.1.7 废物处理Waste Disposal
	5.1.8 异地备份Off-site Backup

	5.2 程序控制Procedural Controls
	5.2.1 可信角色Trusted Roles
	5.2.2每项任务需要的人数Number of Persons Required per Task
	5.2.3 每个角色的识别与鉴定Identification and Authentication 
	5.2.4 需要职责分割的角色Roles Requiring Separation of Dutie

	5.3 人员控制Personnel Controls
	5.3.1 资质、经历和无过失要求Qualifications, Experience, and C
	5.3.2 背景调查程序Background Check Procedures
	5.3.3 培训要求Training Requirements
	5.3.4 再培训周期和要求Retraining Frequency and Requirement
	5.3.5 工作岗位轮换周期和顺序Job Rotation Frequency and Sequen
	5.3.6 未授权行为的处罚Sanctions for Unauthorized Actions
	5.3.7 独立合约人的要求Independent Contractor Requirements
	5.3.8 提供给员工的文档Documentation Supplied to Personnel
	5.4 审计日志程序 Audit Logging Procedures
	5.4.1 记录事件的类型Types of Events Recorded
	5.4.2 处理日志的周期Frequency of Processing Logs
	5.4.3 审计日志的保存期限Retention Period for Audit Logs
	5.4.4 审计日志的保护Protection of Audit Logs
	5.4.5 审计日志备份程序Audit Log Backup Procedures
	5.4.6 审计收集系统Audit Collection System
	5.4.7 对导致事件实体的通告Notification to the Event-Causing 
	5.4.8 脆弱性评估Vulnerability Assessments
	5.5 记录归档Records Archival
	5.5.1 归档记录的类型Types of Records Archived
	5.5.2 归档记录的保存期限Retention Period for Archive
	5.5.3 归档文件的保护Protection of Archive
	5.5.4 归档文件的备份程序Archive Backup Procedures
	5.5.5 记录时间戳的要求Requirements for Time-Stamping of Re
	5.5.6 归档收集系统Archive Collection System
	5.5.7 获得和检验归档信息的程序Procedures for Obtaining and Ver
	5.6 电子认证服务机构密钥更替Key Changeover
	5.7 损害与灾难恢复Compromise and Disaster Recovery
	5.7.1事故或损害处理程序Incident and Compromise Handling Pr
	5.7.2 计算机资源、软件或数据的损坏Damadge to Computer Resources,
	5.7.3 实体私钥损害处理程序Entity Private Key Compromise Hand
	5.7.4 灾害后的业务连续性能力Business Continuity Capabilities 

	5.8 电子认证服务机构或注册机构的终止CA or RA Termination

	6.认证系统技术安全控制Technical Security Controls
	6.1 密钥对的生成与安装Key Pair Generation and Installation
	6.1.1 密钥对的生成Key Pair Generation
	6.1.1.1 CA密钥对生成CA Key Pair Generation
	6.1.1.2 订户密钥对生成Generation for Subscriber Key Pair

	6.1.2 私钥传送给订户Private Key Delivery to Subscriber
	6.1.3 公钥传送给证书签发机构Public Key Delivery to Certificat
	6.1.4 电子认证服务机构公钥传送给依赖方CA Public Key Delivery to Re
	6.1.5 密钥的长度Key Sizes
	6.1.6 公钥参数的生成与质量检查Public Key Parameters Generation
	6.1.7 密钥使用目的Key Usage Purposes

	6.2 私钥保护与密码模块工程控制Private Key Protection and Crypto
	6.2.1 密码模块标准与控制Cryptographic Module Standards and 
	6.2.2 私钥多人控制Private Key Multi-Person Control
	6.2.3 私钥托管Private Key Escrow
	6.2.4 私钥备份Private Key Backup
	6.2.5 私钥归档Private Key Archival
	6.2.6 私钥导入、导出密码模块Private Key Transfer into or from
	6.2.7 私钥存储于密码模块Private Key Storage on Cryptographi
	6.2.8 激活私钥的方法Method of Activating Private Key
	6.2.9 解除私钥激活状态的方法Method of Deactivating Private Ke
	6.2.10 销毁私钥的方法Method of Destroying Private Key
	6.2.11 密码模块的评估Cryptographic Module Rating
	6.3 密钥对管理的其他方面Other Aspects of Key Pair Management
	6.3.1 公钥归档Public Key Archival
	6.3.2 证书与密钥对使用的有效期Certificate Operational Periods 

	6.4 激活数据Activation Data
	6.4.1 激活数据的产生与安装Activation Data Generation and Ins
	6.4.2 激活数据的保护Activation Data Protection
	6.4.3 激活数据的其它方面Other Aspects of Activation Data

	6.5 计算机安全控制Computer Security Controls
	6.5.1 特别的计算机安全技术要求Specific Computer Security Techn
	6.5.2 计算机安全评估Computer Security Rating

	6.6 生命周期技术控制Life Cycle Technical Controls
	6.6.1 系统开发控制System Development Controls
	6.6.2 安全管理控制Security Management Controls
	6.6.3 生命期的安全控制Life Cycle Security Controls

	6.7 网络安全控制Network Security Controls
	6.8 时间戳Time-Stamping

	7. 证书、证书撤销列表和在线证书状态协议Certificate, CRL, and OCSP Pr
	7.1 证书Certificate Profile
	7.1.1 版本号Version
	7.1.2 证书扩展项Certificate Extensions
	7.1.3 算法对象标识符Algorithm Object Identifiers
	7.1.4 名称形式Name Forms
	7.1.5 名称限制Name Constraints
	7.1.6 证书策略对象标识符Certificate Policy Object Identifie
	7.1.7 策略限制扩展项的用法Usage of Policy Constraints Extens
	7.1.8 策略限定符的语法和语义Policy Qualifiers Syntax and Sema
	7.1.9 关键证书策略扩展项的处理规则Processing Rules for the Criti

	7.2 证书撤销列表CRL Profile
	7.2.1 版本Version
	7.2.2 CRL项与CRL条目扩展项CRL and CRL Entry Extensions

	7.3 在线证书状态协议OCSP Profile
	7.3.1 OCSP请求和响应处理Processing of OCSP Request and Re


	8.认证机构审计与其它评估Compliance Audit and Other Assessment
	8.1 评估的频率或情形Frequency and Circumstances of Assessm
	8.2 评估者的资质Qualifications of Assessor
	8.3 评估者与被评估者的关系Assessor’s Relationship to Assessed
	8.4 评估内容Topics Covered by Assessment
	8.5 对问题与不足采取的措施Actions Taken to Address Problems a
	8.6 评估结果的传达与发布Communications of Results
	8.7 自我评估Self-assessment

	9. 法律责任和其它业务条款Other Business and Legal Matters
	9.1 费用Fees
	9.1.1 证书签发与更新费用Certificate Issuance or Renewal Fee
	9.1.2 证书查询费用Certificate Access Fees
	9.1.3 证书状态信息查询费用Status Information Access Fees
	9.1.4 其它服务费用Fees for Other Services
	9.1.5 退款策略Refund Policy

	9.2 财务责任Financial Responsibility
	9.2.1 保险范围Insurance Coverage
	9.2.2 其他资产Other Assets
	9.2.3 对最终实体的保险与担保Insurance or Warranty Coverage fo

	9.3 业务信息保密Confidentiality of Business Information
	9.3.1 保密信息范围Scope of Confidential Information
	9.3.2 非保密信息Non-confidential Information
	9.3.3 保护保密信息的责任Responsibility to Protect Confident

	9.4 个人信息保密Confidentiality of Personal Information
	9.4.1 隐私保护方案Privacy Plan
	9.4.2 作为隐私处理的信息Information Treated as Privacy
	9.4.3 非隐私的信息Non-private Information
	9.4.4 保护隐私的责任Responsibility to Protect Private Inf
	9.4.5 使用隐私信息的告知与同意Notice and Consent to Use Privat
	9.4.6 依司法或行政程序进行信息披露Disclosure Pursuant to Judicia
	9.4.7其他信息披露情形Other Information Disclosure Circumst

	9.5 知识产权Intellectual Property Rights
	9.6 陈述与担保Representations and Warranties
	9.6.1 电子认证服务机构的陈述与担保CA Representations and Warrant
	9.6.2 注册机构的陈述与担保RA Representations and Warranties
	9.6.3 订户的陈述与担保Subscriber Representations and Warra
	9.6.4 依赖方的陈述与担保Relying Party Representations and W
	9.6.5 其它参与方的陈述与担保Representations and Warranties of

	9.7 担保免责Disclaimers of Warranties
	9.8 有限责任Limitations of Liability
	9.9 赔偿Indemnities
	9.10 有效期与终止Term and Termination
	9.10.1 有效期限Term
	9.10.2 终止Termination
	9.10.3 效力的终止与保留Effect of Termination and Survival

	9.11 对参与者的个别通告与沟通Individual Notices and Communicat
	9.12 修订Amendments
	9.12.1 修订程序Procedure for Amendment
	9.12.2 通知机制与期限Notification Mechanism and Period
	9.12.3 业务规则必需修改的情形Circumstances under Which CPS Mu

	9.13 争议处理Dispute Resolution Provisions
	9.14 管辖法律Governing Laws
	9.15 与适用法律的符合性Compliance with Applicable Law
	9.16 一般条款Miscellaneous Provisions
	9.16.1 完整协议Entire Agreement
	9.16.2 转让Assignment
	9.16.3 分割性Severability
	9.16.4 强制执行Enforcement
	9.16.5 不可抗力Force Majeure

	9.17 其它条款Other Provisions


