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1. MR Introduction

1.1 #ER Overview

RINCA, EFRERYNT BT/ 55 2 2uE B E AR AR (Shenzhen Digital Certificate
Authority Center Co., Ltd., FEfEFK  “SZCA”™), MALT20005E8 H . FIICAT200648 A
I AR E ORI BRI AUR ) R IAIE RS54 FH & A VFRTHIE D, - 1-20074F 10 H 3k
RS BPAAUR K CRFUAERS VFATIE) ;s HF20104E 11 H @ik B 5% 200 5 # 5 i 1
BUSs HLFINIE IR S5 B 0 VP AL, 20124F 08 DA H A%, 0l IS BT IEss . PARGHL T
WIEMRSS B2 H Fd IR %5 B2 4L T BOH N «

SZCALBRGEAR RIEF 5% (SZCA Global Trust Certificate Certificate Policy, AT f&]
FRCARCP™), B EE oo 7] — 28 LA AR ) 22 A 75 SR 1 3 Ak B/ FE 288 7R F 3 FH A1 i 25
MRS, TR FSZCARIE EIE BRI, FEEER, KIEPSEHER . MESIED
BRSNS . FAR . TR, ASZCAHIE SHETIAR TS B TR S
FRN SR BERNTE AR HE LR . SZCAL T W7 KA i IAE IR sh S 53, B
% HRCPS S CPIEAT MMLSE , AT UEAS 038 . B FH A AT A 5 3

ACPHAE CA/B GEBH SR WIm A FHRBARA N (AR F IR
PREEZR TR ). (ISR R R AE B ZLEOR ) . (EVIEHZE A PR FHEN ). (EV
AR UE B2 R FNE BT FAEN ). Adobe F 4t w] AN I BT it AR AATL (Adobe TAT]
FEAESIER) BHORER, FTERFC3647 (HIKMIXS509 234kt seii- i+ s A k. 5%
FEUIHEZLY Ko [ [ K AR HEGB/T26855-2011 ({5 B2 AR APEERBHE IF 155k 0% 50
UEME 55 75 BHAE SR ) M5 o ACPAM A LI R SZC AL 5 48 5 5h, FFRFESEH TP K
B B HA T AIEYE B2 5 05 UE A AR K30

SZCAWIE &5 fafk R«
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SZCA HTiHA SZCA ROOT CA (RSA) FISZCA SM2 ROOT CA (SM2) 2 HRIE+, SZCA

AZERANE A RCAUEASS

1.SZCA ROOT CA

SZCAROOT CA M5 EARSA, ZHKEN 4096 bits, F&8MH LK CA iEH, HA:

(1) SZCAEV SSL CA , 4K E N 4096 bits, 25K % 4HKE NRSA 2048 bits. 3072 bits «

4096 bits/AEV SSLIR S 22 2K4F i

(2) SZCAOV SSL CA , ZHKJE N 4096 bits, 25K 44K JE HRSA 2048 bits. 3072 bits

4096 bits[FJOV SSLIR S 222K4F i

(3) SZCADV SSL CA , Z4HK A 4096 bits, 25 %% %50 K- B RSA 2048 bits. 3072 bits «

4096 bitsftJDV SSLAR 55 25 23F P ;

(4) SZCA EV CodeSigning CA , 4K E N 4096 bits, 25k % 4K WRSA 3072 bits.

4096 bits I EVACIS 2 2 E 1S5

(5) SZCA CodeSigning CA , ZHKE N 4096 bits, 2K %K Z NRSA 3072 bits. 4096

bits AL EE S E 15

(6) SZCA Secure E-Mail CA , ZFEAKE NN 4096 bits, %5k ZHKJE HRSA 2048 bits. 3072

bits + 4096 bits ] B 7 HE{4-ZEE 5

(7) SZCA Overseas CA , Z4AKJE N 4096 bits, 25k %40 K NRSA 2048 bits. 3072 bits

4096 bitsfH s N NIEF . HUIET . & &IE;

(8) SZCA Business CA , Z4AKJE N 4096 bits, 25k 5K NRSA 2048 bits. 3072 bits

4096 bitsfFL 5N ANIEF . HUIET . W &IE.
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2.SZCA SM2 ROOT CA

SZCA SM2 ROOT CAHLE NSM2, R %6 CAE+: :

(1) SZCASM2 EV SSL CA, %k SM257LHIEV SSLARSS #8285

(2) SZCA SM2 OV SSL CA, %k SM2EIEIOV SSLAR 45 #5 ZRE 155

(3) SZCASM2 DV SSL CA, %Kk SM2EEIDV SSLAR 45 #8 Z5E 15 5

(4) SZCA SM2 Secure E-mail SSL CA, %5 SM2 % ) B MBS 0F 1 5

(5) SZCA SM2 Overseas CA, 25 & SM2EEIEESEAS NAEH . FUMIEDS . WAIET;

(6) SZCA SM2 Business CA, 25K SM2EERNE SN NIEH . HIMIERS . #&&IE+H .

Shenzhen Digital Certificate Authority Center Co., Ltd. (hereinafter referred to as “SZCA”)
was founded in August 2000. SZCA has passed the examination in August 2006 and obtained the
Permit for Use of Cipher Codes for Electronic Certification Services issued by the State
Cryptography Administration (SCA), and obtained the Permit for Electronic Certification Services
issued by the former Ministry of Information Industry in October 2007; and has passed the
assessment of e-government electronic certification service capability of the State Cryptography
Administration in November 2010 and passed the review of the Ministry of Health in 2012, and
obtained the electronic certification service qualifications for e-government and health system

respectively. The above service qualifications are still within the validity period.

The SZCA Global-Trust System Certificate Policy (hereinafter referred to as the “CP")are
the set of rules regulating the application of certificates to one type of entities and/or usages of
same security needs,which will guide SZCA to formulate the business, technical and legal
requirements and specifications of the SZCA certification services activities,including certificate

application,approval and issuance,and certicate or certificate keys renewal and revocation,and

3
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provide the basis and foundation of norms for SZCA to make all kinds of global trust CPS.And
SZCA,subscribers ,relying parties and other participants of certification services activities shall
depend on the CPS and CP to decide whether and how to apply the certificate,utilize the certificate

and rely on the certificate,and ect.

The CP complies with the latest version of the Baseline Requirements for the Issuance and
Management of Publicly-Trusted Certificates, the Baseline Requirements for the Issuance and
Management of Code Signing Certificates, the Guidelines for the Issuance and Management of EV
Certificates, the Guidelines for the Issuance and Management of EV Code Signing Certificates
published by CA/B (Certificate Authority and Browser) Forum, the technical requirements in the
latest version of the Adobe Approved Trusted List (AATL) published by Adobe Systems
Incorporated,meets the requirements of RFC3647 Internet X.509 Public Key
Infrastructure-Certificate Policy and Certification practices Framework and China  national
standard GB/T 26588-2011 Information Security Technology-Public Key Infrastructure-Certificate
Policy and Certification Practice Statement Framework.Not only the SZCA'’s certification services
and business operations are bound by the CP, but also the related behaviors regarding on cerficates

of subscribers,relying parties and other parpartipants of in electronic certification activities.

SZCA certificate structure system:

SZCA currently has two root certificates: SZCA ROOT CA (RSA) and SZCA SM2 ROOT

CA (SM2), and SZCA does not issue any external subordinate CA certificate.

1. SZCAROOT CA

SZCA ROOT CA adopts RSA algorithm with a key length of 4096 bits, and includes eight

subordinate CA certificates, in which:

(1) SZCA EV SSL CA with a key length of 4096 bits is used to issue EV SSL server certificates
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with a key length of RSA 2048 bits, 3072 bits and 4096 bits;

(2) SZCA OV SSL CA with a key length of 4096 bits is used to issue OV SSL server certificates

with a key length of RSA 2048 bits, 3072 bits and 4096 bits;

(3) SZCA DV SSL CA with a key length of 4096 bits is used to issue DV SSL server certificates

with a key length of RSA 2048 bits, 3072 bits and 4096 bits;

(4) SZCA EV CodeSigning CA with a key length of 4096 bits is used to issue EV code signing

certificates with a key length of RSA 3072 bits and 4096 bits;

(5) SZCA CodeSigning CA with a key length of 4096 bits is used to issue code signing certificates

with a key length of RSA 3072 bits and 4096 bits;

(6) SZCA Secure E-Mail CA with a key length of 4096 bits is used to issue email certificates with

a key length of RSA 2048 bits, 3072 bits and 4096 bits;

(7) SZCA Overseas CA with a key length of 4096 bits is used to issue cross-border personal
certificates, organization certificates and equipment certificates with a key length of RSA 2048

bits, 3072 bits and 4096 bits;

(8) SZCA Business CA with a key length of 4096 bits is used to issue business personal
certificates, organization certificates and equipment certificates with a key length of RSA 2048

bits, 3072 bits and 4096 bits.

2. SZCA SM2 ROOT CA

SZCA SM2 ROOT CA adopts SM2 algorithm, and includes six subordinate CA certificates:

(1) SZCA SM2 EV SSL CA is used to issue EV SSL server certificates of SM2 algorithm;
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(2) SZCA SM2 OV SSL CA is used to issue OV SSL server certificates of SM2 algorithm;
(3) SZCA SM2 DV SSL CA is used to issue DV SSL server certificates of SM2 algorithm;
(4) SZCA SM2 Secure E-mail SSL CA is used to issue email certificates of SM2 algorithm;

(5) SZCA SM2 Overseas CA is used to issue cross-border personal certificates, organization

certificates and equipment certificates of SM2 algorithm;

(6) SZCA SM2 Business CA is used to issue business personal certificates, organization

certificates and equipment certificates of SM2 algorithm.

1.2 X4 #E#H Document Name and Identification

A CP ZHR AR CA DB ATAA RUE5 50K ), 9834 PR A Shenzhen CA Global Trust
Certificate Policy, fAii#k SZCA CP. A CP.
The name of the CP is the Shenzhen CA Global-Trust System Certificate Polciy(SZCA CP for

short).

1.3 HFINIETE3)S 53 PKI Participants

1.3.1 HFIANERSEHLI Certification Authorities

SZCA, fFNEEE =T B NEMRSGSHU, STEBRR. BH . MAESHESEE,
ROGEPER. IEHRA R CORERREESIRICRL) KAT IUE- SR il e 55 TAF

As a legal third-party electronic certification authority, SZCA is responsible for certificate
management including certificate issuance, renewal and revocation , certificate status information
services, release of certificate blacklist (also known as certificate revocation list or CRL), and

certificate policy formulation, etc.
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1.3.2 JEM YL Registration Authorities

SZCAMITEMALK (Registration Authority, fAiFX “RA”) 5t iT FIEH M HiEZH . #Hi%
(BFE S HFRR S %5 FETH, RASZCAIERBAUG KNS W, A IER TN &

At (RA). UEBAMSZE S (LRA) 4.

Registration Authority of SZCA (hereinafter referred to as the “RA”) is responsible for the
acceptance, review (including identification and authentication) and management of certificate
applications for subscribers, and is a business branch duly authorized by SZCA, including the

Certificate Registration Authority (RA), Certificate Local Registration Authority (LRA), etc.

1.3.3 iT P Subscribers

TR SZCA HHFIERMSER, WH NN . AR SIEHE R E
FRSEAA, ELFE B BONE (1 2 BGE R U t 4% L Bk RS SR T2 Al AR i A B 4

A subscriber is an entity that applies certificates to SZCA and can be an individual or an
organization. The subject of the certificate is the entity which the certificate is bound to, including
infrastructure components such as routers, firewalls, servers or other equipment for secure

communication.

1.3.4 #3575 Relying Parties

RMOT RAR (T IE T S0 T2 4 5 FTE IR 56 i S A B D
(PRI, JFHBCHIAT L S AN 05T . BT FTLARAT P T LR AT S

A relying party is the entity that acts on the authenticity of relevant facts (including identity
and information data) and the behavior proven by the certificate or its electronic signature. The

relying party may or may not be a subscriber.
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1.3.5 HAh2 53 Other Participants

HAh 2 5% 2469 SZCA WL T UIETE S HR HEAH IR 55 1) HoA S
Other participants refer to other entities that provide relevant services for SZCA's electronic

certification activities.

1.4 iEH R Certificate Usage

1.4.1 EEHIEH M Appropriate Certificate Uses

SZCA T FHEF AT B2 B HIE F T 0S5 . TR 95 S Ak s Ais s, ASEElE
BrIES HLF28 44 . BB N 55 B 1Y, [RI s O ELIBE A5 BAR 38 X7 B 1y ¥ G 4k
ML DL A B e BV OR B A

VTP AT DR SEPR 5 22, B 32 PN SR SR P AR B 53 I IE A5 28, ASTR] e 45 AT A
[7] F) N FH Y o

SZCA's subscriber certificate can be widely applied in e-government, e-commerce and other
social activities to achieve the purposes of identity authentication, electronic signature, key data
encryption, etc., as well as to ensure the validity and authenticity of the identities of both parties

transferring information on the Internet and the integrity and confidentiality of the information.

Subscribers can independently judge and decide to adopt appropriate certificate types

according to actual needs, and different certificates have different application scopes.

1.4.2 [R #] Sz 2% 1k ) iE 5 B B Restricted and Prohibited

Certificate Uses

SZCAZE K HIUE FZE 1 B TAR AT S B 50 VR BB [ X 2 I T, AN RE
FFSZCA ST P 20 MR L NG, 75 00 i il e R T 7 AT 7KdH.

FARUEAH R BER I UE R AR I 4R S @ & A, 31 e A5 s P AR
8



S~

m
"

SZCA &F{F{EME % CP
SZCA Global-Trust System CP
o R AT 1 PR o SR 9 e T R A (1A RV E B T S B, iSRS 505 AN
FHIRL)E HOMHE TS R B B Y A4S CPRRE RIS FHYE L, A2 ACPHI LR

UEAS AN L 9 280 £ ey o 28 VR B s A B R IRAT v, AN L R AR AR AT
(AR A d PRORER Y Y A ETi Y I5 28

BeAh, EBA R ATEM T A T e A5 b i v, s 1%
RUTRW I &, s R ERAE . IR LA S AEGE IR AR S, 2 A2l i) R 4 sk 4
R ARG T, FOVERMEM s AT RE RSO0 N G053 8™ A BERIA .

The certificate issued by SZCA is forbidden to be used for any violation of national laws and
regulations or damage to national security, nor shall it be applied to the prohibited application scope
for certificates agreed between SZCA and the subscribers, otherwise the legal consequences
incurred thereby shall be borne by the subscribers.

the certificates are prohibited from being used for phishing attacks,fraudulent websites or
other malicious criminal activities ,and releasing a program that contains or is suspected to contain
malware.

Various certificates can only be applied to the appropriate use of the subject identity
represented by them, and the key use of the subscriber certificate is limited in the certificate
extensions. However, based on that the validity of extension limit depends on the application
software,if the participant does not comply with the relevant agreements, and its certificate
application exceeds the application scope limited by the CP, it will not be protected by the CP.

In addition, the certificate is not designed, intended, or authorized to be used for control
equipment in hazardous environments, or for occasions where failure prevention is required, such as
operation of nuclear equipment, navigation or communication systems of spacecraft, air traffic
control systems or weapon control systems, as any failure of them may result in death, personal

injury or serious environmental damage.
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1.5 SKEEEH Policy Administration

1.5.1 REE N EEHL# Organization Administering the

Document

FRPRAR R, SZCATEE “SZCA-CPSIREE K /N7 3R CPIRR s . JEM. 4
PRI BT, “SZCA-CPSTRME K JE/NA” A FES N AREARN ALK, ATTARCPHIH
EH AP TAE, BT &5 5T FARCP KA 5 SCAF R S8 7] %1 TAE .

According to relevant laws, SZCA designates the SZCA-CPS Policy Development Team to
be responsible for the draft, registration, maintenance and update of CP. The SZCA-CPS Policy
Development Team consists of legal and technical personnel of the Company, who are responsible
for the daily management and maintenance of the CP, including general amendment, and

consultation on the CP and related documents.

1.5.2 EXZ& A Contact Person

AR CP I, @I, BEIMSE, 55 “SZCA-CPS SRIg K&/ IR

AT PRINTH T 55 R ATE B B PR 22 5] SZCA-CPS Himg A fe /ML

HL1%: 0755-26588388

T4  kfzz@szca.com.com

S ik - PRINTIARE FH AR TE £ +E X L% 10 53K 9 J= 01,02, 03 04-1,
06+ 07. 08 5 J5[518057].

Please contact the SZCA-CPS Policy Development Team in case of any questions,
suggestions or doubts related to the CPS:

Department: SZCA-CPS Policy Development Team of Shenzhen Digital Certificate
Authority Center Co., Ltd.

Tel.: 0755-26588388

10
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Email: kfzz@szca.com.com
Mailing address: Room 01, 02, 03, 04-1, 06, 07, 08, 9/F, Cuilin Building, No. 10 Kaifeng

Road, Mailing Community, Meilin Street, Futian District, Shenzhen, China [518057].

1.5.3 RE CP & KK HFI YL Organization Determining
CP Suitability for the Policy

“SZCAIBE ZEEH /A" RHEMCP (BENARATERUKICP). RECPEGRF

R LE S SRS ) B e R LA s HSZCARGUE BN B, %R N 53 AN AR B 7] 2 75 -

The SZCA Operational Safety Management Team is the highest decision-making body to
approve the CP (including all versions of all types of CP) and determine whether the CP is in
comformity with the corresponding certificate policy; and it consists of SZCA senior manager,

core technical personnel and legal counsel.

1.5.4 CP #t#F2F CP Approval Procedures

“SZCA-CPSHMG K &/ NL” FSUEFEAEIT CPIE KRR (BCPIEIT WA, IFIERS
IR ST NI, 2B O R BUE IR O H AR, IR0 € SRR sURTRR A 5 1 e

Hi o

“SZCA-CPSTEME KB /N Tk B Rt sd “SZCAIBE A& /N W, &%/
He AL G, XN RATCP. KA RN FF AT AR, BIEEARR T M _E A AR
PG VEN R BIRAT . KA TAER “SZCA-CPSSERE & & /INH” MM 3T 158 /%, IF

B “SZCAIZE L4 EH/INH” = W L CPH T IAFRY

A CP RRHFEEMEIT . HH— Ik, I EIRREFHOR L, 5 R A L. AR
ol NI RRA S SO R AN ) AR O A R AB T

CP AT KAGIESZCAE Mhttps:www.szca.com, B i HAt 77 =0 m) H P $2 48t

11
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The SZCA-CPS Policy Development Team is responsible for drafting and revising the CP to
form a discussion draft (or CP revision), soliciting the comments of the heads of various
departments, forming a draft for review after discussion and amendment, and finalizing the text

format and version number.

The SZCA-CPS Policy Development Team is responsible for submitting the final draft to the
SZCA Operational Security Management Team for review. The CP shall not be published until it
is reviewed and approved by the SZCA Operational Security Management Team. The CP shall be
published in the form in accordance with industry standards, including but not limited to online
publication and written submission to customers or partners. The SZCA-CPS Policy Development
Team will complete CP publication in coordination with relevant departments, and archive the
approval opinoins of the "SZCA Operational Security Management Team" and the CP electronic

version.

The CP is revised and updated at least once a year and then submitted for approval, filing and
publication for implementation in accordance with the above procedures. If there is no change,
SZCA will progressively increase the version number, and update the release time, effective time

and revision history.

CP is publicly published on SZCA's website https:www.szca.com or otherwise provided to

users.

1.6 & X M45E Definitions and Acronyms

R1LI-EX5%4E

12
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HL T IAIEAR S5 B I AESAR . SR APHES . B HET SRS =T 0 .
TEAHLAL RAMIATT P, #2527 7 HEARL, ST P ARE, 21T 7 ICARL

W Z e BIE S FE . WAt R B AE

HeriEh ZCART AW TR IEREMF S0 ATHE B ATFEH N
T3
i HAFIE SR
A5 BT RHE R B B T4 K EBNEA RIEIA
SRR N KT CANUVIXHIE TS . % H155 142 2E A i 90 000 A8 PR 30 f e 4l 1 A
F/CPS FNEANE 5538 S B A, AR EROR . B TUE RS54
ERi] T R

U A (fF

NAREFUETS B4 5, $RACARE AL MIAEUETS A R4 i 5T 4 3 4

B s/ MRA . AR CANME L5 .
CRL
FELRAE IR AS HESERfEH) . MEBFIEBRRESER.
#ri/OCSP
LDAP BREQHHFUIRPNL, HTER. NEETIE T TR A
ES
YNGE| fmB S ERES, FTATEIF AT T f o N AL
BT o A TSNS O B S A5 BT N,
I LAXT B (R FABHIEAT A 2%
FhHA ZHBEFEHEP RN B EREEY, THTHER TS,
IRAARHE B 577 2, 0 O A BH N () SO Bl B AT AR
SZCA BRONTH o735 95 2 A IE B B IR A W) (Shenzhen Certificate
Authority)
CPSHRME K e/ HISZCAfEATI) 51 BTCPS I gmbl . 1B1] . H W 4ed & 1.5 i i) 4

I
>
S
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SZCAIZE %45 H1SZC AT A 1) 91 5T SZCA I CPS/CPAZAE J Wi B HARAT (4141
BN
SZCAZE P 7 HIT L CARICP. BB B INCAE B 51, IAEsH iHids . B8
CPSPATHIM . RIfLs
SZCARGEH o, EMAS CARG WM RS, & CARS G
IR N2 REN S E A
SZCAFEA FBTFRNIER REHRZHEE .
SZCAHi 1% it FET AL HEE R
SZCAIE il fF 7 B BRI VR
SSLiEH5 2 I B A O A4 1T RO IR DIE % RS I &
B2 K IESS
(N EEEANEY SARESFF R TS AN S AT AR R E+, I
NHTXSATR 4, ORI I e B FLSEE
T 7 4 BB AR AR, TR P ISR, AR A
AT P ESE Gy BAT SERR R UK A I A R
PKI AN (Public Key Infrastructure) o
PKCS NI SRR UE (Public Key Cryptography Standard ).

Table 1.1 - Definitions and Acronyms

Certification A third-party organization responsible for subscriber identity
Authority/CA authentication, issuance of public key certificates and management of
certificate keys.
Registration RA accepts subscriber application materials, reviews subscriber
Authority/RA materials, and transmits certificate application, approval and management
information between subscriber and CA.

14
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Digital Certificate

Electronic documents with CA digital signature containing the public

identity information and public key of the users of the digital certificates.

Subscriber The entity applying for certificate.
Relying Party Person engaged in relevant activities relying on trust in certificates or
electronic signatures
Certification Statement on detailed operating specifications and business operating
Practice practices of the CA for the whole life cycle management activities of
Statement/CPS certificates and keys, including certification technology, legal
responsibility, certification business and other aspects.
Certificate Also known as the blacklist of digital certificates, it refers to the list of

Revocation List/

CRL

certificates with signature of the CA that are revoked before the expiration

of the validity period of the certificate and are no longer trusted by the CA.

Online Certificate

Status information of digital certificates for real-time query and

Status check.
Protocol/OCSP
LDAP Lightweight Directory Access Protocol for query and download of
digital certificates and digital certificate revocation lists.

Public Key Keys generated by mathematical operations that can be published and
used to verify the digital signatures generated by their corresponding
private keys. The public key can encrypt files and information according to
its operation method and its corresponding private key could be used to
decrypt.

Private Key Keys generated by mathematical operation and kept by the holder that

can be used to produce digital signatures or to decrypt files or information
encrypted by their corresponding public keys according to the operation

method.
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SZCA Shenzhen Digital Certificate Authority Center Co., Ltd. (Shenzhen
Certificate Authority)
CPS Policy Organization appointed by SZCA for the compilation, revision, daily

Development Team

maintenance ,management and consultation of CPS.

SZCA Operational
Security

Management Team

Organization appointed by SZCA for approval and implementation

supervision of SZCA CPS/CP.

SZCA Super Role responsible for implementing the CA CP, setting or adding the
Administrator CA administrator, verifying the audit records, and managing the CPS
implementation.
SZCA System Role responsible for installing, configuring and maintaining the
Administrator software and hardware systems of the CA system, as well as starting and
stopping the CA server.
SZCA Entry Clerk Role responsible for entering the information submitted by the
certificate applicant.
SZCA Reviewer Role responsible for reviewing certificate application information.
SZCA Certificate Role responsible for generation certificates for certificate applicants.
Maker
SSL Certificate A certificate issued by confirming the applicant's ownership and

control over the domain name and authenticating the applicant's identity.

Code Signing

A certificate issued after identity authentication of the code developer,

Certificate writer and issuer, which is used by the applicant to sign the codes and
ensure the integrity and authenticity of the codes.
Distinguished Legal name used to uniquely identify the subscriber name in the name
Name/DN domain of the digital certificate subject, which shall reflect the true identity

of the subscriber and have practical significance.
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Public Key Infrastructure.

PKCS

Public Key Cryptography Standard.
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2. EERAMEEE E H Information

Publication and Administration

2.1 15 B FE Repositories

SZCA 15 BERXANATHIME B, FEM 1T 7 ML N H AR 7 52 4tE B RS
SZCA EREAIEEARTLLTFHNA: iEH. CRL. CPS. iEPBIRE VML FASZEFM.
SZCA Mukifs B LS SZCA ANE KA IS B . SZCA {5 B FER 1T https:/www.szca.com BX

SZCA #eERHEHEVI. &if).

SZCA repositories are public repositories that provide information services for subscribers
and relying parties of certificate application. SZCA repositories include, but are not limited to:
certificate, CRL, CPS, certificate service protocols, technical support manuals, SZCA website
information, and information published by SZCA from time to time. SZCA repositories can be

accessed and queried by https://www.szca.com or other methods specified by SZCA.

2.2 ANIE{E BB & Publication of Information

SZCA £ J7 Ml https://www.szca.com K A5 B, ZMubiZ SZCA KA A 15 B
RN YN 3 I S

SZCA 1] CP UL KAHRIIBARSFEE BAFIE SZCA Wk ExkAi. P r@id SZCA K
SfRBGIESS (15 B M AIE 5138 IE R SERPRESE B i@id OCSP kS &l .

[FIRY, SZCA ks 2R 7 ERHUH AR AT RE AU AT 15 8 kAN .

SZCA publishes the repositories on the official website https://www.szca.com, which is the
most primary, timely and authoritative channel of SZCA for publishing all information.

SZCA CP and relevant technical support information are published on the SZCA website.
The information of certificates and the certificate revocation lists can be obtained by user on the

SZCA website; And the real-time status information of the certificate can also be queried through
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the OCSP service.

At the same time, SZCA will publish information in other possible forms when necessary.

2.3 RATKIETE]ELSZ Time or Frequency of Publication

VT PE B2 R EGE Mg, 8L E 77 Wk B SPEAE B FICRL A AR . CRLA#E L SZCAR)
B R4, CRLE N4/, CRLIIA RIA T2/ s Rk G OIS, tHA] N TR AR i

HTCRL.

EEZAMEN T, SZCAT LLEAT YR EUE A CRLI K AR B o SZCAREFKAT— IR
TFINEIR S A I CAIEBRES 71 (ARL).

2T HA R A S A AR AT, AT AN A I TA] S RN
SZCAHBATHRIE, (HSZCAMIME B AAT RS F ZE LM E, I ORE A A5 B AT N2
1L NP G

When the subscriber certificate is issued or revoked, the certificate and CRL are
automatically published on the official website. CRL can be downloaded through SZCA's official
website. The CRL update cycle is 24 hours and the validity period is 72 hours. In special cases, the

latest CRL can also be manually published.

In case of emergency, SZCA may choose when to publish the certificate and CRL at its own

discretion. SZCA releases CRL of CA (ARL) every year.

For other information to be published to the public through the repositories, its publishing
content, publishing time and frequency are at the discretion of SZCA, on the premise that the
information publication of SZCA will comply with the provisions of national laws and regulations

and be immediate and efficient.
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2.4 {SEFER$EH] Access Controls on Repositories

SZCAfE B HIE BRI AN AT RATK, AL N RENE A B, XX L5 By R i
AN BAEAT IR o

SZCAMEIAE U5 I AL AN 22 s B v i, SRIER A2 SASZCATAE N 514
REHE . UMK AMSZCAGEETIMEE . I HARBPGRIER#ERAE H & 3 R A2 R

it

The information in SZCA repositories is publicly available. Anybody can read the relevant

information, and there are no restrictions on the read-only access of such information.

With information access control mechanism and security audit measures, SZCA ensures that
only authorized SZCA personnel can edit, modify and publish information in the repositories. In

addition, operation logs and records of authorized operations will be kept for audit.
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3. B4t iRE %X 3 Identification and

Authentication

3.1 #74% Naming

3.1.1 AFRER Type of Names

SZCA MUK WHCFET, &8 MR N RNIE 1T 7 AR 4 o E-B A # b iR 44,
PL# 7] 44 (Distinguished Name) JE B & EUE HAAA, RUEPHAH ME—R% 4 . SZCA
HIUEBRFE X.509 i, 7B UEH A & SR EL 4, RH X.500 Friftdr 477 20

ST SSL RS 28iE 5, g I 4 5% 1P bk #vR bn 2 3= i ) 42 vh, 17738 48 L A —
AN HEAE 25 U 44 T 3 44 B TP Hb ik . 3P EV SSL UES, 344 A A A B 757 3
A0 1P Hodl .

The digital certificate issued by SZCA contains the subject DN of issuing authority and the
certificate subscriber. The identification name of the certificate holder is contained in the
certificate subject in the form of distinguished name, and is the unique identifier of the certificate
holder. The SZCA certificate complies with X.509 standard, and the distinguished name assigned

to the certificate holder entity adopts X.500 standard naming method.

For SSL server certificates, all domain names or IP addresses are added to Subject
Alternative Name, whereas the Common Name must be a domain name or IP address that exists in
Subject Alternative Name. For EV SSL certificates, the Subject Alternative Name cannot contain

wildcard domain names and IP addresses.
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312 MNEZAME X4 HB E KR Need for Names to be
Meaningful

SZCA MR DNIURFIFHE 1530 154 R S, DN 0 4 B — o R e
RO, TR R EFS 0 R SC U 0 5 0 S A (R PR 6 . TE B b, A T 51T
A FRET ISR B

SZCA uses the distinguished name (DN) to identify the certificate subject and the certificate
issuer entity. The distinguished name (DN) is representative and can be associated with the
identity or unique attributes of the end entity using the certificate. The name of the certificate
subject describes the information related to the entity bound with public key certificate of the

subscriber subject.

3.1.3 3T P B B % B fh 22 Anonymity or Pseudonymity of

Subscribers

SZCAAEZ B FOVFLT P S T i AT ] e 44 B P 44

SZCA does not accept or allow the use of any anonymity or pseudonym in the subscriber

application.

314 EEAF 2L FRE KX B F N Rules for Interpreting

Various Name Forms

SZCA R B TAE BT & X509 V3 brdE, Tm4ak% 08 X500 baitE. B0 4 i) f

Z I SZCA E X

The digital certificate issued by SZCA complies with X.509 V3 standard, and the DN's

format complies with X.500 standard. The naming rules for DN are defined by SZCA.
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3.1.5 Z#IIME—E Uniqueness of Names

£ SZCA AN, ASFENIT 7 BREAS 0 EARE 42 A REAH R, i ME— 1. EXF T
[Fl—iT /", SZCA A UL HME— 1) EARE A O H AR Z5KIEAS . 2R+ Hil o LA FT
FUFAEM R A BRI, TG SE A E U SE AT, 5 F R 10 B i 45 J2 3 B R D

Subject DN of certificate must be unique for different subscribers in SZCA trust domain, and
the same DNs cannot be allowed as subscriber’s subject name. SZCA can issue more than one
certificate using the unique DN for one subscriber. When DN is not unique to different subscribers,
the first applicant has the priority to use the DN, and the latter could add more additional

information to distinguish from others.

3.1.6 FFRHIRAI. L5 F0 4 5 Recognition, Authentication,

and Role of Trademarks

SZCA 2R ML I EAREA 2 F A BSR4 -

Subject DN of certificate issued by SZCA does not contain any trademarks.

3.2 W16 54 HA Initial Identity Validation

3.2.1 iEBAHA FEH K 5 ¥ Method to Prove Possession of
Private Key
WE 5 1 & D AGIE I FEE 5 BT B A B AR X B R FAEH S GIE B ) 7 1A 45 LR E S B S T

S8 TEY4 (PKCS#10). o E 5 A M= HRR 775, 80 SZCA ER i H ek
B 77 2o

The certificate applicant shall prove the possession of the private key that corresponds to the

registered public key. The proving methods include: digital signature (PKCS#10), other equivalent
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key identification methods, or other proving methods required by SZCA.

3.2.2 ARV &40 B4 5 Authentication of Organization
Identity

RTINS HF SSLEHS . AURS 22 4 EH B A H UM SR ARIE I, 4R AHLRIAT 2L
EAFAPRE, BAREAR T B EANFICIES . 2R EILIES . R ARLEID
U AME GBIXD Al E ARG EALIE . BURFOC B AU T E R 5 (HLIXD BURF
MUK B T EACUEMI SO o CA RIEAT ™A% 1) S 4 255, 3l 3 i v £ et e s ik HL S
P VAR A RT ASRAS R 2 WA 11 B 4315 2 1 5 K5

While applying for the certificates, the organizations shall submit the valid identity
documents ,including but not limited to:legal person code certificate,legal person registration
certificate , private non-enterprise registration certificate , registration certificate of
foreign(regional)enterprise , government approval and other registration certificate issued by the
government where the organization has resided.The CA shall carry out strict authentication, such
as verifying its authenticity by querying a reliable database and other means of obtaining identity

information of the applicant.

3.2.2.1 Pl H 435 Authentication of Organization Identity

LGN LE LA NI 4 SCRVE SR AE I, #REAT P20 1) S 3 %5031, i
A R B P R L SN L ) B O MR DU LA AT DAERAT B A ) B £ R K
G HURITT P IRAIE S B R B I 8 R B BN SR BURER 28 5 R os 32 R R 1A
KoK, FFARIEH R 5T

XFF DV SSLEFS, SZCA RUGUER slissl 4 P AU EAE IR, A% G B 43 i2E 4T 56
k. SZCA AL IFAES 5y MRUEF HiE & 438, ERSUEBHIERT, 2ok @ U IE S g A
FIZHAT B, WiRB AR FHERIERRIEE, SZCA HEIELH 1.

When applying for various types of certificates in the name of the organization, the
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organization shall be subject to strict authentication, such as verifying its authenticity by querying
a reliable database, identifying the identity materials and other means of obtaining identity
information of the applicant. And once the organization subscriber or the authorized representative
of the organization signs on the certificate application form ,it means they are willing to accept the

relevant provisions of the certificate application and assume corresponding responsibilities.

For DV SSL certificates, SZCA only verifies the ownership or control of the website domain
name and does not verify the identity of the applicant organization. SZCA establishes and
maintains a high risk certificate applicant list and will check the list when accepting certificate
applications. If the applicant is identified as a "high-risk" certificate applicant, SZCA will directly

reject the application.

3.2.2.2 N4 FREEUE Authentication of Tradename
FAIE P BB R4 DBA B ZFR, SZCA ROE A 207 S B il 32 G BUE F %
DBA i\ 4 FR.

If the certificate subject contains a DBA or tradename, SZCA shall verify that the applicants

have right to use the DBA/tradename using effective methods.

3.2.2.3 EZEAIEH] Verification of Country
A UEFS 3 I AL S [ 5L I, SZCA it A &0 A IR FE N TP Mk i 78 [ 5

BN SEFR TR FE —E

If the certificate subject contains an option of country, SZCA shall verify the country where
the applicant's IP address is located is consistent with the actual country where the applicant is

located using effective methods.
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3.2.2.4 B RFIAFXE] Verification and Authentication of Domain

Name

XTI IR SRAIE,  BEIRIE K SEARIE AT DU IS B B A F] . T w] BB L, SZCA
AR BN 20005 AR i —Fb

1 oA Ak EALER H “admin’, ‘ administrator *, ‘ webmaster ",
‘hostmaster” B¢ ‘postmaster’ {EARIZ, N EAF 5 @RISR L E N RN
MEAE, AR JE B AZ BN UE AR E S, Bl 35 A A T A . S0

AJE 7 Baseline Requirments v1.8.0 55 3.2.2.4.4 77,

2. B IUFR A TE DNS CNAME. TXT 2% CAA ic % & BAETEL) E FIBENLE, Bl
HIE AR A (AT E A . %559 77 B Baseline Requirments v1.8.0 25 3.2.2.4.7 7.

3. AR A K “/ well-known/pki-validation” H 3¢ %20 5€ 15 B HE4T 245,
BN FRE AN 38042 B B A AL . %5 51 77 0B A7 Baseline Requirments v1.8.0 25 3.2.2.4.18
o WETTVEANTE FH T I FL AT I AL I SR IE

SZCA A LL.onion NJE K42 K% SSLiFE+H .

WE, SZCA W LRI EAMAL 1 B B i, DA B AL, IR EOR i
SRR HR B, HEH AT DR P R 4

For the verification of a domain name, the verified entity may be the applicant's parent
company, subsidiary company or affiliate, SZCA may adopt one of the following authentication

methods:

1. Confirm the ownership of the domain name by sending an email including a Random
Value to one or more addresses created by using 'admin', 'administrator', 'webmaster',
'hostmaster', or 'postmaster' as the prefix, followed by the at-sign ("@"), followed by an
authorized domain name, and receiving a confirming response utilizing the Random

Value. This way of wvalidation conforms to Section 3.2.2.4.4 of the Baseline
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Requirements v1.8.0.

2. Confirm the applicant's ownership of the domain name by conforming the presence of a
negotiated random value in a DNS CNAME, TXT or CAA record. This way of

validation conforms to Section 3.2.2.4.7 of the Baseline Requirements v1.8.0.

3. Confirm the applicant's ownership of the domain name by making changes to the agreed
information under the "/.well-known/pki-validation" directory. This way of validation
conforms to Section 3.2.2.4.18 of the Baseline Requirements v1.8.0. This method

doesn’t apply to the wildcard domain validation.
SZCA does not issue SSL certificates for domain names suffixed by .onion.

If necessary, SZCA may perform the independent investigation to confirm the ownership of
the domain name. The corresponding assistance is needed from Subscriber,the subscriber shall not

refuse it for any reason.

3.2.2.5 IP B AR X 5] Verification and Authentication of IP

SZCA B fEIGAEIL 4 1) “/.well-known/pki-validation” H 3% Xt 2 52 {5 S 3t47 8,
A H TS A IR A M FT A B %03 77 351 Baseline Requirments v1.8.0 2 3.2.2.5.1 77,

SZCA A9 IANA BRiEFI O/ B TP Huhik sl A #1 1P Mk 25 A E 5, AN 1P bk 25 % EV SSL
WEFS.
SZCA shall confirm the applicant's ownership of the domain name by making changes to the

agreed information under the "/.well-known/pki-validation" directory. This way of validation

conforms to Section 3.2.2.5.1 of the Baseline Requirements v1.8.0.

SZCA does not issue a certificate for a Reserved IP Address marked by IANA or

non-routable internal domain names, and does not issue EV SSL certificates for the IP address.
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3.2.2.6 EECAT I 42 F A\ F1 % 5] Verification and Authentication of

Wildcard Domain Names

ST A AR 4, SZCA WRIEA CP %5 3.2.2.4 5 d il 5 M3 42 56 iE 5 200 8 it 745 A5 )
A3 A2 HEAT BRAIE, A A HRIE 8 6T BC A A 0 ()38 44 TR 3 A B BT B R, DR iE 3 B 45 A4 00 1)
B2 HHAE T E— SR S A BURNUIEN, LT EM SRS .

SZCA BB EC AT A7 MR B R TSR A « 8365 SR B b A% v e B LR P2 11
AL PIEF G, BRAR FIE 3 RENSUE W] L 58 e PRI 44 1 I A i 44 25D

For wildcard domain name, SZCA shall confirm the applicant's ownership of or control over
the domain name to the right of the wildcard by using the validation methods in Section 3.2.2.4 of
this CP, to ensure that the domain name is clearly assigned to a commercial entity, social

organization or governmental agency, and obtained through legal registration.

SZCA refuses the certificate application if the domain name to the right of the wildcard is
directly a top-level domain name, a public suffix, or the domain name is controlled by the domain
name registration management authority, unless the applicant can prove its rightful control of the

entire domain namespace.

3.2.2.7 BIERIEHIHER 4 Data Source Accuracy

SZCA #4 EV iE i 96 UE A FH A BE IR AE B 7 M5 Chttps://www.szca.com) _EREATHHE
#e, FHARARTIE-BE M BEER)S, r3AT i .

FEREAE AT et AR Ay o] AR AR A 2 T > SZCA FFZ YR 1 AT M  HERF 1,
L BB s (R T EREAT VAL, IFB R BL T IR

L e ftfs B RaE R,
2. (R IR

3. BRI, MEIERER HE;
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4. BOEXS 2 AR AT R K T R
5. Dyl BUE COBodE IO MERE

6.  XTTFZERMAT FAES, 25 VPG S m] A S5 Sk Y Hh SR A 1) Bl 5T A R B TR A
R UE P AR 398 K, W SZCA wI{# FZ K K S

SZCA discloses Authentication Data Source for EV Certificates on the official website
(https://www.szca.com), and makes timely disclosure after changing the certificate authentication

data source.

Prior to using any data source as a reliable data source, SZCA shall evaluate the source for its
reliability, accuracy, and resistance to alteration or falsification, and considers the following during

its evaluation:
1. The age of the information provided;
2. The frequency of updates to the information source;
3. The data provider and purpose of the data collection;
4. The public availability and accessibility of the data;
5. The difficulty in falsifying or altering the data.

6. For the issued subscriber certificate, the data and documents may be used by SZCA if
the time of obtaining data or documents from data source evaluated as reliable does not

exceed 398 days before the issuance of the certificate.

3.2.2.8 INIENLIIZAL Certification Authority Authorization

XF SZCA MUK i &2 CA/ W AR 181E EV Guidelines « Baseline Requirements 3K
FIAFER{E/ER) SSL/TLS ks, SZCA X428 &UE+ 385 44 I+ i —> dNSName
it CAA e , FREFERBIMER .

SZCA 14l RFC6844 (LHhiEE 5065 1B11) WIHUEALH “ issue 7. “issuewild ”
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M “lodef ” WIJRMHEARES, 5 ¢ issue 7. “issuewild "FRZBEFAALE “szca.com”, M SZCA
AERIEBIES 5 5 CAA iCRHFHBL “ iodef ” #7325, W SZCA L5 Hik 74 iE 5tk
ERTNHEMZIE .

SZCA LA R %] CAA 1% B R R HAE N AT 25 RAE B 2644

1. fE9E SZCA BIR:Al it h &) CAA 1dK RN

2. BN —IREHEK CAA id%;

3. AP IR IELESE ] ICNNA R [X 35 /#) DNSSEC HiiF4% .

For the publicly trusted SSL/TLS certificates issued by SZCA in comfromity with the EV
Guidelines and Baseline Requirements of the CA/Browser Forum, SZCA shall check the CAA
records and follow the processing instructions found for each ANSName in the Subject Alternative

Name extension of the certificate to be issued.

nn

SZCA shall process "issue", "issuewild", and “iodef” property tags according to RFC6844 as

"non:

amended by Errata 5065: SZCA will not issue corresponding certificates if the "issue", "issuewild"
property tags do not contain "szca.com". In case the property tag “iodef” is present in the CAA
records, SZCA will determine whether or not to issue certificates after communicating with the

applicant.

SZCA treats a record lookup failure as permission to issue certificates if:
1.  The failure is outside the SZCA's infrastructure;
2. The lookup has been retried at least once; and

3. The domain's zone does not have a DNSSEC validation chain to the ICANN root.

3.2.3 DA% 5] Authentication of Individual Identity

FEAE 5 FH 5 I 800 200 AN N FR U 3 LR B A 8 I N HEAT 05 B 0 1A 42501 i o 25
A5 B 2 U6 UE FL S T RTS8 5 B A A et DL K F Al R AR AT R T B ) B 445 R Y
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75 & AR G R LA G & R B B A AE 15 B B AR I 2 7R 2R 15 H i 1Y
ARFR, IHABEMHB T,
SZCA FBfIN N H 1 BRI TN S I SCSRE AT Rk, BRI RRE I T

1 BASHEEZ D MR BURTUR AT R AR A I B e SO (i R
FOE. 8. EEUESIAR R SIERD, SZCA K E IZIE I SR & A T H ek
o OhIE RIRIE, B, SZCA W] LU 25 A A RSy UE WIS BB =T #dfs
PEREATAZ BRI FRIE & Sy, AT DU 5@ v . M. 4 A7 =0 Bl R
IS BT SRR, B IR IR LIS B S AL R — B,

2. MZEUERERMEENE. SZCA @i fih. W5, 5HEEZIGERER.

3. HHHEEOSHE RN, FEMmIZVREAE, L HIEALTET 1%
PR B o B SRARSARHRIE B SO . 058 =07 Bt e o AR A LT AR5

4. WRBEFEANTPE, FRERNELBLKEIINSOIEY .

SZCA FESLIFHEY e ARG IE S B B FI3R, RS2 AT, 2o v MUBE 5 A
FIZHATE W, WRBoy R BRERE R PIEE, SZCA HEIEL A,

When applying for a certificate, the individual applicant or the authorized agent of the
organization must be subject to strict authentication, such as verifying its authenticity by querying
a reliable database, face-to-face identifying the identity materials, and other means of obtaining
identity information of the applicant. And once the subscriber or the authorized representative of
the subscriber signs on the certificate application form, it means he is willing to accept the

relevant provisions of the certificate application and assume corresponding responsibilities.

SZCA will confirm the authenticity and validity of the identity of individual applicant or
authorized agent of organization, and the specific authentication procedure is as follows:

1. Obtaining at least one valid government-issued photo identity document i (e.g. resident

ID card, passport, military ID or other equivalent certificates). SZCA shall inspect

whether the ID document has any indication of alteration or falsification. If necessary,

SZCA may check the identity of the applicant through an authoritative third-party

database issuing such valid identity document, or confirm the information provided by
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the applicant through voice call, video, photography, etc. to ensure that the provided
information is consistent with the verification results.

2. Checking the authenticity of certificate request. SZCA checks the certificate request
with the applicant through telephone, email, etc.

3. When the application information contains organizational information, it is necessary to
confirm whether the organization exists and whether the applicant is a member of the
organization. For example, by requesting to submit certificate of employment, inquiring
third-party database, and sending confirmation email.

4. If another person is entrusted for application, the letter of authorization and the identity

certificate of the agent shall be checked.

SZCA establishes and maintains high risk certificate applicants list and will check the list
when accepting certificate applications. If the applicant is identified as a "high-risk" certificate

applicant, SZCA will directly reject the application.

324 B A W iE B T P {§ B Non-Verified Subscriber

Information

EBHRER, KA SZCA BiEAS AL,

The information not verified by SZCA shall not be included in the certificate.

3.2.5 BTN Validation of Authority

IR NAEPUE I A = NRE SR — RN, SZCARIHL A ML Ik 55
WKL IE 75 22 AR B S R BEAS S EARBUN I B 4 BURANRBGIER], JF HA
A AE . (5 R B E T S AT SN, DL IRBUT A & . SZCA
ARGHE 5 =07 B E T ARG R, A BESRPR IR R R 5%
BONAE BAEBIRRE, B0 FE AR BB IE PR S, AR HiE AR R B

LS UEF )R A
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When a legal person or other organization applies for a type of certificate through an
authorized third party agent, SZCA and its authorized certificate certification authority also need
to review the identity and qualification of the authorized person, including its identity
information and authorization certificate, and have the right to check and confirm with the
authorized person through telephone, letter or other means to review the legality of the
authorization. SZCA has the right to confirm the information of the authorized person through a
third party or other means, and also has the right to require the authorized person to provide
additional information supporting materials such as the letter of authorization, to check the
authenticity of the certificate application of the applicant's representative including the
authorization documents for the applicant's representative, as well as the confirmation of the

intention of certificate application.

3.2.6 H#AEHEN] Criteria for Interoperation

AEH .

Not applicable.

33 FHEHBERPVIBIRSE X 7 Identification and

Authentication for Rekey Requests

330 EHEHEFHFARHRIRE X H  Identification and

Authentication for Routine Rekey

X OB RGO T RS S G, 1 AR R O JFIE B 2 BAE B, T o
Bonl 44 AEBRFASEE, R HE R T LT LA

1o FEX L A JRUE P A7 AE I H I EN LA 25K 5

2. HEUEF BRI P AP BE R 28 44 AT SR IE
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3. ETRENME BREAT S 0

S 2 JE RS i S R S 1) S R eI, DRI, LT A R R S R
AT 2B DA P S BT s (0 SCA B Bt e s, diig ik, SZCA F Ak
HITE.

For a general rekey request, the subscriber must submit sufficient information to identify the
original certificate, such as the subscriber's DN, and certificate serial number. The identification of

the application is based on the following aspects:
1. The original certificate exists, and it was issued by the CA;

2. Verifying the signature of the application with the subscriber's public key on the original

certificate;
3. Identity authentication based on the original registration information.

Rekey can cause files or data encrypted using the original key to be unable to be decrypted.
The subscriber must confirm that the encrypted file or data using the original key has been

decrypted before applying for the rekey, and SZCA will not be liable for the losses caused thereby.

332 MEREEHAEHNFEE LT Identification and
Authentication for Rekey After Revocation

UEAS 1 7 41 i RS 28 S S WA 2 3T 7 FRE TR TS, BINIEAS 408 Ja 0 3 B BB AR iR 5
HEFEIEA CP 3.2 AbEE

The rekey after the certificate is revoked is equivalent to the subscriber reapplying for the
certificate. The identification and authentication of the rekey after revocation are the same as in

CP3.2.
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3 mHEBEBXBPO IR E X 3 Identification and

Authentication for Revocation Requests

XFFAT 7 S HAREE S Y AIEH R R, BARRB S BRI P42 R CP 3.2 it

AT CP4.9.1.1 Pk B 1 75 ZHBS T /7 FET I, SZCA KHE A CP #EATRIBSIETS, X
Tt 10 T ATHEAT 2550 o

If the subscriber and its agent request for revocation of the certificate, the identification and
authentication procedures for the revocation request are the same as in CP3.2.

When the subscriber certificate is to be revoked due to the reasons described in CP 4.9.1.1,

SZCA shall revoke the certificate according to this CP without authentication.
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4. ik P A& 1y B B # 1E E Kk Certificate

Life-cycle Operational Requirements

4.1 iEFHE Certificate Application

41.1 iF P H i £ 44 Who Can Submit a Certificate

Application

UEFS HRE SEAR AL A AT O N SRS A SN (B E R PG kb, 4
S BIAMN R R 4E),

The certificate application entities include individuals and organizations with independent
legal personality (including Government Entity, Business Entity, Private Organization, People's

Organizations, etc.).

412 @* M & B 5 3/ £ Enrollment Process and

Responsibilities

UEFS HE B 28 BB S SSE BT, JFRAC B HER . 1 P BONAH ¢ B AriiE
WIRRL, SZCA BRHVEM UM SZ BIESS HE, KHE CPS B S RIWAE, Xt H il N2EAT S
B, RARERBZRIUE . HHIFARZIHIEREEAL, SZCA ARNHIFENL, B
MATFESS =J5 A 3RAT FAh i ZEROAE 2. FFE I AN o A FE BRI SR 87 4% 233
BN M RTER, FEHAR BN A% 1 AR AT E N 545 24

VI RAZ A T AR IFEE S H P BRI A CP B R E A L BAT 5 5%, JERAR
SZCA s FE MR M. R S BRIHIEMEL, FHRCA 52 CP 3.2 FRRILE 48 )9
o WEPBRJE, 1A THAERYIE BB R 224
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SZCA B EM MR AT 1T 7 S L AGIESS G (5 B 5 SO uE W] Bk — Bt & T
B, TR AR A B A% 5 AE

The applicant shall submit the certificate application online or onsite, with the materials of
the application form, user agreement and relevant identity documents. SZCA or its RA accepts the
certificate application, identifies the identity of the certificate applicant according to the
authentication procedure, and finally decides whether to issue the certificate. If the application
information submitted by the applicant is insufficient, SZCA has the right to obtain other
necessary information from the applicant or from any reliable third party after being confirmed by
the applicant. The entry and review of certificate application materials are completed by the
information entry clerk and the reviewer respectively, and the two positions are held by different

trusted personnel.

The subscriber shall know in advance and accept the responsibilities and obligations
stipulated in the user agreement and this CP, guarantee that the application materials provided to
SZCA or its RA are true, accurate and complete, and cooperate with the completion of the
authentication procedure specified in CPS 3.2. After issuance of the certificate, the subscriber is

responsible for protecting the security of the private key corresponding to the certificate.

SZCA or its RA shall ensure the consistency between certificate application information and

identification which subscribers provided and bear corresponding responsibilities of review.

4.2 IEHHIFAE Certificate Application Processing

4.2.1 AT R 5] 5% 5 Zh B8 Performing Identification and

Authentication Functions

% SZCA TEMBUA I ENT 7 BRIE TS HOE 5, K3 CP 3.2 [RLEX T AT S0 U5
5% A SSLAEPAEAHT, SZCA Xt 3@l 4 H i) —> dNSName it CP 3.2.2.8 HAT
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CAA K75, ik SZCA /275 il Nzt 44 MR AE+

# SZCA IR CP 3.2 5 & KU IR 1 B4 BIE B SCHEAN T 398 K Hazdfs Bk kB4R
1, M) SZCA w5 FHZE04 B B ST P B 3 3047 IR0 A4 53]

After receiving the certificate application of the subscriber, SZCA or the RA identifies and
authenticates the identity of the subscriber according to CP 3.2. SZCA shall check the CAA
record on each dNSName in the Subject Alternative Name according to CP 3.2.2.8 before issuing

the SSL certificate , and confirms whether to issue a certificate for the domain name.

SZCA may use the documents and data obtained from a source specified under CP 3.2 to
identify and authenticate the subscriber's identity, provided that it obtained such data or document
within no more than 398 days, and provided that no changes occurred to the documents and data

within such time period.

4.2.2 k5 HiF #it #E N FE 48 Approval and Rejection of
Certificate Applications
SZCA SHPER AL ACHE CP 3.2 o (L5 0 BRI 9 50 5 AT o 3 LB
G, e EE B %00, Rt E IR B, e IR AR KIE T .
WMRKAETINETE, TP (RAD JEZEUETS HT:
L ZHEARTEA CP 3.2 KT 7 B3 Hbs IR ) B
2. HIEEAREIR BT RS A B A IR
3. HIEH RO ECE AR S T UL S N AR
4. B B AN REE i HE I E S AR N R 9%
5. HUEMEBEA ICANN B T 4

6. SZCA BHIEMHUVOAHEAEIZ HIE I 20 SZCA ok F . KA BE Bk
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NSRRI B AR IR ER I N, B SZCA YONHEHEZ H s B m X %, SZCA TTHE

Y AR H .

SZCA MR S IR . P as) TS SCIR . 15T % 2 s S5 I BUR AL S5 28 =
JiRATHI A BRI A THGE PR N5 2, B SZCA 2l t T PR5E R 2% £ f11 s L
AtV Bt FH e BT T4 268 PR IE A5 375 SR B R FRTIE S, S SL AN ZE JP e 45 v XURG: F IS A B3R, 1
PR B 2 EZSIRAG B X T AR B IS N, SZCA K BB HE .

X FAELAEEAS RS, SZCA KN H IR & LS B E R I 45 AT A o

After SZCA or its RA identifies and authenticates the identity of the certificate applicant
according to the authentication procedure stipulated in CP 3.2, if the certificate applicant passes
the authentication, SZCA or its RA will approve the certificate application and issue a certificate

for the certificate applicant.

The RA has the right to reject the certificate application if:

1. The application does not comply with the provisions of CP 3.2 on the identification and

authentication of subscribers;

2. The applicant cannot provide the required identity documents;

3. The applicant objects or cannot accept the relevant content and requirements of the user

agreement;

4. The applicant fails to or cannot pay corresponding fees as required;

5. The certificate applied for contains a new top-level domain name under consideration by

ICANN;

6. SZCA or its RA believes that the approval of the application will bring disputes, legal

disputes or losses to SZCA.

If the applicant is prohibited clearly by laws and regulations, or SZCA considers that there is
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a high risk to approve the application, SZCA may reject the certificate application.

SZCA establishes and maintains a list of high risk certificate applicants according to the list
provided by anti-phishing alliance, antivirus vendor or related alliance, government agencies that
are responsible for network security affairs and other third parties, or the disclosure of information
through public media reports, or previously rejected certificate requests or revoked certificates by
SZCA due to suspected phishing or other fraudulent usage or concerns. SZCA will query
information from the list during accepting certificate application. If the applicants appear in this

list, SZCA will reject their application directly.

For the rejected certificate applications, SZCA will inform the applicant of the failure of the

certificate application and reasons.

4.2.3 A4 FEAE 5 B iF B B [E] Time to Process Certificate
Applications

FEHEE PR A HE S FE MR ST 2 58 BT & ZOR MG OL T, SZCA B AL ML
FERELE CPS HLE (B [ P Ab BRAIE 45 FR A

If certificate application materials submitted by the applicant are complete and meet with the

requirements, SZCA or its authorized RA will process the application within the time specified by

the CPS.

4.3 IEHZ R Certificate Issuance

4.3.1 EBERPEMIAAEFNERSFSVMEFIITA RA

and CA Actions During Certificate Issuance

R CA IEPRE A 1 SZCA HBUI A5 N S1TE I A AT ELARAR 2, R CA $UTIEFLE
EZE J(EN
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FEAEB RIS RO TR RA IR BN R AEF HIEE R, B8 % R 0 ST iE S g
fit, IR B RA REGUEEERIES IR KAE CA MHIEBZE R R5t. RA KIE CA WIE+
BRI RAZEAA RA [ S 500 545 B ORIt IR ORI SRR B ER ) CA IEH 2R R
)

CA HIEBRE R RAAESAT RA IEBEKERE, MR E RA KIE S EAT A AW,
XA BENEBRERER, IEBRRRGERAT ET.

SZCA TERHEIE B I L5, KR RIUE . IEH K B BT EIR S I 5 24 5
GBS AHEHE T IEF R

Certificate issuance by the Root CA Certificate shall require a trusted person authorized by
SZCA to deliberately issue a direct command in order for the Root CA Certificate to perform a

certificate signing operation.

During the issuance process of the certificate, the information entry clerk of the RA is
responsible for entering the certificate application information, and the reviewer is responsible for
the approval of the certificate application, and transmission the request for certificate to the CA
certificate issuance system by operating the RA system. The certificate issuance request issued by
the RA to the CA requires the identity authentication and information security measures of the RA,

and the request must be sent to the right CA certificate issuance system.

After obtaining the certificate issuance request from the RA, the CA certificate issuance
system shall determine the validity of information from the RA, and issue the subscriber

certificate for valid certificate issuance request.

SZCA shall issue the certificate after approving the application. The issuance of the

certificate means that the CA has approved the certificate application completely and formally.
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4.3.2 BT A E AR 55 Bl R R A OL A AT P B G
Notifications to the Subscriber by the CA and RA

SZCA JEILFEMHUM & F11T 7 B [ AR EREE RANIESS T 807 30, mE i B 7 B4R (Rl
R HEPE . P2 T B Al SZCA Ay 224wl AT 177 2.

SZCA shall inform the subscriber of the application processing results and certificate
download methods through the RA , which includes electronic or paper receipt, email,

downloading through network or other means that SZCA considers safe and feasible.

4.4 IEH¥E% Certificate Acceptance

4.4.1 WIREEZEHIAT A Conduct Constituting Certificate
Acceptance

UEHAE AT, TPl CA HU B LA BTl & 1 77 RBGES, LU FET,
CA HUVCNIT P 832 1 E$S:

L AT P EE S Tk

2. SZCATEW IRV R, REAT ) FEAET, HAEUEF 8 W55 7 SRR IE LT P

3. SZCA BRI ARG 7 )5, FELE R A N 1T AR SR 48 BdR H SORHIE
PBEHIEB T RN A,
After the certificate is issued, the subscriber obtains the certificate through the method

announced by the CA or its RA. In any of the following circumstances, the CA considers that the

subscriber has accepted the certificate:
1. The subscriber has downloaded or installed the certificate;

2. SZCA, with the permission of the subscriber, downloads the certificate for the
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subscriber and sends the certificate to the subscriber by email;

3. After SZCA sends the certificate acquisition methods to the subscriber, the subscriber

does not refuse or object to the certificate or its content within the agreed time.

4.4.2 BFINEREVHEXTIES B R A Publication of the
Certificate by the CA

SZCA #R¥## Google ] CT ZEH% (https://github.com/chromium/ct-policy), ¥ SSL ilE 5k

RENED=A CT g5 aH .

SZCA submits the SSL certificate to no less than three CT servers based on Google's CT

policy (https://github.com/chromium/ct-policy).

4.4.3 HFINIEARF VLA X HA 5244 H)i8 2 Notification of
Certificate Issuance By the CA to Other Entities

SZCA AR HAt SEAR AT 1 o HoAb S A4 T LUE S S B B EAT & .

SZCA does not notify other entities, and other entities can make their own queries on the

repository.

4.5 HHEMAVEE K AER Key Pair and Certificate Usage

4.5.1 iT P R HFE BRI EF Subscriber Private Key and
Certificate Usage

WESRAE TAIEB IS 332 1 SZCA Fr 28 K IE Ja , BN B & [F =i ~7 5 SZCA .
WRAGTT A IR FH LS5 ) S

VI HREAEE F AR . A CP DL HH 2 IO 5 14 3 6 P A F AR AIE B . 1T 852
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BUEAS, MR A BRI 22 35 OR A7 FCAE 50T L AL B o R 2 DU A o 15 130T st
B, T LA AR R AR R B AL o

X SSLAEH:, 1T AT STAF AN LS5 PRAIE R AEE i H 51 H ) 38l 44 68 7 8 e 55 % Hh 35
FiEf.
The actions of submitting a certificate application and accepting the certificate issued by

SZCA shall be deemed that the subscriber has agreed to abide by the terms of the rights and

obligations related to SZCA and relying parties.

The subscriber shall only use the private key and certificate within the scope specified by
applicable law, this CP, and user agreement. The subscriber who receives the certificate shall
properly take appropriate measures to keep the corresponding certificate private key from
unauthorized use. The subscriber shall stop using the private key corresponding to the certificate

after the certificate expires or is revoked.

For SSL certificates, the subscriber has the responsibility and obligation to ensure that the
certificate is only deployed on the server corresponding to the Subject Alternative Name listed in

the certificate.

4.5.2 {875 A $AFMUE B B LA Relying Party Public Key

and Certificate

ARBUT R ENIN BB T AL NE R R, A ST LR A

L RAFHCFE A0 R CA HUAIE 5 FIME (R4

2. #if CRL 5 OCSP, Wil r2 4 X NATER AR, REIEF;
3. AR AL NS LRI 2 M5 15 AR FRAIE 5

4. UETI R IE TR L 4

5. fEAIER BRI AHRIES 4.
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PAEAE— 25 A AN R BOP BRERAE RN, U BB 32 4 5

When the relying party has received the message with digital signature, the party has the

obligation to carry out the following operations to confirm:

1. Obtaining digital signature’s corresponding CA certificate and trust chain;

2. Confirm whether the signature's corresponding certificate is valid and in normal status by

querying the CRL or OCSP;

3. Confirm that the signature's corresponding certificate is the one trusted by the relying

party;
4. Certificate usage is suitable for the corresponding signature;
5. Use certificate’s public key to verify the signature;

If any of the above conditions are not met or the step operation fails, relying party shall

refuse to accept the signature information.

4.6 IEPHEH Certificate Renewal

461 iEH EH B E FE Circumstances for Certificate
Renewal
AT PR R, HEH R, RO P A RHTIE T

When the certificate of the subscribers will expire and the keys of the certificate is secure , a

new certificate will be issued.

4.6.2 ERIEHFEHHISLE Who May Request Renewal

T SRAIE 5 B A SEAONIEFIT
Certificate subscribers may request renewal.
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4.6.3 iEF E HriE KA AL Processing Certificate Renewal

Requests

XFTUEF R, HACH S AR S I IRIE . S0 BERAET o X H TR [ B0 AN A ) 2 ik
ERCWIROVRIE
L AT R EEASAAE Hoft SZCA FT3EK s
2. NIRRT SRAEVE AT IR A 5
3. EETEENME BT B 25

# SZCA MRHEAS CP 3 3.2 R4S B s W SR I R AN I 398 R HazfE Bk &
ARk, T SZCA W] FZ s BGIE B ST F T30 7 S Rl Al

R EIRIGUEMSE 5 SZCA A AT HERS AGIETS . FEAEF BRI, T DU A
APIXT EEHE R BEATRE A, SZCA KW IR MNP SERE RN E & 8 15 Bt
ATIEWRTE . SR AT ME—PE SR AN 4 )

] DL — BRI WA E T S RAR AT IE 0T, 2 A CP 26 3.2 Y 2R 2
ASAH ML FRIEFS B A0 B 3 IE B BB SZCA FEARA % DL N AT R BRI AR UE + F S A 597 7 AR
DNAE A5 BE R A £ 46 i A B B

The processing of certificate renewal includes application verification, authentication, and
certificate issuance. The verification and authentication of the application must be based on the
following aspects:

1. The original certificate of the subscriber exists, and it was issued by SZCA,;
2. The certificate renewal request is within the permitted period;
3. Identity authentication based on the original registration information.

SZCA may reuse the documents and data obtained under Section 3.2 of this CP to identify
and authenticate the subscriber's identity, provided that it obtained such data or document within
no more than 398 days, and provided that no changes occurred to the documents and data within
such time period.

After going through the above verification and authentication, SZCA can approve the

issuance of the certificate. When the certificate is renewed, the subscriber can sign the renewal
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request with the original private key, and SZCA will verify and authenticate the correctness,
legality and uniqueness of the user's signature , the public key and the user information contained
in the renewal request.

The subscriber may also choose to perform the certificate renewal according to the general
initial certificate application procedure, and he submits corresponding certificate applications with
identity documents in accordance with the requirements of Section 3.2 of this CP. SZCA may, in
any case, adopt the authentication method of the initial certificate application when dealing with

the certificate renew application.

4.6.4 K Frik 15 BF XF T P B8 % Notification of New

Certificate Issuance to Subscriber

[F4< CP4.3.2.

Same as this CP 4.3.2.
4.6.5 13 B ¥ 3% B F ik 1 B 1T 8 Conduct Constituting
Acceptance of A Renewal Certificate

[F4< CP4.4.1.

Same as this CP 4.4.1.

4.6.6 T INEMRFHAX EHIUEF KIKA Publication of
the Renewal Certificate by the CA

[F4A< CP4.4.2.

Same as this CP 4.4.2.
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4.6.7 BT INUE AR 5 DA % o fih 5244 1) 38 2 Notification of
Certificate Issuance By the CA to Other Entities

A< CP4.4.3.

Same as this CP 4.4.3.

4.7 EEHHEHFEF Certificate Rekey

4.7.1 iE P %4 FH FH B Circumstances for Certificate
Rekey

UEF S P F TR 1T 7 AR B — R 1 B N AP R —ASENIETS, SZCA #ATIET
SEOFTIN, BB R SR

I BH SO I JC 7R RS UE BV EIME &, 1T 5222 e IR JFOE i 2 (5 8, aniT
FE S R AS TR R AL IE T A S RNE SR A A4, R R A
TR RS -

UET 2 P B AR EA R T LU B TR -

1. R AL R M i A

2. UEFEI;

3. ATIESEECHABEIE S E A 2 4

4. FETHAR. BURZAIRR, SZCA ZRIUEP#HYIEH

5. HAbTREFECEPIE R ING I

The certificate rekey means that the subscriber generates a new key pair and requests to issue
a new new public key certificate. When SZCA renews the certificate, the key shall be renewed at
the same time.

The subscriber does not need to submit the information for certificate application again when
applying for the certificate rekey. The subscriber shall only submit the sufficient information for

identifying the original certificate, such as the subscriber's DN, the certificate serial number,
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signature of certificate rekey request using the private key corresponding to the original certificate,
etc., and provide new public key for issuing a new certificate.

Certificate rekeys include, but are not limited to, the following circumstances:

1. when the certificate private key is compromised and the certificate is revoked;

2. when the certificate expires;

3. when the subscriber confirms or suspects that its certificate key is unsafe;

4. SZCA requires certificate rekey based on the reasons of technology and policy security;

5. other circumstances that may result in a rekey.

472 5 R IE A FE ¥ B £ 4 Who May Request
Certification of a New Public Key

SR A BT T S (RORE AT/

Certificate subscriber may request certificate rekey.
4.7.3 EFHHFEHE R AL HE Processing Certificate Rekeying

Requests

[F4% CP3.3,

Same as this CP 3.3.

4.7.4 WK Frik 15 BF XF T P B8 % Notification of New

Certificate Issuance to Subscriber

[F4< CP4.3.2.

Same as this CP 4.3.2.
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4.7.5 ¥ R ¥ % % H ¥ # B 1T 4 Conduct Constituting

Acceptance of A Rekeyed Certificate

[FA CP4.4.1

Same as this CP 4.4.1.

4.7.6 LT INERRFHLIAXT 24 EHTIE 5 #I KT Publication
of the Rekeyed Certificate by the CA

[F4< CP4.4.2.

Same as this CP 4.4.2.

4.7.7 B NER ST Ho A S2 4k B8 & Notification of
Certificate Issuance by the CA to Other Entities

[F4< CP4.4.3.

Same as this CP 4.4.3.

4.8 I AR EH Certificate Modification

48.1 iF P & & B H & Circumstances for Certificate

Modification

WIERAT PTG BOR A B, A 20R) SZCA $ HIE T3 AR S i o UE 578 5 1) H i A
UEF BB P (iR . 20— 2
If the registration information of the subscriber changes, a certificate modification application

must be submitted to SZCA. The procedures and conditions required for the certificate
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modification application are the same as the certificate application.

4.8.2 FRIEH ¥ K 524K Who May Request Certificate
Modification
T SRAE 528 5 ) SR NIE AT P .

Certificate subscriber may request certificate modification.

483 iE 5 & ¥ iF K M & B Processing Certificate
Modification Requests
IE 28 B IR A R I UE 5 A AR R AT A

The certificate modification is processed according to the procedures of the initial certificate

application.

4.8.4 M & Fr ik P B X 3T P B 38 &5 Notification of New

Certificate Issuance to Subscriber

[F4< CP4.3.2.

Same as this CP 4.3.2.

4.8.5 1 B ¥ % & ¥ ik 5 B 17 8 Conduct Constituting
Acceptance of A Modified Certificate

[F4 CP4.4.1.
Same as this CP 4.4.1.
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4.8.6 BT INEAR S HLIGXT 2 EUE B K A Publication of
the Modified Certificate by the CA

[F4< CP4.4.2.

Same as this CP 4.4.2.

4.8.7 BT IAIE AR 55 DL A4 XoF oA SE4R 38 7 Notification of
Certificate Issuance by the CA to Other Entities

[F4< CP4.4.3.

Same as this CP 4.4.3.

4.9 HEPFREY Certificate Revocation
4.9.1 IEEPBEE BB Circumstances for Revocation

4.9.1.1 iT ik B # 45 B J& B Reasons for Revoking a Subscriber

Certificate

FHBLLAFE—f50LF, SZCA WLZTE 24 /NI 2 PSR -

Lo AT RAAS TR 200 SR LE 43

2. ATFUEA SZCA FHEAUEYEIE B ST AR 51 SRR 15 23R

3. SZCA A8 TIE4E, E SiE-B AN RAT RS 2 T

4. SZCA 313 TiFHE, TEBXSIEfH FQDN B IP ik (135 44 32 A B il AU 36 00F LA Fif
Al

T

#HICL IR —FE 2 Fl, SZCA RifE 24 /N2 RS IUE T, HAWAIE 5 K2
WHEEE S
1. UEPBAHFFS Baseline Requirements 55 6.1.5 75 &2 6.1.6 T HIAH R E R
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10.

11.

12.

13.

SZCA K13 1 UE1518E 2 HY B ;

SZCA KRBT 3R T . CPS H A — TR B % T 5K LS5 M B AE 5

SZCA KRB HTE NAHHEAVEAME HUE ) FQDN 5 1P $idik (fln, e s
RS T AL T A A Ty, 3844 R N R N ROAR S VR AT B R 55 i 4
B AL M AR ZET 14

SZCA FREIFEIEBRCATIE T A T4 01 BA i 12 L Y 718044

SZCA FBUEF T & 15 B I E KAk

SZCA FRBUEH MR K BEFT & Baseline Requirements. EV Guideline 5% A< CP [{j4H%
R

SZCA i€ SR BT FUEB RS 7 AUEEEHRIE S

SZCA {4} Baseline Requirements % & E TR I R0, BB R sl 261k, Bl Ho gk
4 CRL/OCSP 15 B J%E;

CPS W HR 5T [ B AT B A IR B2 AN v B ) MBEAS s AR THEMLEGRTE R VR,
W8 Bl e I AR s BURFAT s Bl B S AN 4% 1 1 R DR O L Xl A A ik
iR

SZCA CAJEAT IS LS55, T RGNS B

SZCA ¢ AL 1 I IT - AL EH Mk B I A 30 UE B 7, ISR TV AT AR 48 A B4R 2 it
AV (B4 Debian §9%%7, U.: http://wiki.debian.org/SSLkeys ), BUAELEWIHH
WEHE, R BAR BORABH IR 7 A R

A ATEBIEML. A CP AR UE I AR .

SZCA must revoke the certificate within 24 hours if any of the following occurs:

The subscriber requests in writing to revoke the certificate;

The subscriber notifies SZCA and has evidence that the original certificate request is not
authorized;

SZCA obtains evidence that the subscriber’s private key corresponding to the public key in
the certificate suffered a key compromise;

SZCA obtains evidence that the validation of domain authorization or control for any FQDN

or [P address in the certificate is no longer reliable;
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SZCA shall revoke the certificate within 24 hours if one or more of the following occurs, and

the certificate must be revoked within 5 days:

1.

10.

11.

The certificate no longer complies with Sections 6.1.5 and 6.1.6 of the Baseline
Requirements;

SZCA obtains evidence that the certificate was misused;

SZCA is made aware that the subscriber has violated one or more of its material obligations
and responsibilities under the user agreement or CP;

SZCA is made aware of any circumstance indicating that use of a FQDN or IP address in the
certificate by the applicant is no longer legally permitted (e.g. a court has revoked a domain
name registrant’s right to use the domain name, a relevant licensing or services agreement
between the domain name registrant and the applicant has terminated, or the domain name
registrant has failed to renew the domain name);

SZCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate domain name;

SZCA is made aware of a material change in the information contained in the certificate;
SZCA is made aware that the certificate issuance does not comply with the Baseline
Requirements, EV Guideline or this CP;

SZCA determines or is made aware that any of the information appearing in the subscriber's
certificate is inaccurate or wrong;

SZCA's right to issue certificates under Baseline Requirements expires or is revoked or
terminated, unless SZCA has made arrangements to continue maintaining the CRL/OCSP
Repository;

The fulfillment of the obligations in the CP is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others;

Subscribers fail to pay the service fees after SZCA performed the obligations of notifying the

subscribers to pay;
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12.

13.

SZCA is made aware of a demonstrated or proven method that exposes the subscriber's
private key to compromise and can easily calculate it based on the public key (such as a
Debian weak key, see http://wiki.debian.org/SSLkeys), or if there is clear evidence that the
specific method used to generate the private key was flawed.

Other circumstances as stipulated by laws, administrative regulations and this CP.

49.12 H 4% CA ik 5 # % 8 & B Reasons for Revoking a

Subordinate CA Certificate

A HICL RS — R ELZ A, SZCA NiAfE 7 RZ W M CA IEH:
SZCA 313 V4, EW] SIEH AR % CA RAE R 7 H#FE, SAHTE

Baseline Requirements 5 6.1.5 15 & 2 6.1.6 5 [ FHICER s

2. SZCA FiEHRIEWIHEIE 23R M ;

3. SZCA RZBIEH M2 K K BEFF & Baseline Requirements % 3K, B H 2 CA KRBEFT &
CP/CPS:;

4. SZCA WEiE B G BAMER . AR RA RS,

5. SZCA mITEMRFEIFIEZE, HARS 5 —5 CA KR LIS (HEAIE P ik 55 5

6. SZCA H# Baseline Requirements 25 & UE 5 AL 288, B sl 21k, BRARIL4%
244" CRL/OCSP {5 5

7. SZCA [f] CP/CPS ZER I HEH1 2% CA iE-Hi.

SZCA shall revoke a subordinate CA certificate within 7 days if one or more of the following
occurs:

1. SZCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with Sections 6.1.5 and
6.1.6 of Baseline Requirements;

2. SZCA obtains evidence that the certificate was misused;

3. SZCA is made aware that the certificate was not issued in accordance with Baseline

Requirements or that subordinate CA has not complied with the CP or CPS;
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4. SZCA determines that any of the information appearing in the certificate is inaccurate, untrue
or misleading;

5. SZCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

6. SZCA's right to issue certificates under Baseline Requirements expires or is revoked or
terminated, unless SZCA has made arrangements to continue maintaining the CRL/OCSP
Repository;

7. Revocation is required by SZCA’s CP/CPS.
4.9.2 5 RIUEHHEHFISE/E Who May Request Revocation

T RAE TSR SEAR T 7. FENILI . SZCA L mlVENL R B A A ALK o

BEAt, ARHT B EAROERT L Bl B LA BRICAL (14 58 = J5 AT AR AZUE 5 il /AR 1
E A SZCA H5 45 FRLHE h 1 B E T3

The subscribers, RA, SZCA, judicial authority or other competent authority can initiate
revocation.

In addition, relying parties, application software providers, anti-virus organizations and other
third parties may submit certificate problem reports informing the SZCA of reasonable cause to

revoke the certificate.

4.9.3 5K R VTR Procedure for Revocation Request

4.9.3.1 iT P E3hIEE B4 HF 15 A Subscriber Makes An Application

for Revocation on One’s Own Initiative

1. W7 SZCA S EMAUMFE IR T4 s, JFESUEBREE RiER, SZCA sidiyE
MR IEAS CP 3.4 15 [ B SR X i B Bl E AT 5 1
2. VEMHIMPEAE RS 15 R4 SZCA, H SZCA FER M.

3. SZCA $2Ait 7%24 /NEF L T4 F s AR S5, 1T P mlamad PR Jy s M
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1) BERAN: RECT
2) HiE: 4001123838

3) BRARMBHE: report@szca.com

4. SZCA WEIFTEJE 24 /NPy ACFE 74 B G

5. SZCA SERUEPHE m, M BTh . meRSETy UE AT IR A B,
RACRAAT ), (ELEMIEOLT, SZCA X4 I TR d i sl R 47 A 5
EP S, SZCA KB M ih. AR, FEfE4 7 B AT P HEB C M B .

1. The subscriber submits the certificate revocation application to SZCA or its RA and
completes the Certificate Revocation Application Form. SZCA or its RA shall authenticate
the revocation application in accordance with Section 3.4 of this CP.

2.  The RA submits the Certificate Revocation Application Form to SZCA to complete the

revocation.

3. SZCA provides 7*24h certificate revocation application service, and subscribers may apply
for the revocation of a certificate through the following ways:
1) Contact: Wu Jingfang

2) Tel.: 4001123838

3) Contact email: report@szca.com

4. SZCA shall process the revocation application within 24 hours of receiving the application.
5. After the certificate revocation, SZCA shall notify the subscriber of certificate revocation and
reasons for the revocation via telephone or email. In case of failing to contact the subscriber,

the SZCA will announce the revoked certificate through the website if necessary.

After the certificate revocation, SZCA shall notify the subscriber of certificate revocation and

reasons for the revocation via telephone, email or text message.
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4.9.3.2 T % 9% %] 8L 45 IE 35 A Subscriber is Forced to Revoke A

Certificate

1.

2 SZCA BFEMHIAA 7843 W EE BHAE B U BLAS CP 4.9.1.1 75/ S BT 7 0E 5 48 ot 1 34y
FIE RS, SZCA BGA ML E I Py SRS H 1 M A IE 15

2. TEUEPAN)S, SZCA SUEMAUAKIEE M7, BRI, BiES, JBARLIT
FHIET O A R M E el o 25 R AEICERAT P, TELEEIIESL R, SZCA X 4
FRE P I WX i AT 7

3. SZCA 24t 7%24 /NN FRIIIE A5 1r) R 15 A AL PR IR AR o

4. KT . FNENAE S RIS . B R AR SR = R BE i R] REAEAE I,
AURLEA H BB IR UE TR A UE P T T BeARED A 2 5, nl @ DL
77 AT 1] AR 4 -

(D BRRAN: BREDT

(2)  Hifi: 4001123838

(3)  BKARHMEH: report@szca.com

SZCAWEHRE G, £ 24 /KT IZAEAS i) AR 5 ) B BEAT A, HF 4 T DL hRiEk

POE R A IES:

(1) Pl 1) R A P e

(2)  AHRL ] 1 IR R A0%

(3) o R B R 1 S A

(4> FHF X SZCA CP/CPS FlH F B3 55 AR DG ) 15 155 100

(5)  BUATHEIEIIEDE

1. When SZCA or RA has sufficient reason to believe that situations that will cause the enforced
revocation of subscriber certificates in Section 4.9.1.1 of this CP, SZCA or RA will apply for
the revocation of the certificate through the internal procedure.

2. After the certificate revocation, SZCA or RA will notify the end subscriber of certificate

revocation and the revocation reason through appropriate means, including email, telephone,
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etc. In case of failing to contact the subscriber, the SZCA will announce the revoked
certificate through the website if necessary.

3. SZCA provides 7*24h certificate problem report and processing procedure.

4. When relying parties, judicial authority, application software providers, anti-virus
organizations and other third parties find that the certificate may have problems, such as
certificate misuse, the occurrence or suspected occurrence of private key compromise,
certificate used for suspicious code signature, etc., a timely problem report can be done in the

following ways:

(1) Contact: Wu Jingfang

(2) Tel.: 4001123838

(3) Contact email: report@szca.com

After receiving the report, SZCA shall investigate the content certificate problem of the
report within 24 hours and decide whether to revoke the certificate based on the following criteria:
(1) The nature of the reported problem;
(2) The occurrence number and frequency of the problem;
(3) The entity of the problem report or complaint;
(4) The user's compliance with the relevant specifications of the CP/CPS and user
agreement of the SZCA ;

(5) The compliance with current laws and regulations.

4.9.3.3 HFINER S VL A & iE F BB 45 Revocation of the CA

Certificate

X T SZCA HIARIEF A CA UEFS, SZCA MRYEA CP 1IHE thE /& BB e+ .

For SZCA's Root CA certificates and Subordinate CA certificates, revocation will be

determined according to this CP.
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4.9.4 M5 R %R H Revocation Request Grace Period

Gn SR L L B i A Vi R R S S A SR L ZTUE R I T BT RS RS 8 /NI
DA HE o oAl s 9 D 8T ) o 0 SR DA A E AR BRI ) 48 /NI R

In the event of a key compromise or suspected compromise, the revocation request must be
filed within 8 hours of the discovery of a compromise or a suspected compromise. Revocation

requests for other reasons must be filed within 48 hours.

4.9.5 BTFINEMR S VLI A2 /457 R I fR Time within
Which CA Must Process the Revocation Request

SZCA AbHRUAE 1 K 1 B AN 24 /NES .

The period for processing the revocation request for SZCA is 24 hours.

4.9.6 KB 77 f & ik 5 U #I Z R Revocation Checking

Requirements for Relying Parties

SZCA FRMPALAEAVIRE MAH A MRS, KB rTIH SZCA Mkl
SZCA provides online query service on revocation status. The relying party can query on

the SZCA website.

4.9.7 CRL EAi## CRL Issuance Frequency

XEFAT LA, SZCA & 24 /N BB R AT Bl CRL, HAT /M E+S CRL A3 Z0Y i KA
i1 10 K.

YT CAEYS, SZCA £ 12 /™ H B H kKA #t CRL. Wi B2 CA iE+5, SZCA
TEMAS G 24 /N 2 A BEHT CRL, H A2t CA 1) CRL BRUHAE 12 MH .
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TERR IR & 2tE 0 T mT LU# CRL SZEIAE%E, CRL MISEEIAE S SZCA il 58 1) & Af S i vk

For the subscriber certificates, SZCA updates and reissues certificate revocation list (CRL)
every 24 hours, and the CRL validity period of the subscriber certificate is not more than ten
days(the value of the nextUpdate field must not be more than 10 days beyond the value of the

thisUpdate field).

For the subordinate CA certificates, SZCA updates and reissues certificate revocation list
(CRL) every 12 months. In case the subordinate CA certificates are revoked, SZCA updates and
reissues the certificate revocation list (CRL) within 24 hours after the revocation, and the CRL
validity period of the subordinate CA is not more than 12 months(the value of the nextUpdate field

must not be more than 12 days beyond the value of the thisUpdate field).

The CRL can immediately take effect in emergencies, which is determined by the issuance

strategy developed by SZCA.

4.9.8 CRL & f7 B & X ¥ /5 B [8] Maximum Latency for
CRLs

CRL A {55 K Ja I 8]0 24 /NI

The maximum latency for CRL issuance is 24 hours.

4.9.9 £ £ IRES E M BB B On-line Status Checking
Availability

SZCA FIIEF T 7 AR 5 SR AL FE R UE TR A IR S5 - OCSP M B 2045 A RFC6960
MR, I HA OCSP R4S #4544 .

OCSP k%528 FIEH 5 IEE B WARSHIE B HEIE—A CA 25k, OCSP k%75 FIEH
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/> RFC6960 & X [11ZEAYN id-pkix-ocsp-nocheck 4 &I .

SZCA provides the Online Certificate Status Protocol (OCSP) service to subscribers and
relying parties. The OCSP responses must conform to RFC6960, and will be signed by an OCSP

Responder.

The certificate of OCSP Responder is issued by the same CA as the certificate being queried,

and contains an extension of type id-pkix-ocsp-nocheck defined by RFC 6960.

49.10 7£ & IR & & #) E K On-line Status Checking

Requirements

SZCA #&4t Get Fl Post B F 77 ) OCSP &I iR % -

XTI AR,  SZCA /04 4 REFHT—IK OCSP 5 5., OCSP 15 B A S A # L
10 XK.

XF g CAET:, SZCA ZA% 12 A HEH OCSP (5 8. 1 mah g CA LR,
{E 24 /NI Y EEHT OCSP {5 .

X FARZERMET FPIRSEWIER, SZCA AR A “good R7 .
SZCA provides OCSP query services in both Get and Post methods.

For subscriber certificates, SZCA updates the OCSP information at least every four days. The

validity period of OCSP information is no more than ten days.

For subordinate CA certificates, SZCA updates the OCSP information at least every twelve

months, and within 24 hours after revoking a subordinate CA certificate.

SZCA does not respond with a "good" status for the request for status of a certificate that has

not been issued.

62



P
-m
— SZCA &HMEIEIKZ CP

SZCA Global-Trust System CP

4.9.11 RHEEBKNEAM KAE K Other Forms of Revocation

Advertisements Available

% CRL. OCSP IR%54F, SZCA AS#fit Hoh & A e R0 A S R .

SZCA does not provide any revocation information other than CRL or OCSP services.

4.9.12 FHAMELFFHEK Special Requirements for Key

Compromise

FRA CP 2 4.9.1 WWHUE TS IAN, ZiT P R s Y 2 a2 BIE R, B33 i [
SZCA BILEMPLAGHE HAE TR IE K

Except as provided in Section 4.9.1 of this CP, when a subscriber discovers that its key has

been compromised, it shall voluntarily and timely submit a request for certificate revocation to

SZCA or its RA.

4.9.13 iEFEEMIERE Circumstances for Suspension

AEH

Not applicable.

4.9.14 FRIEFHEHRAI LA Who May Request Suspension

AN
Not applicable.

4.9.15 EREEM VTR Procedure for Suspension Request

AN
Not applicable.
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4.9.16 IFFEFLFIFR Limits on Suspension Period

AEH .

Not applicable.

4.10 EFAIRE RS Certificate Status Services

4.10.1 #V/E4HF{E Operational Characteristics
IEBIPIRAMEE, SZCA i#id OCSP. CRL MRE 24, X T HAHAH MiE+, SZCA A
BRILAE CRL AR IC R . SZCA AR OCSP I d% as ORI i % -

SZCA can provide certificate status information through OCSP and CRL services. For the
revoked certificates, SZCA does not delete their revocation records from CRL. SZCA does not

delete the revocation record in the OCSP Responder.

4.10.2 AR5 AT Service Availability

SZCA At 7X24 /NI FIE RS B AR S o UE IR S 7 )15 SR me B Bsf B ASEE o 10 5
TEM 28 FUFRITE LT, 1T BERE S U7 A IE F IR 25 2000 IR 45 3R BGE TR SR B

SZCA provides a 7X24 hours certificate status query service with a query response time of
no more than 10 seconds. The subscriber can obtain the certificate status information through the

certificate status query service in real time when the network allows.

4.10.3 FJiE4FME Operational Features

AEH .

Not applicable.
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4.11 7453 End of Subscription

ISR AT LU 1L

L AEBRE, T AR HARIEERE, AR T T N IE S R
2. R RN EREE, AARITTEEH

The end of subscription includes the following situations:

1. When the certificate expires, the subscriber no longer extend the validity or renew the

certificate, which means the subscriber' subscription is formally terminated;

2. After the certificate is revoked within the validity period, the subscription is terminated.

4.12 FALE 5% E Key Escrow and Recovery

4121 BHFLEMIKE KKK 1T Key Escrow and

Recovery Policy and Practices

VTPV T P OB B AR, TS T IRE, SZCA RIRULE BHERRIKE
S PRI HY], AT G, EEGIE R

The subscriber key pair is generated by the subscriber's cryptographic equipment and kept by
the subscriber. SZCA does not provide key escrow and recovery services. The subscriber shall

keep the key properly, back it up and restore it after the key is lost.

4.12.2 =iEFEHK B IR MIK R KKK 51T 4 Session Key

Encapsulation and Recovery Policy and Practices

AEH .
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SN IE HL M W . B B R AR
Certification Authority Falities,

Management and Operational Controls

5.1 ¥E =% Physical Controls

SZCA HINIEMR 55 R GtAb T 2 A3 B IEFI N, RS R A3 5. H RS
L S BIALE, B A RIS, KK BT ISR KA B AR RE . TSk
FRRE R Bt

SZCA SEHti L g 73 X B H 5 Il Pl i B 4R N L EEE N L $RA A L PR B (X3 % At
REEIZ 0 XIS, AT S G,  HAIE R 05 HXRZ XK s 5 R G H &%
IBAT RN R REREAT Wi 4% . SZCA HIMVE I E T fem Z A L R AR 5IRES, BiikAE
T AEVEBIA B R G HRAE . SZCA %0 CA RG K9 CA RGETEFH ARG R4
WA DUE AT R G R Y

SZCA's certification service system is located in a safe and stable building with independent
hardware and software operating environment. The physical environment of systems and devices
is equipped with various equipment and facilities to prevent flood, fire, electromagnetic

interference & radiation and other natural disasters and industrial accidents.

SZCA implements the functional area and access control system. The operators who enter
and operate the corresponding management area and other key core areas must be authenticated
and recorded by video surveillance; and the daily operation of equipment and systems in the area
and personnel operation process are also under surveillance. SZCA's root key is placed in the
protection environment and state with the highest security strength to prevent any illegal damage
or unauthorized operation. Relevant equipment used in SZCA's core CA system and subordinate

CA system is protected by more than four access control systems.
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5.1.1 i/ B 585 Site Location and Construction

SZCANIE AR GE I ENLS AL T BRI e 4 UL A8 P Tt X g R 8 AR B 402 5 (1)
158 3 B DL HRIRINRERI - N2 A DREIX o & DI RE XIS RLFK) 22 45 DXCdk, St AN [ 1) 22
ERPEHIG S, SZCA R IZAER] . WU 172 55 2 Py R M B 22 ezl 1 . HLBs R
#YUR Bk Bk RIS TR TS A SRR, DRI ST IS

The main computer room of the SZCA certification system is located at 3/F, Building 1, No.
402, Si Li Section, Longhua Avenue, Guanlan Street, Kukeng Community, Longhua District,
Shenzhen. The computer room is divided into multiple functional areas according to their
functions. The security areas corresponding to every functional area implement different security
level control systems. SZCA takes various effective physical security control measures such as
access control and video monitoring. The computer room is provided with the functions of seismic
resistance, fire protection, waterproofing, constant humidity and temperature control,
anti-electromagnetic interference, anti-radiation, and standby power to ensure the continuity and

reliability of services.

5.1.2 #¥ V59 Physical Access

BAEN AN, AGEN IC RTEERGANE N RGN S, JFH 24 AL
MR o BRAE N DL E N BAR AR X EAT e, A A0 I 12 DX I 65 S B BR AR 56 I
HIA e R AR AT D3R

Operators who enter the computer room must pass the authentication of the IC card access
control system and cryptosystem, and there shall be 24-hour video monitoring equipment.
Operators who enter the specific working areas for operation must pass password verification and

authority check, and all operation processes are recorded.
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5.1.3 /7571 Power and Air Conditioning

SZCA ZGUR XML AL, 7L L eI T, W A4ERF R IEH s . [, i
AR LY CUPS), 6 o ALY Bl B R e X S DL

RGN A8 o, AT IR AR B R % . R F PR S A 0 BN &y 77 iz
YE, W5 % E THREAGE, SHLGREATH, DRIENLS A RS S AN oo LB A K AL
P Rof 25T R P PR PSR A5 i AL

SZCA system is powered by dual power supplies, which can maintain the normal operation
of the system when single power supply fails. At the same time, uninterruptible power supply

(UPS) is used to avoid power fluctuation and ensure power supply in emergency.

Central air conditioner is used in the system computer room for temperature and humidity
control. Two mutual backup independent air conditioners are used. The computer room is
equipped with a fresh air system for ventilation, to ensure the air quality in the computer room and

solve the problems of fresh air supply and the requirements of the air cleanliness.

5.1.4 7KE Y8 Water Exposures

SZCA WINLEAL T R =HE, WIEAR S RGP IR By A, JF H 2 17KR
H IR E RS TR KR A i, — BRAEKBSL RIS, AT RN GRS 2 T, 7873
TR RG24

SZCA's computer room is located on the third floor of the building. The certification service
system is located in a closed building, equipped with water immersion prevention measures such
as automatic water immersion alarm system. In case of water exposure, immediate alarm will be
given to inform relevant personnel to take emergency measures and fully guarantee the system

security.
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5.1.5 ‘K'RPB51" Fire Prevention and Protection

SZCA WL W &% T KK Bt KRG R SR HSNK KRG, SAGAAHZ. T3k
HUBR 2 A =F R 3 5 K

Automatic fire alarm system and automatic gas fire extinguishing system are installed in the
SZCA's computer room, which has three starting modes: automatic, manual and mechanical

emergency operation.

5.1.6 /i fFfiE Media Storage

SZCA Xf HEA BHIAFTBORNE AT A2 BT K Bk Bife Bl B, Bidud. B
P PR B SR SR R A R R o SRER T B S A BT B B A RN A T sk
N PR e S 7S /A

SZCA meets the following storage and use requirements for important media: fire-proof,
water-proof,  shock-proof,  moisture-proof, corrosion-proof, pest-proof, static-proof,
electromagnetic radiation-proof, etc. and implement media usage registration, media copy
protection, information confidentiality and other measures to achieve the security protection of the

media.

5.1.7 JRYIALFE Waste Disposal

SZCA HIAIEMR S5 R GUE HI AT e . FEREBERG . B e 5, MIRFEA R, WK
BRI AL 1R AR5 S AR 22 4 s WO B o 28 B 1 o8 A2 A R Ak 8 T R A1 1 3 1R ) 915 Pl
FL PR S BRI AR AL o

SCHFFIAF A A D6 5 A UM RIS A5 RN, FEAC BRI HRE I 1 Rp ik ) 4 B ik, R
EHAG B IERRE AR A e BAT R e S, Dt a AR 2.

The sensitive and confidential information in hardware equipment, storage equipment, and
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encryption equipment used in SZCA's certification service system are eliminated in a safe and
thorough way when the equipment is discarded. Cryptographic equipment shall be physically

destroyed or initialized in accordance with the manufacturer's guidelines before being discarded.

Documents and storage media containing sensitive and confidential information shall be
subject to special destruction measures to ensure that the information cannot be recovered and

read. All disposal actions will be recorded for review.

5.1.8 FHiZ 4 Off-site Backup

SZCA Xt 5 B . # T H S A A A U S AT SR Ay, A B SO D0 R A I
PR3 % 4

SZCA backs up important data, audit log data and other sensitive information at off-site

location to ensure data security in case of disaster.

5.2 FEF#E# Procedural Controls

5.2.1 AJ{E A Trusted Roles

£ SZCA At FIAEMRSS S e b, B AT LR mE B Mk« L TR I Y
SV SR R E AN B, SZCA MU IS M. XA O AR EART . SN EN %
HIE RN . RGN G . etk N SN Rl S50 A 51 %%, BRI
PARFIESR LA SZCA 11 5 Ar e B R He it B D9t

B

In the process of electronic authentication service provided by SZCA, persons who can
essentially affect the processes of certificate issuance, usage, management and revocation, and
other related positions related to key operation are considered as trusted roles. The trusted roles
include but are not limited to: key and cryptographic equipment administrators, system

administrators, security auditors, business administrators and business operators, etc. The specific
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position names and requirements shall be subject to SZCA's position description.

5.2.2 BWES 7 E K AZ Number of Persons Required per
Task

SZCA 1E B ANME 5 MG R B AE 25 AT P 3 ], U E TR E 2 A vE M 3L [F 58
Js, B
(1) AR A EET: F52 3 MAE AN R 2D 2 AR 588
(2) IEPERRGNEGEE: FTEINRKFEEHEANDPRHZED 2 Dl F A I E 5T
(3) HRMZERIES: FTE 2 DS N AL SR

SZCA strictly controls key tasks in specific business specifications. Multiple trusted roles

shall be required to jointly complete the sensitive operation. For example:

(1) For operation and storage of the key and cryptographic equipment, it requires at least two of

three trusted persons;

(2) For background operation of the certificate issuance system, it requires at least two of three

trusted persons;

(3) For review and issuance of the certificate, it requires two trusted persons.

523 81 A B8R H E X ¥ Identification and
Authentication for Each Role
il SZCA WIFEER N 51, #R¥EFTHE A AR T S % 5] . SZCA R4S A e fElk

PEFRERAIAUR, R ERRGHERAER 118ER B30, REEESE2atm. X+
22 R T, SZCA RGUK ST 78 BT sk I B I A IR 4T 9 .

All SZCA's in-service staff are identified according to their roles. SZCA grants the required
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system operation cards, access control cards, login passwords, operation certificates and other
security tokens according to the operation nature and authority of each role. For employees using
safety tokens, SZCA's system will independently and completely record and monitor all their

operation behaviors.

5.2.4 FEZB 3T 48 A /A & Roles Requiring Separation of
Duties
NURIERG 24, EEAEA OB RN, B SZCA BRI S Ml AR Y NAB AT
SZCA #ATHRTT 7 B 10, BFRHEART F oA .
(D AEA 55 528
(2) iE-Fsk CRL %%
(3) ARG LS4y
(4) CA#HEH
(5) @4t

In order to ensure security of the systems, it should follow the trusted role segregation
principle that the trusted roles must be assumed by different personnel in SZCA. Roles requiring

segregation of duties include, but are not limited to:
(1) The acceptance of the certificate businesses
(2) The issuance of certificates or CRLs
(3) System engineering and maintenance
(4) CA key management

(5) Security audit.
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5.3 AR #EH# Personnel Controls

5.3.1 B £ ML R ER Qualifications, Experience,

and Clearance Requirements

SZCA W ARET]AGE A (i) TAE N A BAR ORI T
1. B RIEFAAE A TR 5
2. ESFEZGEHE B, IR SZCA MG HE L E B
3. ST SZCA IR ZAEHMME. HE ML
4. HARGHDANRF B8 BLEGNE 5T 0 AR AN A Mk 22 )7 5
5. R RE MR E1ERA;
6. TIEFILIRICHR;

7. REEAZC AL AR L AUR A AR TAF LR, st SZCA MHSRAET I
A% 5 J5 g L o

The qualification requirements of personnel who undertake trusted roles in SZCA are as

follows:
1. With good social and working background;

2. Complying with national laws and regulations, obeying SZCA’s unified arrangement

and management;
3.  Complying with SZCA's related security management norms, rules and systems;
4. Having good personalities and working attitudes, with good working experience;

5. A good team player;

74



P
‘m
“r SZCA &HRIE(EIEZ CP

SZCA Global-Trust System CP

6. Noillegal and criminal records;

7. Personnel in key and core positions must have relevant working experience or pass

relevant SZCA training and examination first.

5.3.2 R IFEFRERF Background Check Procedures

SZCA R LRI MA T E T M E. SZCA 5 KA TE0R AN &1,
e SZCA FIE L LI RIHE.

B RIHE S NERAREN L RE.

1. EARHECREGHRIE. TAEZD . B B8 /KRS PR G 7 T 1R 7

2. MBREROSIEAFEDHI, EEENEHEL. BRIER. R AN
LARITHNHE

LT L4

Lo ST SSER OB B0/ A VOB T BhA . SRGEDLT VR AT it
DREBT BRI B S8 A O

2 AR U 9 {5 BRUE VTS S BT BB SR
sk

3. FLARBI T RS DA% BRI 55 40507 s A SR 7 52

FEMPBLID ., V5 S B RIE B A B4 75 5 U5 I SZCA {5 A BB 24

BEXTHAEATH S, 2P A DIZE SRR B, s . AR, (EAEET SZCA
HEFSZHE AR SZCA BT EME S5 KR

The employment of SZCA's employees must be subject to strict and credible background
check. The background check procedures for trusted employees of the SZCA shall be completed

by the SZCA cooperating with relevant government departments and investigation organizations.
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Background check is divided into basic check and advanced check.

1. The basic check includes check on identity, work experience, career recommendation,

education, and physical condition.

2. In addition to the basic check items, the advanced check further includes the check on

credit conditions, criminal records, social relations and social security.
The check procedure includes:

1. The HR department is responsible for confirming the personal data of the applicants.
The following materials shall be provided: relevant valid proof such as resume,

graduation certificate of highest education, qualification certificates, ID card, etc.

2. The HR department identifies the authenticity of the provided materials by telephone,

network, letter, interview, etc.

3. The employing department examines the applicants through daily observation, on-site

assessment, and scenario testing, etc.

The operators of the RA, RA branch and LRA must also be assessed with reference to
SZCA’s Trusted Personnel Check System. LRA may add terms for check, probation and training
on this basis, but shall not violate SZCA's procedures for certificate acceptance and the

Certification Practice Statement.

5.3.3 Y ZE 5K Training Requirements

SZCA B AIE MBI R R, 4 THIRI R AT, ZRE B AT
1. SZCAIZEMR;

2. SZCA HARMK R

3. SZCA ‘%4 g BARNEMHLH;
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5. PKI ZEAfE1H

6. SO UEAN A% AR T

7. RMEVRE AL 5 P P

8. CP. CPS BUKMAHFRARAEAFLFF ;

9. SZCA EIBUR. B K INES:

10, EZRLT HFIUEMRS 1 ER e 27,
11, AR EREAT IR 155

SZCA 4 5 TS IE B LI B sk I A, X128 K SSL IR S5 as ik -BAAD 25 44 1iE
PHERAE AT AZ T, b R AT 28 i B Il 9115 31 Baseline Requirement H 525K ) M 35 1% I

TAEHT LR RETKT o

Based on the requirements of trusted role, SZCA provides the corresponding pre-job training.

The comprehensive training are as follows:
1. SZCA operation system;
2. SZCA technology system;
3. SZCA security management policy and mechanism;
4. Job responsibilities requirements;
5. PKI basic knowledge;
6. Policies and procedures of authentication and review;
7. Disaster recovery and business continuity management;

8. CP & CPS policies and related standards & procedures;
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9. SZCA management policies, systems, measures;
10. National laws, regulations, standards and procedures of electronic certification service;
11. Other training required.

SZCA records and archives the training attendance of employees. For operators and
reviewers who issue SSL server certificates and code signing certificates, they must pass the

training before taking up their posts and reach the skill level required by Baseline Requirement.

534 B 5 )| B B M1 E K Retraining Frequency and
Requirements
T AREAEA OB EEA ORI N R, FEREDERZ SZCA AR EI—k. X

TIMERGUSEM RN R, FFEEDIAT YRR EREM ARG MAh, SZCA KR YE
PRI RGTH . RIS SEEOR, A IR EERN Gt AT 4k a5

For personnel who act as trusted or other important roles, they shall be trained at least once a
year by the SZCA. For personnel related to the operation of the certification system, they shall be
trained on relevant skills and knowledge at least once a year. In addition, SZCA will require
personnel to receive further training irregularly according to the requirements of its system

upgrading, strategy adjustment, etc.

5.3.5 LERf ¥ A HRIRF Job Rotation Frequency and

Sequence

SZCA MR H 5 75 B HE AR R 4, e I R AR DL T

SZCA will arrange job rotation according to its own needs, and the rotation period shall be

determined according to the specific condition.
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5.3.6 RAFRIT AR Sanctions for Unauthorized Actions

2 SZCA T T AT T R A BRI AE , SZCA SRR B 2% 1k 1Z N 0L 122 4 iE B A IC
o HMIZN RARTBAT NEITE T E M, SEREXT %A N R PIEIRALE . T, BHR DL AR
A FVEN A A F 4 e

When SZCA's employee performs unauthorized operations or exceeds the authority, SZCA
will immediately cancel or terminate the person's security certificate and IC card. SZCA takes the
measures of circulating a notice of criticism, fine, dismissal and transferring to judiciary

authorities for treatment depending on the seriousness of unauthorized behavior.

537 M 3 H 24 AN K E K Independent Contractor

Requirements

SZCA BRI NI BRIEAN R BB R R 5 2, WG RV 2E =TT Ik N RS 5 KRG 4E9 . )
FHEAE, B T TAE N RS F RE L ASL, S5 N L iAE SZCA B N el
BORRE RN A 5 AR o [ 34 75 0 b AT 06 SR SRS IAN 22 e RVE RGN, A L AE s

FERR IS SZCA IR -

SZCA employs professional third-party service personnel to participate in system and
equipment maintenance due to insufficient human resources or special needs. In addition to
signing a confidentiality agreement on the work content, the service personnel must undertake the
relevant work under the whole-process supervision and accompany of SZCA's personnel.
Necessary training on knowledge and safety specification is also required to strictly comply with

SZCA specifications.
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538 R4t 4 B T B X &4 Documentation Supplied to

Personnel

TERF N B EUIE], SZCA $AELS R LB SO O FR A IR T LU R LK
1. SZCA G LF M
2. SZCA H-FIMEMEZ5 RN
3. SZCA FEARMKZRICTHY;
4. SZCA LA PHIRESE,

The training documents provided by SZCA to employees during training or retraining include

but are not limited to the following:
1. SZCA Employee Handbook;
2. SZCA Certification Practice Statement;
3. SZCA technology system documents;

4. SZCA security management regulations, etc.

5.4 #HitHEFEF Audit Logging Procedures

5.4.1 IEFFEHHIZEE Types of Events Recorded

BT RALE SZCA W E K2 A2 E s FT i 8] BD 32 0 SR A0 w8 v EREE RS = v,
X, NERTFIHENREE ZERGENER, HMNIZASUFMEE:
1. A RAE H R E

2. WP,
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3. SRR,

4. TR,

5. CRFMFHISER.

R E AR EAR T

(1D HRAGRIARER S, ORRERAR. &0, 26 KE. 1. BE.
AR B AAEI R AE

(D) BT I TR, AR A e EVRL O

PR

(3)  UEPHIEHEM, SRR, B2 HRIE R RAL G BRI E
I SO0 IE BRI DR A7 455

(4) AR A RS EE, OFEBRERE. ME. B, s RE%
EFM, B RIIEARIIVIE CA REERNES), W T CA REMERIARR
BT ) L s 4 B 3 RGO AR ARG ) KU R A, A U
CAFEACRABL. TEUMIER, RGO, B s R AT A R

(5) Bl KA AN 2l W 2 = 4

(6) RGHEIEFEM, UFHRGEMMKCH, REMRAEIE. Wk, KEBIESCE
5

(7> CA WHRIVr A, AFERAN G CA i, JERAN Skt CA Bt S B [
N2 4 A7 Al O R 7 17 5

(8)  AMFANGEHIER, BREMEBUIRMK S FiFidx, REMRMHIE. ZE,
B HIEIC S, ARSI,

All major security events occurred in SZCA will be automatically timestamped and logged in

the audit trail records. Regardless of manual or automatic generation, these records should contain

81



S~

m
"

-

SZCA EFKETEFK CP

SZCA Global-Trust System CP

the following information:

The date and time of the event;

Sequence number for the record;

Type of record;

Record source;

Event recording entity.

These events include but are not limited to:

(M

@

3

“4)

®)

(6)

Management events in key’s life cycle, including generation, backup, storage,

recovery, usage, revocation, archiving, destruction, private key compromise, etc.;

Management events in life cycle of cryptographic equipment, including receiving,

installation, unloading, activation, use, maintenance, etc.;

Certificate application events, including subscribers' acceptance of user agreements,
units accepting applications, verification of application material, preservation of

application and verification material, etc.;

Management events in certificate’s life cycle, including application, approval, update,
revocation, etc.; System security events, including successful or unsuccessful access
to the CA system, unauthorized access and access attempts to the CA system
network, unauthorized access and access attempts to the system files, reading,
writing or deletion of security & sensitive files or records, system collapse, hardware

failures and other abnormalities;

Security events recorded by firewalls and routers;

System operating events, including system startup and shutdown, creation or

deletion of permission, configuration or modification of password;
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(7 Access to CA facilities, including the access of authorized or unauthorized personnel

and attendants, as well as security & storage facilities;

®) Management record of trusted persons, including application record of accounts with
network privileges, record of system access application, modification and creation

and personnel change.

5.4.2 %3 HE W A Frequency of Processing Logs

SZCA AT — IR H S EREAANEE, 10 EE BUR L E RS, & H AT RIER S
&M B ie v H S T NgEATR A by, DS R B 2 ) 2 S AR AR AT
SIS SRR N (1 6 ft gt AT Ak 2

SZCA carries out log tracking process on a weekly basis, reviews the violations of policies
and other major events, and analyses the certificate issuance system logs on a monthly basis. All
the audit logs are checked and reviewed by specific personnel regularly in order to discover the

significant security and operation events and take corresponding measures timely.

5.4.3 #Hi HERIIRFHIR Retention Period for Audit Logs

SZCA RAGH I HE, RAFMIROVIEF R RUE L4

The SZCA system audit log shall be kept for seven years after the certificate expires.

5.4.4 # 1t HERIRY Protection of Audit Logs

SZCA HAT 4% FVBLATE 05 I I HI it Wi 0R R SZCA BB 51 4 REFEITIX L&
BN XU TR IR TR, AR SR IR R RBUAET U5 ] D328 IR AR AT
BN RS HR A o

SZCA implements strict physical and logical access control measures to ensure that only
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personnel authorized by SZCA can access these audit logs. These records are under strict

protection, and unauthorized access, reading, modification and deletion are strictly prohibited.

5.4.5 #HitHE &M F Audit Log Backup Procedures
SZCA ' THER ER SORS Halk 558 PR GONTE T8 N D3RR H BEAT H T H SR ER T SO g VA A
o T SORSELAE BB R o T BRIER SO N i A7 A2 T 5 A7 T 22 A R SRS P N

SZCA’s audit trail documents are archived and backed up by the business administrator and
auditor for audit log and audit documents monthly. All documents including the latest audit trail

documents should be stored in disks and placed in a secure document library.

5.4.6 HIiHIE RS Audit Collection System

SZCA w B HE# i ARG LLd Lk 55k, A RN RECR GRS T
1 #iFHSIRE RS

2. EPEERL

3. IEPRBR ARG

4. EPHRRS:

5. EFEME(E RS

6.  DlIEH RS

7. Wk, BdEE R E AL

8. HAMhFEE RS

SZCA uses the automatic review system to review records and materials, and automatically

report review events to relevant personnel or systems.
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1. Audit log collection system,;

N

Certificate management system;

3. Certificate issuance system;

4. Certificate directory system;

5. Remote communication system;

6.  Access control system;

7. Website & database security management system;

8. Other systems to be audited.

547 X 3 W F 4 £ & B & & Notification to the
Event-Causing Subject

SZCA RIMIEIR, Kl Ik & AT 8, RV R Ve B e sl &, Re
SRR X 5 476 Tt XS o AR ek 3 AR AT R B 4 D) o Bees 3 L TP AR 55 3858
AR T Kb B A e o

SZCA A BLRTE & 5 3 BT 1 LR HEAT I8

When SZCA detects the attack phenomenon, it will record the attacker's actions, and trace the
attacker within the scope permitted by law. SZCA reserves the right to take corresponding
countermeasures. According to the actions of the attacker, measures such as cutting off the
services that have been opened to the attacker and submitting them to the judicial department may

be taken.

SZCA has the right to decide whether to notify the entity resulting in the event.

85



P
-m
— SZCA &HMEIEIKZ CP

SZCA Global-Trust System CP

5.4.8 BS54 1F{E Vulnerability Assessments

SZCA EMAE AT RGNEIIVEVEA, TFRIE PGSR, BEI REUH SC i it «

SZCA shall every now and then carry out system vulnerability assessments and adopts the

according measures timely.

5.5 127314 Records Archival

5.5.1 JHEIE XA Types of Records Archived

SZCA UL N JLRHEMEAT A, AR EAR T
(D AEBRGEBRITHE R
(2)  AEBARE-FRE 512
(3)  AE SRR, ARSI AERIIE A (5 B, SR PG
(4)  HiHEsR,
(5)  UEFS SR, IR S5 H I SR
(6) HLHR, GIEARTHERAE, H. BISEEL
(1) BIINB. ARG SRS
SZCA archives the following events, including but not limited to:
(1) Documents for construction and upgrade of the certificate system;
(2) Certificate and certificate revocation lists;

(3) Documents supporting certificate applications, information on approval and rejection of

certificate services, and agreements with certificate subscribers;
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Audit record;
Certificate Policies and Certification Practice Statements;

Employee information, including but not limited to the background investigation, hiring, training,

etc.

Various external, internal documents for assessment.

5.5.2 IR R IR TFE AR Retention Period for Archive

SZCA X FANFE AR IE 5 1 ORAT BAFR , e 7 CPS H1s

SZCA shall provide the retention periods for different archived records in the CPS.

5.5.3 AR HIFR T Protection of Archive

SZCA X &R 7~ Wty ARBUE ARG SO, A 2 4 ) BN AR OR 9 15 I A ™
EVE PR, SRIFRIE SO AN SPAIR, B AR Ui ek, MIERECH e B ek
74,

SZCA has secure physical and logical protection measures and strict management procedures

for all types of archived documents in electronic, tape, and paper form to ensure that archived

documents are protected from damage, unauthorized access, modification, deletion, or tampering.

5.5.4 AR & T2 Archive Backup Procedures

T RGBT IIRICR, AT &0, & SCIFREAT A T
XFFASHERBORE, AR BT, (R EERIU™ A 1 it ORI 22 2k

JITAT VARG PR B 1 SCPR RV PEBR T IRAEAE SZCA HIAFI e, B AE b ORAF A o A7
A 10 K P — PR B Y P S AR B 5 (15 3K, BAN R R AE B R PR TAEN
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AEEH BB RO T, A B AT B R . SZCA £ % 2L _E ORISR IE X 5 [
HEMIATMER . BRI,

Electronically archived records generated by the systems are backed up weekly and the

backup files are stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures

need to be taken to ensure their security.

All the documents and data archived usually are stored in the main storage site of SZCA. If
necessary, the backups will also be saved in the offsite. Archived database is generally isolated
physically or logically, with no interaction with the outside. Only authorized personnel or others
under the supervision can conduct the operation for reading the files. SZCA provides mechanisms

to protect archives and backups from being deleted or modified.
5.5.5 g% 07 8] Bk K Z K Requirements for Time-Stamping
of Records

SZCA RS FEAE B2 I 20N o i [A] 8K o

SZCA files shall be time-stamped when created.

5.5.6 IHRIEE RSt Archive Collection System

SZCA & THEREARY RINE R G A CP 26 5.4 T EVELH UL

SZCA audit trail collection system is detailed in Section 5.4 of this CP.
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5.5.7 3RBARL VAR5 B KIFEF Procedures for Obtaining

and Verifying Archived Information

SZCA E IR AL E B 7E B 1%

SZCA regularly verifies the integrity of archived information.

5.6 P NERSHLAEHEE Key Changeover
FEUEF R LLAT, SZCA XHREHIEAT ke, ARG IIE+H . AT R AR A RN, ™
Fe3% I8 SZCA X T % E H AT T .

Prior to the expiration of the certificate, SZCA will replace the root key in accordance with
the provisions of CP, and generate a new certificate. When generating the new key, specifications

of SZCA key management will be followed strictly.

5.7 ME S RMEPKE Compromise and Disaster Recovery
SZCA KK (SZCA KAEWRE ) HE RIS HUE . BENAR . AR =AY 55
SIS AE B RE P R S it S it

SZCA will implement recovery in accordance with the procedures and responses for incident
handling, emergency response, disaster recovery and business continuity as set forth in the SZCA4

Disaster Recovery Plan.

571 % # e F 4 # #2 F Incident and Compromise

Handling Procedures

AT S A B ORD 51 5 R AE B G, SZCA BT T — R N AL FE TR RN
WFR TR, Bln: (SZCA REHFEAFE L) (SZCA T RKFHMMN ATNE). (SZCA ARGk
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I HWETT5D.

IR B A T AN DR 42 B8 LA_E D SN SR B2 (R R » AU S4B A2 1R TR A it
R AT BRI R SR, REE AT — IR R MO S SR

To timely respond to and handle accidents and damages, SZCA has established a series of
emergency response schemes and accident handling schemes, such as the SZCA System Fault
Handling Specification, SZCA Major Accident Emergency Scheme, and SZCA System Backup and

Recovery Scheme.

Related personnel will actively carry out the recovery plans in accordance with the
regulations of the above schemes and related systems, and perform the data disaster recovery drill

each quarter, and an emergency response drill on major accidents annually.

5.7.2 THENLRIE A BEE 3R Damadge to Computer

Resources, Software, and/or Data

SZCA Xtk 55 R G0 L HAM 2 ARG BHIR . B R Bt AT 7 %A, IFE 1A R R
SUEBIRRE . REM R IEAE RIREIR . F RN A RAR B IE R AR ST . AR RBIOR . Sl
ER B SE B R B AN T BT 773& RO e, SZCA K% R VR B 1 RIS K =

SZCA backs up resources, software and data of the business system and other important
systems and formulates corresponding emergency treatment processes. When identified the
destruction of network communication resources, failures of devices for daily services,
malfunction of the software, or tampered database, etc., SZCA will launch the disaster recovery

plan.

90



P
‘m
“r SZCA &HRIE(EIEZ CP

SZCA Global-Trust System CP

573 L& F H IR FE A EHFE F Entity Private Key

Compromise Handling Procedures

FEHCER) . NAMEGE R KA T, SZCA ¥ RIUNF IR IR E 223 5

1. SZCA WIERGH FA ST B 5L . bS5 #AE R RGUVE B AT A8

2. ARFEIAERITERT, #8734 I S 5 2 A B JE EHTALE s

3. MR AREIREHECE A A AL GEE, BB CRL /2T IR E

4. NS UrI) e A I IR A e A B K R B AT

5. WRFREME NS E B AR E SO, N RS R PATIRE .

IR T ERE SZCA M55 A B EE B30, W 38k —44 SZCA 224l 55 54 H1 uk
b 558 PR BN HHEAT R

2 CA IRAVEARE R . 85k . ekt #e, SZCA JashE KFEEN 2 FRE R, HlE
TENHRI. R FEERE CAFER, B RELL T .
1. SCEPm BRI IVEAR, 38 3k AN A A FE GRS T gk TiE s, SRR e 8
FH 7R 35 18 52 38 KA
2. 7 RIIEEA S AHR T 2% S IE AR IR &5 A S 1) R St
3. SZEIMEETA A R FET, HH CRL A1 OCSP 18 &, AHE51T 7 AR i
JiE . [FIN SZCA SERPAE B3 R 25 80 % 5

4. HHIEPBERE, %08 SZCA CPS K TIEPE R E, EHER FRIEHM
NEERAER S CA IEP; SZCA FHERA LG, K LBl SZCA FEE. H
ARG HTTP & KA.

g CA AP BLE L . HBiek. B, e B = F B I BEIE I, $:4F CA 5L
i) SZCA HEATIEAR I A B B8 HI0 MK, FRIE 2 AR HIE T
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1. SZCA SLEfa] A FE I IEAR, I Wt A A 2 LA P 34T 38 1, SRS
T G FH P M) 2 0 B2 B RAR 5

o

N7 RIVIE R SR AR AT % P S EAS A IE AR 35 AH SR 1) R G

W

SERI RS A DA R IIETS, S8 CRL A1 OCSP 5 &, HE-H1T ARy
Al

4, FRE CAFPKRIGE, HIR SZCA CPS X TiFHA R IFE, BRI FHE
15

5. SZCA BrHIEPZK )G, HILRE SZCA B EFE. HEMRES 8. HTTP 25 ik
1T R AR -

IEBIT P ALV AT fe LR B sk BIAR . MR BEER, BE MR =& o R, T N

14 SZCA CPS IR, &5 IS UE e, JH4a 8 HE o8 i B e 15

In the intentional, man-made, or natural disaster situation, SZCA will take the following steps

to restore the secure environment:

1. SZCA verification system’s password is changed by the business administrator,

business operators and system administrator;

2. According to the type of disaster, some or all certificates will be revoked or re-verified

later;

3. Directory data and CRL are needed for recovery if the directory is unavailable or

directory with impure suspicion;

4. Timely access to security site as far as possible to restore operation reasonably;

5. If it is necessary to restore the business administrator's configuration file, it will be

done by the system administrator.

If it is necessary to restore the SZCA business operator’s configuration file, it will be done by
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another SZCA security business operator or administrator.

When the CA root private key has been damaged, lost, tampered, or leaked, SZCA starts a

major emergency treatment process and develops a plan. If the CA certificate needs to be revoked,

the following measures will be taken:

1.

SZCA reports immediately to the supervising government departments, notifies
subscribers through the website and other public media, and takes measures to protect

users’ interests without more losses;

SZCA notifies the relevant relying parties to disconnect the systems associated with

the certificate authentication services immediately;

SZCA revokes immediately all the certificates issued and updates CRL and OCSP
information for subscribers and the relying parties. Meanwhile, SZCA immediately

generates a new key pair;

After the new root certificate has been issued, SZCA re-issues the certificates and the
subordinate CA certificate in accordance with the SZCA CPS about provisions of
certificates issuing; After the new root certificate has been issued by SZCA, it will be

immediately published by the SZCA repository, LDAP, HTTP, etc.

If the private key of subordinate CA is missing, tampering, cracking, leaking, or used by

unauthorized third parties suspiciously, subordinate CA should report immediately to the SZCA

and generate a new key pair and certificate request to apply for a new certificate;

1.

SZCA reports immediately to the supervising government departments, notifies
subscribers through the website and other public media, and takes measures to protect

users’ interests without more losses;

SZCA notifies the relevant relying parties to disconnect the systems associated with the

certificate authentication services immediately;
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3. SZCA revokes immediately all the certificates issued and updates CRL and OCSP

information for subscribers and the relying parties;

>

Subscriber certificate is re-issued in accordance with the provisions of SZCA CPS on

the issuance of certificates after the new Subordinate CA certificate has been issued;

5. After the new certificate has been issued, it will be immediately published by the SZCA

repository, LDAP, HTTP, etc. for distribution.

When the private key for a subscriber certificate is damaged, missing, cracked, tampered, or
used by unauthorized third parties suspiciously, the subscriber should apply for certificate
revocation immediately and re-apply for the new certificate following the provisions with the CPS

of SZCA.

574 K FJG K Mk % % 4 ¥ 88 JJ Business Continuity

Capabilities after a Disaster

SZCA fEEBATY 5.7.1. 5.7.2 F1 5.7.3 Wik g ocdf g, i HgmpLa], BAE 24 /)

After encountering the disaster described in Sections 5.7.1, 5.7.2, and 5.7.3, SZCA can use

the backup mechanisms to recover systems for operation and service delivery within 24 hours.
5.8 T AL AR 55 ML #4 B At B A B 48 12 CA or RA
Termination

SZCA #& 1B AR BR AT A7y N8 B 52 458 S PR AN AR 38 B S 5 B DR, 8 B 2 45 JsL DR T
1 SZCA WA E R, ARE YIS R A AT fe 5 Ik R & A7 %

fE SZCA & 1LRT, WA
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1 Z=FEh 55 R A

N

FHL SZCA &1k,

3. JEAES SZCA 15 1A Se Ak,

4. RHIMH MRS %S

5. RS

6. ACIRAAAE SRR

7. AFIEEH O IR S

8. AR H SRS A

9. RHIEH MRS

10. Ab¥E SZCA VS FE B FN SZCA Mb 55 #AF 5

11, AbE NS 28

12, ALBRALE A U OO 5

13. 75 SZCA LML,

TS B S A 2 AR A T K 0k SZCA, JUF- 5258 skl R38R, i — I AS[RIZE
SZCA Z 1k KGRI [a] fRA b, BT3P R R 208 SZCA, #E3R SZCA MAIT 7 i)
MR BT RS2 BR N2 L SZCA, £ SZCA BHFTA T P A, REUE it
BRIAE SZCA 2 1EX51T FRIRE o

The reason for the SZCA termination event may be key damage or non-key damage. Key
damage may result from the loss of the SZCA root key, and the non-key damage reason may be

related to commercial factors.

Before termination, SZCA must:

1. Arrange the business to undertake;
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N

Draft SZCA termination statement;

et

Notify the entities that are related to SZCA termination;

4.  Shut down subordinate LDAP;

5. Revoke the certificate;

6. Treat archive file record;

7. Terminate certificate authority service;

8. Archive main LDAP;

9.  Shut down the main LDAP;

10. Handle SZCA business administrator and SZCA business operator;

11. Process encryption keys;

12. Process and store sensitive documents;

13. Remove SZCA mainframe hardware.

With the termination of SZCA due to key damage and non-key damage, the operations are
mostly the same. The only difference is the time limitation that SZCA stops sending notifications.
As for SZCA termination due to key damage, the process in which SZCA notifies the subscriber
needs to be completed as soon as possible. As for SZCA termination due to non-key damage, it
can take appropriate measures to mitigate the effects of SZCA termination on the subscriber after

SZCA notifies all the subscribers.
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6.\ E RGHAR Z 28] Technical Security

Controls

6.1 FHMN MW A L5 % % Key Pair Generation and

Installation

6.1.1 X HIAE B Key Pair Generation

6.1.1.1 CA FEAXT A B CA Key Pair Generation

CA ZPI0S Hh [ S A5 8 0 1 I AN VF P (R B s AR By . BRI A A, B A7 4
AR TR BB AEFIPS 140-26R HE AH G E o H1 T FIPS140- 247 H 452 Bl K 2508 F 4550
WIS RERORRAE, [ S0 T 2505 7= i ™ i 1 P K, TRIBLFIPS 140- 245 AN 2 IRAAAT
FEAE E KA E B ECR VAT TR TR RE R, BASIRES) R sorl. FHF bk
B A B B RS R GE I [ KBRS R TSR . NS

CATEPINS IR A L RE 75 5 AR B ek — 44 B R 1A o o U AIE DAR DR AR CPS L K A
B EOR . B P B R AR A E 2 R RO ORAE

The key pairs of CAs are generated by the cryptographic devices approved and licensed by
SCA. The generation, management, storage, backup, and recovery of the key pair shall comply
with the relevant regulations of FIPS140-2. Since FIPS140-2 is not a standard approved and
accepted by SCA and SCA implements strict management of state’s cryptographic products,
SZCA only applies part of the provisions of FIPS140-2 under the permission of SCA. Specifically,
the product manual of the device is for your reference. Hardware Security Module used for key

generation must be evaluated and certified by SCA.

The generation of the CA key pairs shall be video recorded or witnessed by a qualified
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auditor to ensure the generation process complies with the requirements of this CP and follow the
separation of roles principle. The procedures and operations related to key pair generation shall be

recorded and archived.

6.1.1.2 iT P Z4AXTE A Generation for Subscriber Key Pair

XFFSSL/TLS UEH NI [ BAEFS, 1177 s P thil 7 3 A IR E

XF T AFE AATLER SR IIE T S AR 2R, BT 7 R A S AR 2SR A A 15 4%
R, ABIARER BN, R AU O S RS ZC A I 2 A I R S
L zail f .

UEFAT P R R AV L A B STEAT LS5, I ARSE i RAE A DA I RAT P e

S5 HHVEIE, SZCAEILIEA LG,

For SSL/TLS certificates and timestamp certificates, subscribers’ key pairs are generated and

kept by the subscribers themselves.

For certificates and code signing certificates that meet the technical requirements of AATL,
subscribers shall use the hardware equipment that meets relevant requirements to generate key
pairs, and private keys shall not be duplicated or exported, and the activation of which must
require a password. SZCA will deliver the activation passwords to the subscribers through secure

channels.

Subscribers have the responsibility and obligation to protect the security of private keys and
bear the legal liabilities arising therefrom. If a subscriber uses a weak key to apply for a certificate,

SZCA will reject the application directly.

6.1.2 FAEHLEIEZE T F° Private Key Delivery to Subscriber

X} USBKey WA FAEH, Hi SZCA ¥ USBKey HFZF 4511 7' X il - BT
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R, AT ERERPIEIR T

For the private key generated internally by the USBKey, SZCA will mail the USBKey to the
subscriber; if subscribers' private keys are generated by their own server or other devices, SZCA

will not need to send the private keys to subscribers.

6.1.3 AHALZESIEFHE KN ¥ Public Key Delivery to
Certificate Issuer

P IEE PKCS#10 #%AE B 215 K G Bl e BT84 e arg X, P73
KT 2O A IR % SZCA &R UET .

The subscriber sends request information, which contains a public key, in digital form
encoded as PKCS#10 or other packing formats with digital signature to SZCA for certificate

issuance.

6.1.4 HTINERFHLA A HIZIZL HKBITT CA Public Key
Delivery to Relying Parties

SZCA A E1E SZCA HE R CAEBMF % CA WEPdr, @i SZCA B M
VEEAT KA . SZCA SZEFI SZCA 3 R #1  AE 3 AFH, PABIE A5 1T 7 Iy 251
fHH

Public keys of SZCA are included in the self-signed root CA certificate and subordinate CA
certificate and published via SZCA's website. Subscribers and relying parties can transmit public

keys by downloading them from this website.

6.1.5 FEHIIKE Key Sizes

SZCA SZFFI) RSA KA 2048 Aol PL b, SCHRFIY SM2 5K E N 256 r, SZFF
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) ECC 4K N 256 oL o R EZIEEEM . BUR E& WIS 28K A HE K
TGRSR, SZCA M52 4.,

SZCA supports RSA keys of 2048 bits or more, SM2 keys of 256 bits, and ECC keys of 256
bits or more in length. If national laws and regulations, government authorities, etc. have clear

specifications and requirements for key length, SZCA will fully comply with them.

6.1.6 2 HSH W ERMS K ERE Public Key Parameters

Generation and Quality Checking

Xt T A AR AR S AR ) SZCA AT 7, A S B 2548 ) [ 5 i B =) L vV RT Y
TN B AR FUE G Bl L. % K. USB Key. IC RAFA AR, JFREM
XA A RN HE . SZCA YONIXEER A A TN BRI FEEC R R& T2
5 1) 2 e K

SobF S8 B AR A, [RIRE A [ 51 A TR h v VR0 N a8 A RV A AT
Bl HL. 2K, USB Key. IC K%5. SZCA A\ AX S F R AN B L. Hkss
O & T R 2 g ER,

For SZCA subscribers using hardware cryptographic modules, public key parameters must be
generated in encryption equipment and hardware medium approved and permitted by State
Cryptography Administration, such as encryption machine, encryption card, USB Key, IC card,
and follow generation norms and standards of these devices. Of course, SZCA considers that
built-in protocols, algorithms for these devices and mediums have already met sufficient levels of

security requirements.

The quality of public key parameters is also checked through the encryption equipment and
hardware medium approved and permitted by State Cryptography Administration, such as
encryption machine, encryption card, USB Key, and IC cards. Of course, SZCA considers that
built-in protocols, algorithms for these devices and mediums have already met sufficient levels of

100



P
-m
“—r SZCA &HMEIEIKZ CP

SZCA Global-Trust System CP

security requirements.

6.1.7 A B B Key Usage Purposes

SZCA HIMR CA BHIUH T2&F LA N IESS:
(1) fRFEAR CA [ HZE
(2) HZ CA IR A8 S5
(3) TR B FEF (U1 OCSP M B3 IEIES) .

WP U 3R 2 e 55, B0 S AE . ANRT IR AN (5 B S8 Bk 2
DR AT DL A5 s A

WA BT S GE. (5B A rTHUBHERE B e B2 2R %
SZCA's root CA key is only used to sign the following certificates:

(1) Self-signed Root CA Certificates;

(2) Subordinate CA Certificates and Cross Certificates;

(3) Certificates for infrastructure (e.g. certificates for OCSP response verification).

The subscriber's key can be used to provide security services, such as identity authentication,
non-repudiation, and information integrity; cryptographic key pairs can be used for information

encryption and decryption.

The subscriber's key can be used to provide security services, such as identity authentication,

information encryption and decryption, non-repudiation, and information integrity.
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6.2 FAHARY 5EEHEIR THE#EH| Private Key Protection
and Cryptographic Module Engineering Controls

6.2.1 % B3 B 5 # 5 2 #] Cryptographic Module

Standards and Controls

SZCA ME B &L B K HE RN M. BN, S, fFiE. &0
FPK B G FIPS140-2 FRifERIAHSSE « SZCA (EIE BN B A&, K1 B 5% 35 4 FLEL
EVFATRTIR T, EFE. SSEGEM FIPS140-2 FRAEMIESR, BAASMEE) miRtm s
kh o HR T35 4 i) 2 R A e 20 o ] o) 2 e B ) 4 . AEE .

Cryptographic devices used by SZCA are approved and licensed by SCA. The generation,
management, storage, backup, and recovery of the key pair shall comply with the relevant
regulations of FIPS140-2. SZCA selects encryption devices under the premise of the national
cryptographic management policy permit, or refers to the applicable requirements of FIPS 140-2,
with specific reference to the information provided by the manufacturer. The cryptographic
module used for key generation shall be authenticated and certified by the national cryptographic

management department.

6.2.2 F\5H% AFE# Private Key Multi-Person Control

SZCA AR ST M. SRR E SRR 2 A hiL], BRI 3 & 2
J7, BRI BB > B 3 A s pTE L Ak, BRI 2 NIE IRV RTIIIG LT
FNEHARIFHA PIN i, A Bext R EHHEAT A .

Generation, update, revocation, backup and recovery operations, etc. of SZCA private key
adopt multi-person control mechanisms. Namely, the mechanism is two out of three, the key

management authority is distributed to three key administrators, the operation of the private key is
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performed in the presence and permission of no less than two employees via inserting cards of

administrators and inputting their PIN code.

6.2.3 FAFHHLE Private Key Escrow

SZCA Tt CA HHTLE W5

SZCA has no CA key escrow service.

6.2.4 FAYH& 4 Private Key Backup

CA WIRLVHORAEAE DS it DI A BT RGOS o, PRV & R E 0 302 N
UL A TSR, ARG BN AT CA RV -

SZCA X CA WIRHBEAT &6y o T B AR IT 7 P, EVCEW BT %0, JExt

A FIALPIR A & AR il LA ORI, B IR AR S ORIt

The CA private key is stored in an environment that is protected from high temperature,
humidity, and magnetic fields. The backup operation of the CA private key must be done by 2 or

more people during the initial generation of the system.

SZCA makes a backup of the CA private key. The subscriber's signature private key is
generated by the subscriber and it is recommended that the private key be backed up periodically
and that the backed-up private key be protected by a password or other access control mechanism

to prevent unauthorized modification and leakage.

6.2.5 F\EHU31Y Private Key Archival
CA ARG, SZCA XRFHBEAT HEEIFORAF 2> 7 4. ABHIEI N J5 ORAFAE SMED
FREN I, FRAEICT %A X .

SZCA ANHRST P IFAEH
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After the CA private key expires, SZCA archives and keeps the private key for at least 7
years. The private key is saved in an external storage medium by encryption and stored in a secure

arca.

SZCA does not archive subscribers' private keys.

6.2.6 AEHFAN. BHEMLIEIR Private Key Transfer into or

from a Cryptographic Module

SZCA AT P AP BE(F s h b ip G K 0, AN SRV IR A o X A7
BAF AR AT, AT P R R OF B B AT ARIEAR SR, 1T ) H BTN
Jia, BRI R EER A O PRy SR T 1] 425 1) 475 it o

SZCA does not provide the export of subscriber’s private key from hardware cryptographic
module or allow this operation. As for the private key stored in the software cryptographic module,
and if the subscriber is willing to bear the relevant risks, he/she can choose the way of import and

export with access control such as password, etc.

6.2.7 A H 7 i T % 5 £ 3 Private Key Storage on
Cryptographic Module

CA Z G535 % 45K T 5% 25 6 TR L VB AN o ) AR 55 28 5 S L, R 5 i s e 52
/D FFE FIPS 140-2 = bR dEBR S5 90 22 47K, FAEH B A0 A7 i 7 IR 55 4% 2 i LA 2
TEBEA A iy F AR AN 2 B SO BRAE AR AR 2 S AL 2 Ab

VP IR B AE 7 A B R 054 B A2 1Y) USB Key /i 8 SCHHIE 59, BT 76 USB
Key AR, #BLLEE SCHTE UARAF o X T8 F AR BB i A b 2E e FAH B U 72 R A
SRR AR AE R, 1T P AT DL E SRR A A R e R P AR

H T2 A7 AR 25 24 0E 0T P AL I B AR 2 g i B 22 /D 5 & FIPS 140-2 — i bn i B
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The CA system's cryptographic device uses a cryptographic server approved and permitted
by SCA, with hardware cryptographic modules that reach at least Level 3 of FIPS 140-2 or
equivalent levels of security, and the data for the private key is stored in the hardware of the
cryptographic server and does not appear in plaintext outside the hardware of the cryptographic

server throughout its life cycle.

The subscriber's private key is stored in a USB Key media or file certificate that complies
with national cryptographic management regulations. All private keys stored in the USB Key are
stored in the form of ciphertext. For private keys generated using the software cryptographic
module, they are preferably stored and used in the hardware cryptographic module, or the

subscriber may choose to use a specific software cryptographic module with security measures.

The hardware cryptographic module used to securely store the subscriber private key for the
code signing certificate at least meets the FIPS 140-2 level 2 standards or equivalent level of

security.

6.2.8 BUEFAEARI 7L Method of Activating Private Key

FEYVE PN A QR P R RS RIS A AL, BT ROE IR, FE 2 2
G [F Y .

Xt FAFTRAE T W1 USB Key Ja A Jna L ecE HAR A 2 0 B 1R s pg s B b (117 7 A4
B, AT R R 1A IC REET R R, AT BN E TR KB
F USB Key. IC RAFMAMM B, BANGRYH L, WAPHBEE . X TAERAET it
SNV A BB B FARH TP REAZR & B RO i A B L ORGP 0L, DA 1IEAE A
BRI, AN SUE T R TH AU AL B o I RAFTBCE R A S e
AV D ORGP, B4 B S B A R P I A8 R A AL B R o SR 1 & PR A
B, AR EEYONESE, RN DA ReRE A .
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Key administrators use their own administrative cards to log in to the cryptographic server.

Two administrators need to be present for the private key activating operation.

For subscriber private keys stored in, for example, USB Keys, encryption cards, encryption
machines, or other forms of hardware cryptographic modules, subscribers can protect them by
passwords, IC cards, etc. When the corresponding driver is installed on the subscriber's computer,
the private key is activated by inserting the USB Key, IC card, etc. into the corresponding device
and entering the protection password. For private keys stored in the subscriber's computer
software password module, the subscriber should take reasonable measures to physically protect
the computer to prevent other persons from using the computer and the associated private key
without the subscriber's authorization. If the private key stored in the software cryptographic
module is not password protected, the loading of the software cryptographic module implies the
activation of the private key. If a password is used to protect the private key, it is necessary to

enter the password to activate the private key after the software cryptographic module is loaded.

6.2.9 f# & F\ A BIE IR &S W) 7 ¥ Method of Deactivating
Private Key

B
i
T

HOEH S E OB A REFRSS AR E YL, TR IIIRME, FE 2
PEHE RN

— BRI, BRAFIXFORSHME R, AR A TIESPIRES o RS LRI A 24
H, APRRR SRS, REEIAT — IR ERAE, WORE AT IR, B GEATIGE

SZCA fE B AR IR 1077 sNE IR B RRAE . DI A s AR Az T
ARG RERBEUERI AR, LA DLBEAT A R A .

WP B AL IR B B AT OE, SRR R IR TH SN, BCE JERE I3 p B
MBS, DI, AR R .

Key administrators use their own administrative cards to log in to the cryptographic server.
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Two administrators need to be present for the private key deactivating operation.

Once a private key is activated, it keeps active unless it is deactivated. For some private keys,
they can only be operated once each time they are activated, and if a second operation is required,

they need to be activated again.

SZCA can deactivate the private key by logging out, cutting off the power supply, removing
the hardware cryptographic module, logging off the user or system, etc. No unauthorized person

may ever perform the operation in question.

The subscriber can deactivate the private key at his or her discretion. The private key is
deactivated when the computer is logged off after each operation, or when the hardware

cryptographic module is removed from the card reader and the power is cut off.

6.2.10 HEFEAR) 7L Method of Destroying Private Key

UERAVAAN AR R, B SRR T N A A B B B e i i e i R ELAE T3
WA, A2 ZAF I B S T B o 7 TR ER s AR PRI s A, R4
BB IC RELIBIRTNE. R, P M TS AP PIN #5. IC 55 thah
S EidEE

WP IRV A A, B8 S AL B B (0 A ST RIS B8 e m Al 5, FRT 7 P LA
BT, T LRI BB, I AIEA R TUE. ¥R BB P RS DR A7 A AR
(1, AT A AZ A CP FIE AT

If the private key is no longer in use, or after the corresponding public key is expired or
revoked, for the circumstance that the key is in the software encryption module, it must be cleared
by methods of mulching. For the circumstance that the key is in the hardware encryption module,
it should be cleared in the encryption device or IC card. Meanwhile, all the PIN codes, IC cards
for activating the private key also must be destroyed or recovered.

If the subscriber's private key is no longer in use, or the public key corresponding to the
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private key expires or is revoked, the method of its destruction shall be determined by the
subscriber, and the subscriber must ensure the effective destruction of its private key and assume
responsibility therefor. The subscriber must comply with this CP if the key is saved and archived

after expiration.

6.2.11 ZLEIRFIPFf Cryptographic Module Rating

SZCA i FH B 28 00 4 PR =3 4L o AN F B 1 28505 72 o

SZCA uses the cryptographic products approved and permitted by SCA.

6.3 # (A X & B A I fh 77 T Other Aspects of Key Pair

Management

6.3.1 A47J3%4 Public Key Archival
X R G R A IR AT S I AR ORAE, X R A PE B AT XA, #ifkae
R TR AEE . AHRIME, SZCA & W 57¢ AR B A .

SZCA should carry out archiving and preservation timely for public key data generated by
the system and use symmetric encryption for public key information. Ensure to obtain safe and
complete public key information. Once the key reaches the expiration date, SZCA will complete

the archiving operation regularly.
6.3.2 EF 5 & AN H KA XA Certificate Operational

Periods and Key Pair Usage Periods

HAX A P PR I S AT RO O — B R84 IR eSS, A R EAEIE S
ARRAA T U T H 7254, AR IRASEE I (0 ROWR . (HA2, 9 7 PRIESE

108



~
m

“—r SZCA &HMEIEIKZ CP

SZCA Global-Trust System CP

WEFAT RO N 254 HOAE B AT BASGIE, 2 i FE 91 PR AT DAEIE 5 i AU BR BA A

ST AR FAEAS, FLBE AT 0 V38 3o 15 B A e K A S PR A T

LA TR CAE, AR AR 25 4;

20T CAET, ARONEK AT 20 4

3XF AL AR, AR R KA 39 4~

4% SSL RS AIES:, A RO E AT 398 K, ;

5. 0 THEEGE, A R0HEKAEL 10 4.

6.5 T PDF 2 2 iEHAMBAIE S, A RIHRKA T 3 4.

The use period of the key pair is consistent with the validity period related to the certificate.
For a signature certificate, its private key can be used for digital signature only within the validity
period of the certificate. The service life of the private key does not exceed the validity period of
the certificate. However, in order to ensure that the signed message is verified during the validity
period of the certificate, the public key can be used for a period beyond the validity period of the
certificate.

For different certificates, the maximum period of use allowed by the certificate renewal for
the key pair is as follows:

1. For root CA certificates, valid for a maximum of 25 years;

2. For subordinate CA certificates, valid for a maximum of 20 years;

3. For code signing certificates, valid for a maximum of 39 months;

4. For SSL server certificates, valid for a maximum of 398 days;

5. For timestamp certificates, valid for a maximum of 10 years.

6. For PDF signature certificates and email certificates, valid for a maximum of 3 years.
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6.4 BEEEPE Activation Data

6.4.1 EVEEIER P24 5 &3 Activation Data Generation

and Installation
N TR RV 22 4, UEAS VT P AR P2 R 22 258 s s D AR AIE 22 4 vl 5, DT 8 G FAEH
Bt . Befmes. SRR . BB sRE BEAEE R B P EE .

CA RN RIS EE D 2135 B S S B I s 7 8 AV A MR RO R, T A% 33k
TR P RAER . TP S ESE, BT FEIEPH a4 (IS E SRR
i), USB Key. IC RIERE 4%, #NIE L4 SRS N4,

WA RVARBGE R, BT FEEIEPR A4 (PSS H SRR 4 . USB Key.
IC RHVERE A%, #MRTELENFERNAE T E . XEEEEE, At 24
SEM S IS MG ST e X FIE— A s £,
SZCA @A P BATITIE

BT BIARY 1 A EB R AZ AR AN G B8 B, NAZIEE DL R JLAJE N -

1. &/ 8 e sy,

2. BOAE—ANFRHEM—ANFHG
3. AEe SR Z M IE 7755

4. ANREFNHRAE R 24 AR A 5

5. NEEMEFHAH . HIESHT,
6. P 2E BB KIFFERE.

Subscribers must use secure and reliable generation and installation of activation data to
protect the private key from exposure, theft, unauthorized usage, modification, or unauthorized

disclosure.
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Activation data of CA private key must be generated, distributed, and used strictly according
to the requirements which are related to the segmentation of key activation data and key
management. Activation data of subscriber private key, including password (provided in the form
of password envelope, etc.) used to download the certificate, USB Key, login password of IC card,

must be generated randomly in secure and reliable environments.

Activation data of subscriber private key, including password (provided in the form of
password envelope, etc.) used to download the certificate, USB Key, login password of IC card,
are generated randomly in secure and reliable environments. The activation data are delivered to
subscribers safely and reliably, such as through offline face-to-face submission, post courier,
delivery, etc. For activation data of non-single usage, SZCA suggests users modify the data by

themselves.

All the protection passwords should not be guessed easily and should follow the principles as

below:
1. Contain at least 8 characters;
2. Contain one character and one letter at least;
3. Not contain many same characters;
4. Not be the same as the operator’s name;
5. Not use birthdays, telephone numbers;

6. Longer substring in user name.

6.4.2 BUEBIEK{RI Activation Data Protection

XHF CA RV RIS Bt 6 200K S0 Bt 4% I rT 52 1K 07 3 B R AR B R A5 N 4

B, HEE N R E 5T HI 2K
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VI P BB B s A A 22 4 vl SRR R PeA, R T 2B R, ANl #idth N T3k R .
W RAERT A 1A B PIN RS AR AR, 1T 7 B2 AR 1 H 1 A 5k PIN 9, B 1Bt
FRELGTE . A0 BAE AT s AR AR AR, T P N VR B 9 1 AR R e N AR B

o RN T RCEALSS RGN LA T2, NAZEH S B AT 12 24

Activation data of CA private key must be separated in a reliable way and kept by different

trusted personnel. The administrator must meet the requirements of responsibility division.

Subscriber’s activation data must be generated in a safe and reliable environment and
properly safeguarded, and cannot be leaked to others. If the certificate subscriber uses a password
or PIN to protect the private key, the subscriber should take good care of the password or PIN to
prevent leakage or theft. If the certificate subscriber uses biological characteristics to protect the
private key, the subscriber should also pay attention to preventing his/her biological characteristics
from being illegally obtained. Meanwhile, in order to meet the security requirements of business

systems, activation data should be modified regularly.

6.4.3 BUEEYERIFH E 7 H Other Aspects of Activation Data

AT P AR BEOE Bl AT 1A, BRI IR R R T R el Bk
R P BARSAE ] o

AT RIS Bt AN 7 L RO A5 IR ORI EN I R T e T E e . kR ek
AEARAUE T, BB 45 R TR I R (5 I8 L Ao B 15 s ] 3 SR AT 280 1 0 7y B 4
i, ELUie A 1A AR AR UL UK B o

Activation data of subscriber's private keys shall be protected from loss, theft, modification,

unauthorized disclosure, or unauthorized usage during the transmission.

The activation data of subscriber's private keys which are no longer used shall be destroyed
and protected from theft, disclosure, or unauthorized use during the destruction. The result of
destruction is that some or all of activation data can’t be recovered directly or indirectly from the
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residual information and medium, papers recorded with passwords must be shredded.

6.5 THHENLZ 4 %] Computer Security Controls

6.5.1 Al B HE L L & R E K Specific Computer

Security Technical Requirements

SZCA X A G5 B % 2 E BT & B SO s EATUE R EOR, filE 2l 5B M2 4
PRI MG, R E T LLSE . HAAMC . B R A EOREHE a4 S
RIS IE . DT ER] . YR R NPT BUE L 2% 17 el 15 1) 45

SEAT RS R R BHEN L], ARALINE R4 (BHE CA RS, RA 290 ViR
NGy O HE— (I 5 TP FR U5 I BB PR A PAAT AR R D0 23R 1 e IMBLBR o 177 7] IS (RN R
M P4 12 A RBCFIE XA R &7 X

MR A T T B iR CA BB A RE R LT ER RS, As
SR RGBT A -

L RGNS AL R G &, A7 RG0S HAh RG0S AR R . XA BT AR Ik
BT R 1 N R e 15X 19X 2% (18 U7 1) o A5 P 917 K st BEL LE A PAY AT R NAR A 7 2R GE R 2% 5 BIR ]
ViR R GRS .

SZCA's information security management of the system meets the requirements of relevant
national standards and regulations. SZCA draws up comprehensive and perfect security
management strategies and standards, which have been implemented, reviewed, and recorded
within the operation. The main security technologies and control measures include identification
and authentication, logic access control, physical access control, management of personnel's

responsibilities decentralization, network access control, etc.

A dual-factor authentication mechanism shall be utilized in the login process to validate the

digital certificate and username/password of users. SZCA assigns each user of the CA/RA system
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a unique account with minimum permissions according to the requirements of users.

Strict security controls ensure that the system of CA software and data files is secure and

reliable and will not be accessed without authorization.

The core system must be separated physically from other systems and the production system
must be separated from other systems logically. This separation can prohibit network access
except for specific applications. The usage of a firewall is to prevent intrusion from the internal

and external network production system and restrict activities of the access production system.

6.5.2 i+HEILZ2EVEE Computer Security Rating

SZCA MRIFFAEMA FE T TRE , LI EF N L RN ESR, K L5
HHIE. SZCA B CA RGE. WU BEFA R G E AR Al MR 3 E fa 1 RIS &

F&T o

SZCA implements a security rating system in accordance with laws, regulations, the
provisions of competent authorities, and the national rating requirements for computer security.
SZCA's CA system, network equipment, hardware, and system software have been tested, verified,

and officially accepted as qualified products.

6.6 Ay F A AR$EH Life Cycle Technical Controls

6.6.1 R4 K1%E#| System Development Controls

SZCA AT B AT A ARG LA JR -

Lo e AR RIS T R I RE, SR AR G b 4 IR AR AT
2. M A N R SR I IR R A

3. FERFEF AT RIFAT A MR I G, B g T AR =
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4. AR EE AT AT AL A
5. B=J7URUEAE A
6. AN o A ATa] SEPE BT

[FIRF, SZCA AT R RAEMTE, BRI 2% CMMI ks, AT 1R AT
A

The software design and development process of SZCA follows the principles as below:

1. Establish an internal application system for upgrade and change. The employees should

follow this system strictly;
2.  Establish an internal purchasing process and management system;

3. After the programs have passed strict tests in the development environment, they can be

deployed to the production environment;
4.  An effective online backup must be done before deployment changes;
5. Verification and review by third parties;
6. Security risk analysis and reliability design.

The operation specifications for software development, with reference to CMMI standards to

perform related planning and development control.

6.6.2 ZEEHEH| Security Management Controls

CA R G ™M R R It T AT (0 AR e R e 7™ 4% (1 DN B8 e 5 A AT e A A A
AT SO T R 210 SRAE G I FEAT AR ] DhREMAANIE 3% . SZCA IEXAIE R G #EAT &
JRRIASTE 0 B e A A K

SZCA RH —Fh R I8 B FoR I AL RGEBCE, AR IE AR BE L
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The CA system has strict control measures, and all the systems can be used only after being
rigorously tested and verified. Any modifications and upgrades will be recorded for reference and
made for version control, functional test, and record. SZCA also carries out regular and irregular

inspections and tests on the certification system.

SZCA uses a flexible management system to control, monitor system configuration, and

prevent unauthorized modification.

6.6.3 A HAR £ H| Life Cycle Security Controls

SZCA WAE RS HAEIF ¥ g B A TP SRR TGt R, b 6048 1o, A2 i
Wzt

Software and hardware of the SZCA certification system have sustainable upgrade plans such

as the arrangement of software and hardware lifetimes.

6.7 M %2413 H] Network Security Controls

N T HRINES 24, SZCANIENL S R E T NRIGIN . 24 ih PR
W RS0, JFH R SR kG AR 2Tt BRI E KRG, DU
RE PR AR B T R 45 1) XU o

In order to ensure network security, the SZCA authentication business system has been
equipped with intrusion detection, security auditing, virus protection, and network management
systems, and updated to the version of the above systems, as much as possible to reduce the risks

from the network.
6.8 BJ[8]Z% Time-Stamping

SZCA $#EMEFF A RFC 3161 ER PN TR BRI )95 R A B SR T RO B AR ) o 14 B
I‘EI—J o
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SZCA provides a time-stamping service that complies with RFC 3161 with a time source that

uses standard time provided by the National Timing Center.
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7. B IEBHEHEFIRAELIE RSP
Certificate, CRL, and OCSP Profiles

7.1 {EF Certificate Profile

SZCA 1 F B VELHAIE 0 sAT & B A SRR UE SR, & ITU-T #3700 — /N E BrbsifE ITU-T
X.509v3 (1997): {5 BHEAR-FFIMARSG HiZ-H 3k DAEHEZE (1997 4E 6 H) FrifEAT RFC 5280:

Internet X.509 AFHFEANEBEEIE A CRL £544 (2008 45 H ).

The detailed certificate format used by SZCA meets the requirements of relevant national
standards and is recommended by ITU-T as an international standard ITU-T X.509v3 (1997):
information technology - open systems interconnection - the directory: authentication framework
(June 1997) standard and RFC 5280: Internet X.509 public key infrastructure certificate and CRL

structure (May 2008).

7.1.1 RZ5 Version

SZCA Z R HIEBFF & X.509 V3 fRIFHH% .

The certificate issued by SZCA conforms to the format of X.509 V3 certificates.

7.1.2 IEFHP B I Certificate Extensions
SZCA & Tf#H X.509 V3 Gl FBerdEmiAArEY RILLIAL, A T HE XY RO, H
¥ RIS FFA RFC5280 #rifE . EV Guidelines £K o

In addition to the X.509 V3 certificate standard items and standard extension items, SZCA also
uses customized extensions; and all the certificate extensions shall comply with the RFC 5280 and

the EV Guidelines requirements.
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7.1.3 HEX R FRRAF Algorithm Object Identifiers

SZCA ZRIERd, BB An R AT N sha256RSA.  sha384RSA. SM3withSM2.

The signing algorithm identifiers of certificates issued by SZCA include sha256RSA,

sha384RSA, and SM3withSM2.

7.1.4 ZFHF Name Forms
SZCA %R HIEH5 44 PRI 2 A% UM A 2475 X.501 Distinguished Name(DN) ) % 1] 44
%R

SSL/TLS ilEH5 F @A R S A gl «.” , “-7, “ 7 FhgFrF, s AR TR 7R %50

NE AR BAEHKAE .

The name of certificates issued by SZCA is formatted in accordance with X.501

Distinguished Name (DN).

SSL/TLS certificate subject items cannot only contain metadata such as ".", "-" and " "
(empty) characters and/or any other indication that the value/field is absent, incomplete, or not

applicable.

7.1.5 ZFRPR%] Name Constraints

AEH .

Not applicable.
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7.1.6 iE 5 3 BE X R b5 R fF Certificate Policy Object

Identifier

EV SSL IE+ 5l X R AR AT 1.2.156.115215.1.4.1 } 2.23.140.1.1 (Baseline Requirements

ZR)

OV SSL ilE 5 %K W& XF % #r R 77« 1.2.156.115215.1.42.2 F 2.23.140.1.2.2 (Baseline

Requirements %K)

DV SSL ilF 5 % W& % % b5 iR 75 1.2.156.115215.1.4.2.1 f 2.23.140.1.2.1 (Baseline

Requirements #3K)

EV RS 42 E 0 5mE X RAR AR 1.2.156.115215.1.5.1 £ 2.23.140.1.3
AL 25 UL TSRS RARIRAF: 1.2.156.115215.1.5.2 % 2.23.140.1.4.1
S A2 5 SR RARRAT: 1.2.156.115215.1.3.1

AN NIEFS SRBE X RARIRAF: 1.2.156.115215.1.1.1
BURUIE S RGN AR AT 1.2.156.115215.1.2.1

EV SSL policy object identifier: 1.2.156.115215.1.4.1 and 2.23.140.1.1 (Baseline

Requirements)

OV SSL policy object identifier: 1.2.156.115215.1.4.2.2 and 2.23.140.1.2.2 (Baseline

Requirements)

DV SSL policy object identifier: 1.2.156.115215.1.4.2.1 and 2.23.140.1.2.1 (Baseline

Requirements)
EV code signing certificates policy object identifier: 1.2.156.115215.1.5.1 and 2.23.140.1.3

Common code signing certificates policy object identifier: 1.2.156.115215.1.5.2 and

2.23.140.1.4.1
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Email certificates policy object identifier: 1.2.156.115215.1.3.1
Personal certificates policy object identifier: 1.2.156.115215.1.1.1

Authority certificates policy object identifier: 1.2.156.115215.1.2.1

7.1.7 K& R #) ¥ 8 BB A 7% Usage of Policy Constraints

Extension

AEH

Not applicable.

7.1.8 KGR E£FHIEVEFE X Policy Qualifiers Syntax and

Semantics

AEH .

Not applicable.

7.1.9 REEFRERT RIKIEE BN Processing Rules for

the Critical Certificate Policies Extension

AEH .

Not applicable.

7.2 EPHEEFIER CRL Profile

SZCA EIA% Kk CRL GEBHESHIZER), HPERMEH. SZCA ZEKH CRL HEF

RFC5280 HrifE.

SZCA issues CRL regularly for the subscribers to query. CRLs issued by SZCA follow the
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RFC 5280 standard.

7.2.1 A Version

SZCA FIEBHE R K X.509 v2 FAIE k%K.

The CRLs issued by SZCA are formatted in accordance with X.509 v2.

722 CRL 315 CRL % H # & 3l CRL and CRL Entry
Extensions

SZCA HIHEPBHEEFIER (CRL) s&—ANi A I [ 2 B &4 1 2 measiE B e s
#. CRL & R#E 2 CA, SZCA i@id kA CRL IRELEFIE R B TIEBRPRSE R,

(1) CRL AT : HKFEE CRL MRAMEE, SZCA KHMZF X.509 V3 ik 5 X} M)

CRL V2 fRA.
(2) %45k SZCA KH sha256RSA. sha384RSA. SM2withSM3 %44 53
(3) Mik#H: fREBRHMMDN &, HEZR. A, Wi PG BT TRE 44 44 R
(4) AR TE) . $5E — N H W/ TME, FHELRWIA CRL KAGRIN (A

(5) BEFTIFE]: $5E A HIP/SEE, A BAEREA R —k CRL REE R AT R 18] (CAhR #E 55
fi 380 .

(6) MEUERFIR: 82 O mEMIERYIER . RYFRDEH BT H5 F0IE-B e
H AR (8]

(7) MURHLAEARRIRFAF (Issuer Unique Identifier): ATARIFH RIGIELE CRL _E2ELZ KA
FHEH. EReHIIEI— CA A E %5,

The CRL of SZCA is a revoked certificate list with a timestamp and digital signature. The

issuer of CRL is CA. SZCA provides certificate status information through releasing CRL.
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(D

@)

€)

“)

®)

(6)

(7

CRL version: It refers to version information of CRL. SZCA adopts CRL V2 corresponding to

X.509 V3 certificate.

Signature algorithm: SZCA adopts sha256RSA, sha384RSA, and SM2withSM3 signature

algorithms.

Issuer: It refers to DN of issuing authority, including country, province, city, organization,

department, common name, etc.

Effective time: It refers to the date/time which indicates CRL issuing time.

Update time: It refers to the date/time which indicates the next issuing time of CRL. (It's an

enforced field in this CP).

Certificate Revocation List: It refers to a list of revoked certificates. The list contains the

certificate serial number and revocation date and time.

Issuer Unique Identifier: It is used to authenticate the public key which is used to verify the

signature of CRL. It can distinguish different keys used by the same CA.

7.3 FELIEFIRE T OCSP Profile

SZCA Xk H IETF PKIX TAEHIF KB —MELIUEFIRA WX (Online Certificate Status

Protocol, OCSP, RFC6960), %MWM E X 7 — Pbs i 15 SR A0 A5 B 20 AR DA IE 5 22
BT .

SZCA K 1) OCSP Wi B /b AL 25 PLR ik i) OCSP AU HE AN P4 725 -

Version: % 7 ¥ {3 HI ) OCSP WM IIRA S SZCA HIELUE RS BON v1 Rt
signatureAlgorithm: %%& OCSP [ 5 %;

responderID: %K OCSP ISR, 25K F A FAM SHAT B i 28 AIEH EU 44
producedAt: OCSP i 87 A= B (1) H AT [i] 5
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5. Signature: OCSP i By S 7254 5

6. Nonce(— X HEBENLE): LIRS RIH S H 15— requestExtensions 7% 5 Al K. 7H S -
(1) responseExtension A8 & AL & — R VERENLEL, 7 b BSOS

7. AEFIRES: EPRRPCRES, SFEER. MR,
SZCA adopts an Online Certificate Status Protocol (OCSP, RFC6960) developed by the IETF

PKIX working group. This protocol defines standard request and response information formats to

query whether a certificate is revoked.

The OCSP response message issued by SZCA contains at least OCSP organization basic

domains and contents described below:

1. Version: OCSP protocol version number used by the client. The version of SZCA OCSP is

vl;
2. SignatureAlgorithm: Algorithm used for signing and issuing OCSP;

3. ResponderID: ID of the entity that issues OCSP. It consists of SHA1 of the issuer’s public

key and DN of the certificate;
4. ProducedAt: Date and time when OCSP response message is generated;
5. Signature: Digital signature of OCSP response message;

6. Nonce: The nonce, which is used to prevent replay attacks, is included in requestExtensions

variable of the state request message and responseExtension of response message;

7. Certificate status: The latest status of the certificate, including effective, revocation, and

unknown.
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7.3.1 OCSP % >R 1 W B2 4L # Processing of OCSP Request

and Response

—> OCSP 55Kt & DL Hedfi - WA S 55 BRI ARIEF bR iR AT R] S (9™ R T4
FERSZ—MERZ G, OCSP 5% b i AL I 2647 40 R Azl «

SZCA 1] OCSP MR fF & RFC6960 #xiftt. % i@t hitp #piljil SZCA ] OCSP
M4, SZCA Xt &E M iER#IFATH A, OCSP % % iF @ F RFC6960 & X

id-pkix-ocsp-nocheck [ fE Tl o
o {5 E M1k
® i ViR 5% A A B AR A SR IR 5%

® IEREE TWINIRSS A FHEMMEE, R —NERFFERA L, B4 OCSP ik
Sk A ARG R WIS, IR RN E R R R

PP i€ 1R [l AR (e 1528 % 38 s A AT By 286 4%, R PIEPIESEHE: IERa. 2
A RA. [IEAEE LT -

® [HSEIEAMIA

® N 5% AR ALK

® XiEREGUEF 1A

o WLy e

® AL RERRF S
o XIS (5 BHSIEH%4

IR A, OCSP ARSS A 2xiRk Al —/MEEME B, IXSHHRE B SZCAIEPERE
N4 . B E R R E A,

® RIEAIHE AL FIIER (malformedRequest)
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® N4 (internalError)
® M5 M (trylater)

® FHEZY (sigRequired)
® R#ZHL (unauthorized)

An OCSP request contains the following data: protocol version, service request, target

certificate identifier, and optional extensions.
After receiving a request, the OCSP server carries out the following tests during response:

SZCA's OCSP response complies with RFC6960. The client accesses SZCA's OCSP service
via the http protocol, and SZCA will check the query request. The OCSP signing certificate

includes the extension of id-pkix-ocsp-nocheck as defined in RFC 6960.
® Information is formatted correctly
® The response server is configured to provide the request services

® The request contains all the information needed by the response server. If any pre-condition
is not met, the OCSP server will return an error message. Otherwise, it returns a determinate

response.

All determinate responses are signed by the certificate issuer key. The main response statuses

are valid, revoked, and unknown. The response message consists of the following components:
® Reply syntax version

® Response server name

® Response to the request client certificate

® Optional extensions

® Signature algorithm object identifier

® The signature after the response information is hashed
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If an error occurs, the OCSP server will return an error message, which doesn't contain the

key signature signed by the SZCA certificate issuer. The error message includes:
® malformedRequest

® internalError

® (rylater

® sigRequired

® unauthorized

127



P
-m
— SZCA &HMEIEIKZ CP

SZCA Global-Trust System CP

8. W\ iE ML 4 & i+ 5 H B ¥F A Compliance
Audit and Other Assessments

8.1 ¥ 14 4 2 8L 1§ £ Frequency and Circumstances of

Assessment

SZCA ¥ FF & UL T P-4 -
(1) AMEBPEA

RIEEE CEFEAVE) CETMERSEHINED . (R TANEIRSS B E B IME) 55
AL, SR EE M FE SR .

AR [ B AT ] B, 43252 58 = W T LA IR 5 3 Webtrust H7t.
(2) WHEBIEAY

SZCA Iz 5 #aFH/N A, RN EVREEIM . CPS/CP A At SZCA PN 3 & 21 i BF

T, EWIEAT N A, BB N IR, RIS DR A
SZCA will conduct the following assessments:
(1) External assessment

It is subject to annual assessment and inspection by the competent authorities in accordance
with the laws and regulations of China, such as the Electronic Signature Law, the Measures for the
Administration of Electronic Certification Services, and the Measures for the Administration of

Passwords for Electronic Authentication Services.

It will receive regular Webtrust audits by third-party auditors in accordance with international

and national standards.
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(2) Internal assessment

The SZCA Operational Safety Management Team, in accordance with regulatory laws and
regulations, CPS/CP, and other internal SZCA management system regulations, conducts regular

internal reviews, usually at a frequency of once a year, except in exceptional circumstances.

8.2 PFLHE KA Qualifications of Assessor

SRERE IR, MAEITIZEEH, Ae2Editaly, HitmpERar.

(1) AGERAPEEMBAERA, REEELZETREMEOR, FEBORMZ 2%t
A RI R =TT INIE AR 55 B 5

(2) RS IR B TR A A S LA T H T

(3)  E4 WebTrust tAIIF ik %5 % i ;

(4)  SZIEHEE. BUME IR E RG240
PR T N RIS B e A BN s R A

External auditors shall be familiar with IT operations management and have many years of

audit experience. The auditor requirements are as below:

(1) Proficiency in the technology of public key infrastructure, with information security
tools and the qualification for third-party certification services related to the audit of

information technology and security;
(2) Able to conduct audits independently in accordance with auditing standards;
(3) Qualified for WebTrust certification services;
(4) Bound by law, government regulations, or professional codes of ethics.

The internal auditors shall be the Operational Safety Management Team or its designated

personnel.
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8.3 VAl FE 5 %% VEfli 3 B ¢ &R Assessor’s Relationship to
Assessed Entity

BTV HE S SZCA 2R BATARTIN S5« W SSAER, Bl Fe AR 2 DL Al
FOPERI R R AR o

SZCA NI E 5 CA MARGEH O WS B G S EAE R TAE R A A5 A 5
AES.

There are no businesses or financial dealings between the third-party assessor and SZCA, or

any other interest sufficient to affect the objectivity of the assessment.

SZCA's internal assessor does not overlap with trusted personnel such as CA's System

Administrator, Business Administrator, and Business Operator.

8.4 14 W Topics Covered by Assessment

BREISESEk T ERN SN
(1) CA Pysi s Az
(2) BB TR,

(3) H:fili CA 54l

(4) TIEFS A= i o A
(5) CAMEZ U AT

(6) &AL AR RER 22 4 XK
95 =07 H THIM R S AL 2 I WebTrust 58T HOA RCd AR AET I ER, X SZCA 3474
RVACC R o

The assessment includes, but is not limited to, the following:
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(1) CA physical environment and controls;
(2) Key management operations;

(3) Basic CA controls;

(4) Certificate lifecycle management;

(5) Implementation of CA business rules;

(6) Determination of whether there are other possible security risks.

The third-party auditing agency performs independent audits of SZCA as required in

WebTrust's most recent standards for effective audit.

8.5 X HEE A LRI A T Actions Taken to Address

Problems and Deficiencies

FH=TTHUNRI AL, SZCA B RAE VAL 2 R I R AA L, RATA I et i
Bt LA SRRSO RS, RS HON R R A, DLAO RE S LA PR DR A

SZCA SERMNIRIEAL Ja , PRAS N 375 50 H A Rl H I PEARTS 1L, A8 AR SRR BE AT
TIPS AT, gk el A, IR 4R S IMIE A SZCA 188 L8 /M.

For the assessment by a third-party auditor, SZCA will check for deficiencies and
shortcomings based on the results of the assessment, submit corrective improvement and
preventive measures and a corrective action plan, and accept its review of the corrective action
plan and re-assessment of the corrective action.

Once SZCA has completed the internal assessment, the assessor is required to make a
detailed list of all problem items, refer them to the relevant functions for assessment and
improvement, resolve the issues and notify the SZCA Operational Safety Management Team in

writing of the results.
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8.6 TFh4 R HIME1X 5 XA Communications of Results

T N E S B SZCA 1878 74 HUNATE A T W AT A A, XT3 =
TN E TS 25 R, SZCA W 1EA 7 B M (www.szca.com)BEAT A AR . W& 11145
RATRERT P i 2t R, SZCA N I A 3] il o

AR 55 =75 1AL A PIAly S A 0 DA 45 SR B RIS S, AL AT SE B ) SZCA 3
WA A H AT 50, RS SZCA KRR, S A ME KIERSN: SZCA fREE(EIX T I
{pFEL

For internal audits, the results are communicated and published internally by SZCA
Operational Safety Management Team, and for the results assessed by third-party external auditors,
SZCA will publish them on the company's official website (www.szca.com). SZCA will notify the

subscribers of any potential security risks timely.

Third-party should communicate its purposes and methods to SZCA in advance and obtain
the consent of SZCA before notifying the evaluation entity of the assessment results or similar

information, except otherwise defined by law; SZCA reserves the legal rights in this part.

8.7 HIRiFAL Self-assessment

[FA CP 8.1,

Same as this CP 8.1.
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9. LTI E VS22 Other Business
and Legal Matters

9.1 3% Fees

9.1.1 iFBERE5E I 5 H Certificate Issuance or Renewal
Fees
FRYE T« N 58T R AT M 2 HB 1T TR 58, SZCA BB H A Fi T IE 5 S Al D AR 5% 28 FH o

TEIT ] SZCA 2 H & FHE S B35 E R B, SZCA $RET45 5197 P SZCA iE P2 R & & FiE B
EHATNRUCRTUE . brdE S a0,

SZCA will charge reasonable fees for certificates and related services in accordance with the
regulations of the market, price departments, and industry authorities. When a subscriber requests
various certificates from SZCA, SZCA will inform the subscriber in advance of the items,
standards, and methods of fees for various certificate management acts such as certificate issuance

by SZCA.

9.1.2 iEFE#H R Certificate Access Fees

SZCA AU T 3, {EL DR B T e T e 55 A 2 R BUR o

SZCA does not charge this fee temporarily but reserves the right to charge for this service.

9.1.3 ik FIRE/E B & # 5% F Status Information Access

Fees

SZCA AU T B, {EL DR B T e T e 55 A 2 R BUR

133



P
-m
— SZCA &HMEIEIKZ CP

SZCA Global-Trust System CP

SZCA does not charge this fee temporarily but reserves the right to charge for this service.

9.1.4 HEBIR%-% FH Fees for Other Services

SZCA B WA AR 55 2% (IR o

SZCA reserves the right to charge other service fees.

9.1.5 IBFKKHEE Refund Policy

1 SZCA B A CP ATl B 5 AE B 5%, 11 7 Al DA SRS uE BB #K . B, SZCA
ST PSR 3 B S ANIR B . SE B UG, T IR Ak a4 A ZAE T, SZCA KB ik
Diga

If SZCA violates its defined responsibilities or obligations under this CP, subscribers can
request SZCA to revoke certificates and refund. Otherwise, any fees charged by SZCA to the
subscriber are non-refundable. After refund completion, if a subscriber continues to use the

certificate, SZCA shall investigate his/her legal liabilities.

9.2 4% #i4F Financial Responsibility

9.2.1 {RF:¥EHE Insurance Coverage
ANEH
Not applicable.

9.2.2 HAh¥E = Other Assets

SZCA HTREA LU I 55 52 TR 45 IR 48 IR ORAE A N, US55 B AT, JF & B K
XA 7 SRR TT 1) 514 E
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SZCA ensures that it has sufficient financial strength to maintain its normal operations and to
ensure that the corresponding obligations are met and that it is reasonably liable to its subscribers

and relying parties.

9.2.3 X Hx & Lk KR 5 2R Insurance or Warranty

Coverage for End-entities

HET, SZCA {UIRYE (74544050 MRLE, X1 HT SZCA BSR4 1T F it il i) B £
ST AR 2% o ARSI P TS P AUE S 102828, IS AT OB RE A7 T AN R] LA R DR A+ A
A CP 9.8, fEEHHITELL T, SZCA B2 HER M =4 B ORI B HE A7 5 P 1 T 2R A

T A 2 e (BB 2 PRAUEAF AR <8 -

Currently, SZCA only provides limited compensation for direct losses caused to subscribers
due to SZCA in accordance with the provisions of the Electronic Signature Law. Payments vary
depending on the type of certificate used by the subscriber and are subject to the same payout
criteria as this CP 9.8. Where appropriate, SZCA will arrange to procure appropriate insurance or
make arrangements for indemnification (such as indemnification of guaranteed deposits) that meet

regulatory requirements in other ways.

9.3 V5518 BARE Confidentiality of Business Information

9.3.1 {&%:{5 B ik Scope of Confidential Information

REE SO EART LUT WA

1. SZCA 5 SZCA #ZRUITEMMIA Z 18], SZCA S HAZA B ML 5T 5 22 18]
SZCA 5HEUFPARS AR T« SZCA KI5 2 18] BN . 1550 o AN 7 55 B o 25

2. HIEA PR AL 5
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3. SZCA Wy i+ H & R HAh o 1+ SOH5%
4, K SZCA INIFE R EE R,

5. RATHRIL BMEUTSR. LA A ERRUREE B S0

6. ITPHERE RS AT E.

PAEA B BRARVEH W SOMUE BRBUR . SERRITT SR ZEKR, B SZCA YN LB, SZCA
B WAL XS A AT B R

Confidential information includes, but is not limited to, the following:

1. Agreements, correspondence, and business agreements between SZCA and
SZCA-authorized registrars, between SZCA and its authorized registrars and
subscribers, between SZCA and other certificate service-related parties, and SZCA

affiliates;

2. Aprivate key paired with the subscriber's certificate public key;

3. SZCA's audit log and other audit documents;

4. Information on the operation of the SZCA certification system;

5. Internal process control documents such as disaster preparedness plans, contingency

plans, security measures, etc.;

6. Non-public information other than subscriber certificate information, etc.

The above information is not obligated and will not be released or disclosed by SZCA to the
public unless expressly required by law or requested by government or law enforcement

authorities, etc., or unless SZCA deems it necessary.
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9.3.2 JEfR%2%{Z 5 Non-confidential Information

FEORE(E BB LT WA
1. SZCA ~ATBERAL R S5 BT KA A M98 S U I E SO R CPS 455
2. WUMERPEREAERAITHEE, Wi A%,
3. IERIRE K MEHAIRGE R
4. HAbTTRUEE AL, ATFIRETAME LR

B EREARRERE L, IEATWE L REW PR =T (R R AR R AR, X T
AR R A B =07 248, SZCA A& BT N IR B FEHR R SR AUR] .

HE: SZCA {5 B R IR P B R T4 Bk (0 5040 TR0 H 4
Non-confidential information includes the following:

1. Instructional documents published or provided by the SZCA relating to the application

and use of certificates, and the CPS;

2. Relevant public information in the subscriber certificate, such as the subscriber's

public key;
3. Certificate status and revocation list information;
4.  Other information available through public, open channels.

Although the above information is non-confidential, it does not mean that it can be used by
third parties for arbitrary and non-authorized commercial purposes, and SZCA and the owner of
the information reserve the right to pursue legal liability against third party subjects who make use

of non-confidential information.

The confidentiality of SZCA information depends on special data items and applications.
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933 R R % {5 B M 5T /£ Responsibility to Protect

Confidential Information

SZCA~ AT/ M5 B SR S5 AR S 507 5%, 3947 SO 15 EAS CP I
€, ARIHARN (R IR A 2 I TTE

SZCA #I%E 5 T35 BTG, 5 B TEITHEDIN, HEXprg i LT ER
PR R A B, MVE 2 LU FRE R AE ] BRI %5 BT N, R SZCA HIE14
T AR A AT A5 S AR A Sk 3 8 K .

BPLESS BRI EOR SZCA AT B Fe HARE AR S, SZCA HZAERHNE L E AT
FHNEOREAT AT RIS, HUEAS BRFAT & R SZCA SR AU, SR A T
EREREE, ATFRTTR. WEMNER . A4 SRR IR (S B EAT AR SR s it 5l
KRS =J5 IR IE LS, SZCA AKIATUE, HiT T st B8k, B4 SZCA 1
PURAEN -

2 SZCA FEIGEHEM . FIENIGERISCA BRI AU i BAT DR VR A5 R
SZCA AT LA RIS T8 A 50 (0 DR 45 0 o XM i AN i 5 DR 11 SRR 3L 55

SZCA, any subscriber, relying parties, and participants in connection with the certification
business, etc., are obligated to assume the appropriate responsibilities to protect confidential

information in accordance with the provisions of this CP.

SZCA develops norms for the confidential management of employee information, and signs
confidentiality agreements with employees. Besides, it will conduct training on information
confidentiality for all employees to regulate employee access, obatining, and use of the above
confidential information, and ensure that SZCA's certificate management strictly conforms to the

requirements of the relevant legal provisions on information confidentiality.

When the owner of confidential information requests SZCA to disclose or reveal its
confidential information, SZCA shall disclose it in accordance with the provisions of laws and
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regulations and the subscriber's request; and at the same time, the holder of confidential
information shall provide SZCA with a written authorization document stating its intention to
authorize the disclosure of information, the manner, content, and scope of the disclosure. SZCA
shall not be liable for any damages to any third party in connection with or arising out of such
authorized disclosure of confidential information, and the subscriber shall be responsible for all

damages, including those of SZCA.

When SZCA is required to disclose information of a confidential nature in accordance with
laws and regulations and judicial authority adjudication documents, SZCA may disclose the
relevant confidential information to law enforcement authorities. Such disclosure is not considered

a violation of the requirements and obligations of confidentiality.

9.4 ™15 EFRE Confidentiality of Personal Information

9.4.1 RRFARY 5 R Privacy Plan

SZCA BHHEFTAII T HIFEFA . SZCA HIFSAAIRY SR, AL IRIEHEAL A ZORAN E Br A A
A NEHEFSAA GRS BT . — B S8 I 5 IR B R IVE R, & CP XS B3l T LLS
4 Z AR A BSAL RS [ A R FAAT -

FEAT NGEFEAE R SZCA ARG, AR R D& A R 32 SZCA 47 KIS fRI
R

SZCA respects the privacy of all subscribers. SZCA's privacy protection policy is
implemented in accordance with the requirements of laws and regulations and internationally
recognized privacy protection principles for personal data. When new laws relating to the
protection of privacy are introduced, this CP will automatically refer to them and enforce them as

the basic basis for privacy protection.

By choosing to use any of SZCA's services, any person agrees to be bound by SZCA's system
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of privacy protection.

9.4.2 fEARAALEFI{E 2 Information Treated as Privacy

SZCA fEE MG T 7 B « VENHEB R SR ELR AR5 B, B e 2 aiEH1E
BIAEFRESE RS, 2T P REAE B S UGESR, JFE1T R, SO EEAE T
Mg, KHRFNENIREHAIER, daxt A SRR ATT.

When managing and using the relevant information provided by subscribers for certificate
application and registration, SZCA will not arbitrarily disclose the subscriber's basic information
and identification information to the public without the consent of the subscribers, or as stipulated
by laws and regulations, and as required by the judgment of the relevant judicial authority, except

for the information already included in the certificate and certificate status information.

9.4.3 ERRFARI{E B Non-private Information

WP APHEBNERENELR, DLAZIEBRPRESE RS, B LATHH, AN
FRAAEE.

The information contained in the subscriber's public key certificate, as well as the status

information of the certificate, is publicly available and will not be considered private information.

9.4.4 {£ ¥ F2 # W) 5 /& Responsibility to Protect Private

Information

SZCA. AEMAT /. M5 B SN S AR S 5074, #A S EIRAS CP I
€, ARAEA R R ORA IR AE B TUE

2 SZCA EARMIAANE M B AANLGIE SRR P M EORTE , B (5 B & il
BRUIEOLY , SZCA AT LA & X Gl e AR I BRAME B o IX P8 AL 1 S B AL R
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P55 SIERAT R B S R 7K, SZCA TN ARIEARAT 534 .

SZCA, any subscriber, relying parties, and participants in connection with the certification
business, etc., are obligated to assume the appropriate responsibilities to protect confidential

information in accordance with the provisions of this CP.

SZCA may disclose private information to specific recipients when required to do so by any
law or regulation, or by a judicial authority in a lawful proceeding, or when authorized in writing
by the owner of the information. Such disclosure is not considered a violation of privacy
protection obligations. SZCA shall not be liable for any loss in connection with or arising out of

the act of disclosure.

9.4.5 FHRIEERE A5 FE Notice and Consent to Use

Private Information

SZCA REUE 2 (120 BRI T A N B, JRRERIT S 2 2T B Ry &
FERERI A NS B

SZCA FEA FAEBHE I E B FIENLR  ATBHAENLIR A BN IE R & 128 P i 2
KT BCE A5 BT & A I BN ARy 2 X G s FRAL 5 B, JE s 5 JT 1 (55 .

SZCA 5HRBOEMHMUKIAE CPS HE 1 B ALBUER Kl 55t B P9 A FH BRI AR A 3T 7 45
Bl WG ELRAT S RAME BT 007 205€ A& LA H i, IR A VFROE LT, AT
AT PO A R, SRS RHRAUEM] .

SZCA takes appropriate steps to protect the certificate subscriber's personal privacy and takes

reliable security measures to protect stored personal privacy information.

SZCA is not required to inform subscribers of its obligation to disclose private information to
specific recipients when required to do so by relevant laws and regulations or by a competent

authority such as a judicial or administrative law enforcement agency through a lawful procedure,
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or when authorized in writing by the owner of the information.

SZCA and its authorized registrars use any subscriber information obtained in accordance
with the privacy policy and within the scope of business as set forth by CPS. If it is necessary to
use the subscriber's private information for purposes other than those agreed upon by the parties,
the subscriber must be informed in advance with his or her written consent to obtain the

subscriber's certificate of authorization if permitted by law.

9.4.6 KT 1EBIT IR #4718 E# & Disclosure Pursuant

to Judicial or Administrative Process

BRAEFF A RS2 —, I SZCA 23T 1 (K4 N B AAE BSR4 58 = 07 4k
L AT R RALF R SZCA 5k 1
2. PEEIT BUMBHARTE R R TR ) SZCA $ H ZER 1
3. CPS HHUE W] DA EE I T

UERAT B E S HRE, 1) SZCA 12 HFEAAME B HiE 1), SZCA KR 15 i AL
P B DR PO AR SAE B BEAT H5 5% -« Lt LR AT I IERAT N, IR AR AR AT 5 B AH R I
B T3 R A BRAME BNE S AE 50 . RARIENT, SZCA —HARIAEAT5T4E

SZCA will provide subscriber's private information to any third-party subject unless one of

the following conditions is met:
1. The subscriber authorizes SZCA to make disclosure in writing;

2. The law enforcement department, government, or other legally authorized department

makes requirements to SZCA in accordance with laws and regulations;
3. Disclosure as specified in the CP.

If the subscriber of the certificate submits an application for privacy information disclosure to
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SZCA for its own reasons, SZCA will disclose the relevant information according to the written
authorization document or relevant agreement. SZCA will not be liable for any loss or adverse
effect arising out of or in connection with the disclosure of such private information in connection

with the disclosure of which consent has been given.

9.4.7 H fth 1§ B #% 5% 1§ /& Other Information Disclosure

Circumstances

FoAts oy H P 3R BRSSP 06 75 R AH SRR S5 7 AR RS SR A AOME
Other information provided to relevant service providers and suppliers that is necessary for

the provision of services to users.

9.5 H1iR7=HL Intellectual Property Rights

SZCA ZAIREXHEFS LA SZCA R BERI & MFAE . SR Bl i & i AR 8 &
FEORIEUE R AR F S B AR AR 2 7 AL

T 5 SZCA KATHIIEFA SZCA $2 Bt EF S — DI IRABL. R AR A0 H 8 0 iR P AL
BJgT SZCA fify, EiRARPREFEEARR THRH SZCA FIMTETECfF. CP/CPS. £
AR SR SCAFFE T 5 5 F a5 8. Bk, SZCA Y H At B ¥ IAE IR S5 MG 7E AEAS
SZCA HIFRALF G, AT LA A SR SR AT 0

FEHA SZCA FAEBMFARMEL T, EfEHZEEMERRI. FRSE 41k
Je s ABERDAEHE AT SZCA R 2R Fbs. BT RE S ZAHIRE R PR R ARER
[GE:ZiS=

SZCA enjoys and reserves all intellectual property rights to the certificate and all software,

documents, and data provided by SZCA, including the right to guarantee the integrity of the

certificates and software, the naming right, copyright, and benefit-sharing right.

All copyrights, trademarks, and other intellectual property rights related to the certificates
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issued by SZCA and the software provided by SZCA belong to SZCA, and the said intellectual
property rights include, but are not limited to, SZCA's relevant normative documents, CP/CPS,
technical support documents and user manuals and other various data, information and materials.
Other electronic certification service providers of SZCA may use the relevant documents and

manuals with the authorized consent of SZCA.

No user may commercially use any name or trademark used by SZCA, or name, trademark,
or trade designation which may be confused with the foresaid one, after the expiration, revocation,

or termination of the validity of any certificate, without the prior written consent of SZCA.

9.6 it 5+H{R Representations and Warranties

9.6.1 HTFINERSHLI KRR 53R CA Representations

and Warranties

1. SZCA ¥y B T4 LMHIEEENEDR, idls CPS MR KT JES, Xfa
FAUE S AR HA BRI 54T 5

2. AR#E CP 3.2 (ZORIGUEHIE A B

3. CRRENET P ARAR AT RN, RS AEAT 2N AOEAS AT R A R SR A

4. USSR FR I R BIAEE S 3 B U A4 9 R R A% e TP Mk A A A B

PR
5. BAEMIEFIET (HE) WER, SRR EAEAMAER NG BIEIEH)
B

6. BOUENE-Ti BT LS 1AM B HER T CRAR PN ) 2 AR B HETBR AN, BEAIS
TIF 5 = T, 5 PR R TR 358 1) 44 R B RIS M 1 45 B AR TE 12 S I P R

7. KRG CP TR KB BAHIET

8. 4 SZCA Hil PTEREK, W SZCA 51T /& Gk B H aT $uAT i H - i3y
ZH PR A CA/N Y 388 3% K AT 1Y) Baseline Requirements 2535k ; 7 SZCA 5
WP AR — SR B ORI, U ER I AARER A T 23
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B P ARG IR IR 2 AR ESAE B R E i) 57 B 4E 4 4 R AR (24x7)
NITHIHME B

SZCA complies with the requirements of the Electronic Signature Law and related laws
and regulations, issues subscriber certificates in accordance with the CPS procedure, and
assumes the corresponding legal responsibility for issuing certificates;

SZCA verifies the identity of the applicant in accordance with the requirements of CP
3.2;

SZCA informs subscribers of any known events, which will fundamentally affect the
validity and reliability of the certificate.

SZCA verifies that the applicant has the right to use or control the domain name and IP
address listed in the certificate subject field and Subject Alternative Name extension;
SZCA verifies the applicant's intention to apply for a certificate (application) and the
authorization of the agent/representative of the certificate applicant to apply for the
certificate on behalf of the subscriber;

SZCA verifies the accuracy of all information contained in the certificate (except for the
subject's agency name attribute item) and reduces the likelihood that the information
contained in the certificate subject other than the agency name attribute item is
misleading;

SZCA will revoke certificates in a timely manner as required by the CP.

If SZCA is not affiliated with the subscriber, then SZCA and the subscriber shall be
parties to a legally valid and enforceable user agreement that meets the Baseline
Requirements published by the CA/Browser Forum; if SZCA and the subscriber are the
same entity or are affiliated, then the applicant representative shall have accepted the
terms of use;

SZCA creates and maintains a 24x7 public repository for the current status information

(valid or revoked) of all valid certificates.
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9.6.2 JE M ML # # BR iR 5 8 fR RA Representations and

Warranties

28 SZCA EiRRE P RAFHEAEMALI RA fRILE:

1. P54 CP. CP Al SZCA FFZALIN . V455 B0 M Hoe SZCA AL 55

HEMIRRE, IR AZ B IT AL BEAIE 5 i

1) ARGEAESREMEL, REGEEIEM A CP UE & B I, )T 7 1 5 it
TR S E MU T IE S FE AR o SR 8, JEM LA
)T BEAT 5 K1 3555

2)  VEMPURE SEAE R TE BRI 8] A 58 SGUE 15 i Ab P

3)  VEMHIAE XS ENT PR SZCA KA CP CPS DL H e M e, AT
FoE ARt R & CPy CPS ANEPB RGN FIATHE T, il P B FIE
SE

4)  1{E SZCA ERGEBI, ANLRNEMHLA K JR T S EBEEH H 1E R SiEHH
WHHE S BA—5

5)  TEAHUAZUAT G B A S VAER RKE B 28 R A7, I T 18 24 R a) e 52

SZCA VA%,

2. JUfE SZCA HIIT KDL S AL BHE . W STEE MG RGUB/E T S AhIZ & R 5T
B

PRIV 5 5

3. MK SZCA MBI B AR N HIET MRS Z PN, 15 RA. LRA 55, FFHEEAT
M K SZCA F#& iz 8 Ik 55 8 BATE, R BEAT M B A B AR

4, B SZCA WIER, i 22 4l iE il BE BAEY% CA B .

5. P2 SZCA RYEA CP MEFZALHM G RA ST, ARERESZ RS 4 i o A% AT
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PATAL A, HRIEAHCI N AL S SZCA 21 i TR 55 S U B i

RA (registration authority) authorized by the legal procedure of SZCA, guarantees to:

1. Follow the authorization agreements, business management specifications of this CP, CP,
and SZCA, and other certification business standards and processes of SZCA to receive

and handle certificate applications in accordance with the law;

1) Take reasonable measures stipulated by laws and regulations and this CP to identify
and verify the identity of the subscriber based on the certificate application materials.
The registration authority is obliged to inform the subscriber if the application

materials for a certificate fail to pass the review;

2) The registration authority shall complete the processing of the application for a

certificate within the prescribed time period;

3) The registration authority is obliged to inform the subscriber to read the CP, CPS,
and other relevant regulations issued by SZCA, and to handle a digital certificate for
the subscriber on the premise that the subscriber is fully aware of and agrees to the

contents of the CP, CPS and certificate service agreement;

4) When generating certificates, SZCA does not allow the inconsistencies between
certificate information and certificate applicant information due to mistakes of

registration authority;

5) The registration authority shall keep the subscriber's information and the information
related to the certification in a safe place and forward it to SZCA for archiving in due

course.

2. Follow the business processing norms, business operation norms, system operation

norms, and other operational service management norms established by SZCA;

3. Set up various subordinate certificate service acceptance authorities, including RAs,
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LRAs, etc., according to the authorization of SZCA, and supervise and manage them in
accordance with industry laws and various operation and service management

specifications of SZCA;

Transmit certificate information to the CA through a secure channel as required by

SZCA.

Accept SZCA's management of the RA in accordance with this CP and the authorization
agreement, including the audit of service qualification and check of specification
execution, and cooperate in the audit of compliance of the electronic certification

business required by SZCA in accordance with the relevant agreement.

9.6.3 i P K % ik 5 8 £& Subscriber Representations and

Warranties

WP — B2 SZCA B IEF:, AU SZCA . TEMLI L AS UL A ¢ 15

MNAEH PUF AR -

. BT RIS SZCA W P MU A CP ) BT 4 sk R4

2. fEAEBMAROAPNAEFE S, U B, AR

3. ATPTEHEIEFIRS ) SZCA SRR SRS R R LS. e AR,
FE R ARIAE TR B . DhIE S B VAR T A

4. HITPUERRTE AR R AT HEAT 0 — kA4, HORIT P B M4, I
HAERATS 20, IERREROET GEBEEEM. M), IEBRARF NI A&
S5 i A

5. TRRERAET, TN AACK IR AT ARAORSER R R, 8 AT E
Y5, RECEHL, 22 A0TSR MR B IRV K3 % o TR . Lkl R &AL
i+

6. MFELEFIRE SZCA ARk fEY], B, Bl JHREE, AdREART R

s R AL ESORTALE 5 IR 55 6 48 T A0 D 5
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7. UEPBAEAR CP iR HUE VG A AR, FURAIE I 2 AU B Al i )

I H T

XF SSLAEFS, T SR 55 PRAE R AEIEFS th 51t 6 38501 44 08 17 P i 5% s
eSS .

HRILCATRIEOL, 1777 RLBIE SZCA HE MAIES:: 1D EH AE B v sk s
NEE IR B HERI (S B 2) IEH P 5 A9 RN PIBOR I B A; 3) A ikdE
R, ZAUS R LR i T 2528 T RS

Once subscribers accept a certificate issued by SZCA, the subscriber is considered to make

the following commitments to SZCA, registration authority, and related parties who trust the

certificate:

1.

Have acknowledged and accepted all the terms and conditions of the SZCA user
agreement and this CP.

Use the certificate for the duration of its validity; once the certificate is revoked, it shall
no longer be used.

All information that the subscriber provides to SZCA or its registration authority during
the certificate application process must be true, complete, and accurate. The subscriber
is willing to take legal responsibility for any false or forged information.

Each signature made by the private key corresponding to the public key contained in the
subscriber certificate is the subscriber's own signature, and the certificate used at the
time of signing is a valid certificate (the certificate has not expired or is revoked), and
the private key of the certificate is used by the subscriber for access and use.

Once the certificate is accepted, the subscriber should assume the following
responsibilities: always maintain control of their private keys; use trustworthy systems;
and take reasonable and safe precautions to prevent the loss, disclosure, alteration, or
unauthorized usage of the private keys;

Prohibited for rejecting any statements, changes, updates, and upgrades published by
SZCA, including but not limited to modification of strategies and standards as well as

additions and deletions of certificate services.
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7.  The subscriber uses the certificate only for authorized or other lawful purposes within
the range specified by this CP.

8. For SSL certificates, the subscriber has the responsibility and obligation to ensure that
the certificate is only deployed on the server corresponding to the Subject Alternative
Name listed in the certificate.

9. Subscribers shall promptly request the revocation of their certificates by SZCA in case
of the following situations: 1) any information in the certificate is or becomes incorrect
or inaccurate; 2) there is any misuse or compromise of the subscriber’s private key
associated with the public key included in the certificate; 3) there is evidence that such

code signing certificates are used to sign suspicious codes.

9.6.4 K5 K%k 5 #H & Relying Party Representations

and Warranties

WK T AEAS FATAT SZCA 25 %% FIAIE F5 5 AR AIF «

1 RGBSR A SRR R+ B B2 ) CPS A UE RSk, 1 IEFS IR H H AT
AR HIPRIE, RAEFFEA CP LE AIE 5 N FH G A B AR IZAE 5

2. AREUTAEABAREAS AT, R R R ISR, AR 8 A AP SR 2% 14 0
ZAEF R A A EAES

3. {E{SMSZCA B R EAS AT, DX HE BT & B AR A H A%, (45 2 & SZCA
NATIIEGHT CRL 8L OCSP SRAFIZIE R IPIRAS, #MZIEB B Bm A &Ik
P AR A B FUE AT S R EIZIE R AR RGE VA e
A H BRI IE A B RIE

— Bl TR 28 LR PR EAT & BEAR B 55, WU e SR SH R s B 5
Bt NI, JF HARIEXT SZCA ik 5 R HEAT M .
4. SHEBPAFHIT N, R QL2 AR CP AT KUK BRI S35 3R T M
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€, JEHGRH AT KRBT PRI DUE A AR IR OS5 IR 263K

S EFEEAS R E AR 7 5 15 1 BT O R — B

6. MM BUKIARIR JEAT DA E TR R MR 5T

When relying on any certificate issued by SZCA, the relying parties ensure to:

1. Be familiar with the CPS and certificate policy corresponding to the type of certificate
being relied upon, understand the purpose for which the certificate is to be used and the
assurances that can be obtained, and trust the certificate only to the extent that it conforms

to the application in this CP;

2. Before trusting a certificate, relying parties must agree to the terms in the relying party
agreement and judge whether the certificate can be trusted in light of the circumstances

and conditions of use;

3. Before trusting a certificate issued by the SZCA, the relying parties have reasonably
checked and reviewed the certificate, including checking the status of the latest CRL or
OCSP published by SZCA to obtain the certificate and confirming that the certificate has
not been revoked; checking the reliability of all certificates that have appeared in the
certificate's trust path; checking the validity of the certificate and its scope of application;

checking other information that can affect the validity of the certificate;

In the event of failure to perform a reasonable inspection due to negligence or other reasons,
the relying parties shall be liable for any loss caused to themselves or others and shall indemnify

SZCA for such loss.

4. Trusting the certificate indicates that the relying parties have accepted all provisions of
this CP relating to the rights and obligations and liabilities of the relying parties, in
particular, the provisions therein relating to the exclusion, limitation of liability, and

warranties and obligations;
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5. Confirm that the content in the certificate is consistent with the certificate required for

trust before trusting the certificate;

6. The relying parties shall be liable for any legal liability arising from their failure to

perform the above liabilities.

965 HEZ2 5 5 K % id 5 #H & Representations and

Warranties of Other Participants

JiTy Heft SZCA LTRSS 575, BIFRETA CP ME.

All other participants in SZCA's electronic certification activities shall comply with this CP.

9.7 R4 7 Disclaimers of Warranties

R CP9.6.1 HHBARAZAK IS, SZCA ANBEAR FARAT (A % Q0 CRIEAD 355«

L APRIEERIT P G807 B2 55 WBRE N

2. AR LT AIESE Bl AR A T R Al PRAE

3. ANKHIEFAER HAE B 1 CLANK R AR AT 534 .

4. XHEFARGUT, WA B IR RETFIE AR S5 W R R 1R K
I

5. WPERA CP9.6.3 ZKIERT, SZCA AAEIHTHE;

WEF AT 3E A CP 9.6.4 Z K ER, 15 LA#Hufs SZCA HITT(E;

o

Except for the commitments declared in CP9.6.1, SZCA does not assume any other forms of
guarantee and obligation:

1. Do not guarantee the statements of certificate subscribers, relying parties, and other
participants.

2. Do not guarantee any software used in electronic certification activities.
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3. Do not assume any liability when the certificate is used beyond the prescribed purposes.
4. Do not assume any responsibility for the service interruption and customer losses

caused by force majeure, such as war, and natural disasters.

5.  When subscribers violate the commitments defined in CP 9.6.3, SZCA shall not be

liable for it;

6.  When relying parties violate the commitments defined in CP 9.6.4, SZCA can be

exempt from liability;

9.8 AR 374 Limitations of Liability

SZCA N CPS #LE HIANEAR S5 PR AL £2,  H 29 AR IG5 R, RIRpt &
FAEWIM R, ik Be s B UG AR SC 546 . {H SZCA REIEWTR I (B T28415). (&
TINERSE HINE) SEVAERFATIIEREN, A TAFH & R0 CPS 24551, M
SZCA AR, ToRG AT BT HEAT W 22 B M

SZCA XTI ' ARKH 7 I R I 2 5T, 2 —FRR&ITi1E. H SZCA RXFREH . 15
Lo (T a s N 772 =7 O (I A2 2 D 1 7 = = 31| 2 TS 17 R - B e e ) 2

LRV A2 55 DT

B ARAT SRR RE TEAS A RV e B R AR R AL R X W B U s A7 M€ » SZCA K
HBEBTEMH, SUEIEBN TIZEBRAA S 5N (BIREAR T KB
SR AR, IR N IREEI RN (R ARTI0:

SZCA only provides indemnities for the certification services stipulated by the CPS, and the
party requesting indemnities needs to provide the appropriate legal supporting documents, such as
the court or arbitration body's award document. However, if SZCA can prove that the services are
provided in accordance with the Electronic Signature Law, the Measures for the Administration of
Electronic Certification Services, other laws and regulations of the certification service industry,

and the CP filed with the Ministry of Industry and Information Technology, then SZCA is not at
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fault and is not required to indemnify or compensate the subscribers or the relying parties.

SZCA's liability for losses to subscribers and relying parties is limited. Furthermore, SZCA is
only liable for direct damages arising from the use and reliance on the certificate, but not for

indirect damages, loss of interest on profits, moral damages, and punitive damages.

Unless otherwise specified in a court decision or arbitration award in force in respect of a
particular certificate, the amount of indemnity payable by SZCA and its authorized registration
authorities to all participants (including, but not limited to, subscribers and the relying parties) of

that certificate in aggregate is limited to the following amounts (in RMB):

HEF R Vet £ 001 R
DV SSL iEH 50,000 7t (RMB)
OV SSL iE+ 400,000 7 (RMB)
EV SSL it 800,000 7t (RMB)
EV RG24k 300,000 7t (RMB)
Type of Certificate Maximum Amount of Indemnity
DV SSL Certificate RMB 50,000
OV SSL Certificate RMB 400,000
EV SSL Certificate RMB 800,000
EV Code Signing Certificate RMB 300,000

FOEB RIS TR ARG, T rH4 0. LaRNZ D, BAEERER
i SR A N B R AL

VBRI PRI 2 R IR SA 5 AR PR A2 RO SO R 78 SR AR B ) e A5 s b R AT LA
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. BRI IEAS,  F IR RIS AR SZCA $2 584 R HH) ST itk A5 17 23k
AT ARG R AE 2R BT 70 i o Xof - BRAINE £ 5 N2 I 10 L Ah 3= A ) 5 A+F 37
K, SZCA Xtk A2 BR AT 70 (W 40 SRAS T i

The liability for indemnity for each certificate is limited regardless of the cost of the digital
signature, the amount of the transaction loss, or the number of claim requesting parties, or the

amount of the claim.

The payment of indemnities within this limit is based on a court judgment in force supporting
the claim or an arbitral award by an arbitral body. Payments are made in the order in which the
claimant files a valid adjudicative instrument or award with the SZCA, regardless of how the
limited indemnity is distributed directly among multiple claimants. SZCA does not indemnify
other requesting parties against the claims that exceed the indemnity limits after the limited

indemnity has been paid.

9.9 %% Indemnities

1.CA N %42 Indemnification by CAs

WP El s T AT 1 RS B R SZCA SR KA E AR 55 11738 52 (K451 %, SZCA 2R Y
BATRFNEBEGE R IR RAATE I AR B SZCA & U PR % Mt Fs . SZCA 1EiT
FHE GORHR AS AN A B B HL BRI R R N AL IE 1555, SZCA KR 45 AR 4%k itk
ITAERLIRE A o X T ZAE5E =T7 /1, SZCA FIZFE5E = J7 M ST R4 B A FdAT 2 i, HiE
eI SZCA F¢ R AR EL SR IR 2K 45 75 JEAT A IR £ AT

T CA RBURFSEARIINE BLZ AN, CA RO EEAS BT B R AT Rk, BT R I
Ho A 52 BRI FH A B SL R DR At OAIE S T 3 52 (AT R AT R ANk . (EO, X
ANIE T ISR N B (L7 PR CA A FRIE A5 11 2 52 PR AR AT 2R 5 463 35 B, ISR
TR B R L% p SR S PR AP I s 1 A S 9 B AR S AR IE B 58 B s o
fE: (D S WIRES, 5 (2) SHmEsrES (EDURT ZaTaT M CA fELSRIUT 4
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WESITEDL, LSRR Fr 30 R e 2 MRS B2 A IR IR 29 )

SZCA shall indemnify the subscribers or the relying parties in accordance with these Terms
and Conditions for any loss or damage suffered by the subscribers or the relying parties as a result
of the certification services provided by SZCA, such as the issuance of a certificate with incorrect
content by SZCA or the delivery of a certificate to a subject other than the subscribers by mistake,
or the disclosure of the key caused by SZCA, or the issuance of a certificate with inaccurate
content by SZCA in the event that the subscribers submit incomplete or false application
information and are aware of such inaccuracy. Where a third party is entrusted, the liability
between SZCA and the entrusted third party shall be allocated in accordance with the contract, but
first, SZCA shall perform all the liability for indemnifying the parties that suffer losses as required

by this paragraph.

Except where CA is a governmental entity, CA shall defend, indemnify and hold harmless
each application software provider from any and all claims, damages and losses suffered by such
application provider as a result of the certificate issued. However, this shall not apply to any claim,
damage, or loss suffered by such application software provider as a result of a CA-issued
certificate, where such claim, damage, or loss is directly attributable to such application software
provider's software indicating that an untrustworthy certificate is still valid or shown to be
trustworthy: (1) an expired certificate, or (2) a revoked certificate (but only to the extent that the
revocation status is currently available online from CA and the application software fails to check

this status or ignores the indication of the revocation status).
2.1T P £ 37 4T Indemnification by Subscribers
A FINETLZ—1, 1T 7 N ARSEAH S 408 2% I 434 T A«

() W7 HEEMHER, o, ERIEHAT S AR AUEF I HRIEAMRL, &R
SZCA. TEMHBUR B 2 =& 32 10 F 1

(2) UEFAE R AR I R I UEAS 3 O B A1 SZCA S HARABUIAE -+ i 55 LA 5
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(3) P R A G RV . Bk, WANFAGH DR MR L 8 SR T A S A
WRHTT« SZCA e HAZBUAEF RS AL ;

(4)  BATIHIEFS A PIRIA R 22 4 DR PP 38 Wt BRAE AN 2 A ) R G FIE S, SEAL B 25
Fev W IR B R 5

(5) BRBASAEFA A NAER], &K SZCAL W7 8 32 15 15

(6) RAEFHTARA CP MU KB RIE S0k 55V FI, B RHIET ] Tk A
IR IL AR B

(7) EBHmE CEEEARTUEBRIYD 875288 HHES;

(8) HAIT M FEA e A4S CP A AR SRR RTEHI TG TE

FET PR HAE B TE R G, ] SZCA SERR5E K M A IZIEF RIE, a2 e 40
CLEATARIES 53, B AR AR SGE-BAE I 2140 (0, 2R SZCA #2[A CP T EATH
REAE, MRIEFBAS ™ A RERTHERIT ) BAT A&,

SZCA 5i] 2BV A G RUE 1, MWILE

The subscriber shall be liable for damages in any of the following cases:

(1) Subscribers who, when applying for certificate registration, intentionally or negligently
provide untrue, incomplete, or inaccurate application materials, causing damage to SZCA,

registration authorities, or third parties;

(2) Failure to stop using the certificate or notify SZCA and its authorized certificate service

provider in time when the certificate information is changed,;

(3) Subscribers intentionally or negligently cause the leakage or loss of its private key and
fail to notify the relying parties, SZCA, and its authorized certificate service provider,
knowing that the private key has been leaked or lost;

(4) Failure to take effective security protection measures for the private key of the
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certificate or use the certificate in an insecure system, resulting in the loss, theft, or leakage

of the private key;

(5) Improper delivery of the private key and certificate to another person for use, resulting

in damage to SZCA and the relying party;

(6) Use of the certificate for other purposes or business scope than those specified in this CP,

or for illegal and criminal activities prohibited by laws and regulations;
(7) Use of a certificate while it is revoked (including but not limited to its expiration);

(8) Other circumstances in which subscribers' use of the certificates violates this CP and

related codes of practice.

During the period between the subscriber's request for certificate revocation and the actual
completion of the revocation of such certificate by SZCA, if such certificate is used for illegal
transactions or other related disputes occur, the subscriber shall bear the legal liability arising from
the related certificate disputes if SZCA performs the relevant operations in accordance with the

specifications of this CP.

If the agreement between SZCA and the subscriber provides otherwise for indemnification,

the provisions shall prevail.
3. k¥ 77 I £% 5T 1F Indemnification by Relying Parties

F P SRS BUE I, R AR IEAS CP4.5.2 F1 9.6.4 WA AR 5 AT A 55 46 5
JEAT AR A% ER ST, SESZCA BUE =T EREER, WA Bk ARk
HEAFI 2

If the user fails to perform the duty of reasonable review and care in accordance with the
norms of 4.5.2 and 9.6.4 in this CP regarding the duties and obligations of the relying party when
using or relying on the certificate, which results in damage to SZCA or a third party, the relying

party will indemnify the said party for the losses.
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9.10 BRHAE 2 IE Term and Termination

9.10.1 AR HARR Term
A CP HAkAZ HEIERAER, KRBT RAS &Rk A B, BoHRAN CP
U7 SZCA Wk FHIREL, X BARN AAM A ATE R, HRATH CP HahEULE IEIH CP.

This CP is effective from the date of release, and the version number and release date will be
detailed in the document. Please visit the SZCA website to download the latest version of the CP,

without notice to specific individuals. The new CP automatically replaces and repeals the old CP.

9.10.2 &1l Termination
A CP M EHFHRASAE SZCA 21l B T IAIE ARG B 5538 ZEZ& IEARSS 7S+ Har i\ TE B
RV, R 2

This CP and its updates expire when SZCA terminates the electronic certification service.
SZCA shall report to the Ministry of Industry and Information Technology and other competent

authorities sixty days prior to termination of service and make proper arrangements.

9103 M AT & 15 {& B Effect of Termination and
Survival

TEA CP i Jed it REBEE. BRAGET . 3. MR &, LR & SZCA
W2 T AT B IR BT 263K, TEAS CP &1k JG TR 4k B2 A 1E

The provisions of this CP relating to audits, confidential information, privacy protection,
archiving, intellectual property rights, and those relating to SZCA's liability and limited liability,

shall remain valid after the termination of this CP.
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9.11 = E5H W/ i# % 514 # Individual Notices and

Communications with Participants

SZCA N HAZBGEMHIAMAE L BRI EM T, WM& L CP R, SEd&EH =, W
HiG . BFHRAE. (SER. AAEESE, DNREET P K507 . 1T 8RS a7, A
JHId SZCA 1k R 73 IA) SZCA &) 1 At SZCA 21k IAH IV 55 A FRAE

SZCA and its authorized registration authorities will notify subscribers and the relying parties
individually by appropriate means, such as telephone, e-mail, letter, and fax, if necessary, in the
case of early termination of the CP. Subscribers or relying parties may also contact SZCA based
on SZCA's contact information to konw the handling of the business terminated by SZCA if

necessary.

9.12 127] Amendments

9.12.1 &I #EFF Procedure for Amendment

SZCA B RV AR T SR BV 55 SR R B, X CP N B HEAT & S 1 BB T3,
CPS %5 /NABFER/DH A —IRA CP, MR ILFF & B SIEHE U 2850 11 EER M AH 5%
E FrbrifE, 774 CP HIESR, FFAIMENSS TR B SLhr i 2

HARMBITRE PRI AS CP 1.5.4 “CP #tHEFEF 7. BITHASI) CP Bk LIEH#4 %, HE
SZCA WM B AR, BHAfMZ HiRAR.

SZCA will make appropriate and necessary changes and adjustments to the CP in accordance
with the requirements of laws and regulations and the actual requirements of the business. The CP
compilation team reviews this CP at least once a year to ensure that the CP meets the requirements
of national laws and regulations and administration department as well as relevant international

standards, the requirements of CP and actual needs of certification business operations.
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The amendment procedures are detailed in this CP 1.5.4, "CP Approval Procedures". The
revised version of the CP will be filed with the Ministry of Industry and Information Technology,

published on the SZCA's website, and effective from the date of publication.

9.12.2 EHIHLH 5 HAFR Notification Mechanism and Period

SZCA HRUEITA CP AUEATARIEAN N, 1 H IRl AT —T7

SZCA fEM i https://www.szca.com & B EHAMBITNE, MEITER CP BERRA,
HAZIT G CP Afiz HifgiZ CP A%, AKX CP BN AEIIALEE, DMEMUS ) CP 2k itk
AT .

SZCA fEN A WERF, BUSIT P BT 16K, AT LLREUHRZT . L W ARS8 1 77 21
bl FARAE RV UE P AR SRS bl RS, AaEE (BEEHEF CP) B CP.

HITPHERBT I CP A JE 15 H N ARSE RIS RN, MONFRIERZ1Z CP 45K,
SZCA shall have the right to amend any term and clause in this CP without prior notice to
any party.

SZCA publishes the revisions, and the full version of the revised in the repository on the
website (https://www.szca.com), and the CP is effective as of the date of publication of the revised

CP. The processing of CP modifications shall be subject to the clauses of the modified CP.

SZCA may send a written (including electronic CP) CP by mail, email, etc. to the address and
email address submitted by the above parties in the certificate application process, if deemed

necessary or at the request of the subscriber or relying party.

Subscribers are deemed to be bound by the revised CP if they do not submit a request for

revocation of the certificate within 15 days of the issuance of the revised CP.
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9.12.3 M 5% # M  F & X B 1§ & Circumstances under
Which CP Must be Changed

WA I HIESL, AT CP #HATAEIT
1. CP#kFRmAE . WA u . BRSAL BFIAME % R
2. WIE RGN R B VG & A E KT R B s
3. IREE IR AT R
4. WA CP I H ZL R,

5. CP WA SERERNEREME R . CA/B RIZEH KA IAHCHTE . WebTrust 8 23K
A2t

The CP must be revised in case of:

1. CP disclosure processes, the scope of operations, technology, etc. do not meet the

requirements of the electronic certification business;

2. Significant upgrades or changes to the certification system and related management

specifications;
3. The requirements of laws and regulations and the competent authorities;
4. Significant deficiencies in the existing CP;

5. Inconsistencies between the CP content and governing laws and regulations, the latest

relevant specifications published by the CA/B Forum, and the WebTrust audit requirements.

9.13 4 AL Dispute Resolution Provisions

SZCA. UEFSIT 7« MM S5 AR AL FL TR 3 rh P AR S T 2 LUR D BR g e

(1) ARIEA CP HHIRE, I TTETT
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(2) ™ SZCA FHIREI 5T 5 s AR
(3) EPRRIM, oA R T AT H
(4) M5 SZCA BIEMHUEBA CP itk S MR SR YRR, 52 SZCA VEN L3
NRIZEBE
If SZCA, certificate subscribers, relying parties and other entities have disputes in the
electronic certification activities, the following steps can be taken for resolution:
(1)  Confirm the party to be held responsible according to this CP;
(2) SZCA's related departments are responsible for coordinating with the applicants;
(3)  If coordination fails, these parties should reach out to the legal authorities;
(4)  Prosecutions against SZCA or its RA over any disputes arising from this CP should be

governed by the people's court in the place where SZCA is registered.

9.14 EHEVEEE Governing Laws

A RAEFS L UEF SRS A B AR RIIE X M) CP BRI, BLAEE . ke, ARk
SR, TEIRTT T BAR RS i AL A B FLAE AT AR A8 P E S, ARSI 525 5
B SZCA KIEMMUMIFTESL (LD 1k

Any dispute regarding the certificate, the certificate policy, and the CP corresponding to a
specific type of certificate, including various disputes regarding its application, interpretation,
validity, etc., shall be governed by the laws of the place where the certificate is issued, i.e. the
place (domicile) where SZCA and its registration authorities are located, regardless of where the

subscriber or the relying party resides or where it uses the certificate.

» \/ VA 0 0 0
9.15 5&EHERKRFE 1 Compliance with Applicable Law
SZCA 75 TSNS, PRy AT & rh e N RN E AT [ X T AE AR A 1 AR T T 2L
SZCA's strategies comply with and conform to the laws of the People's Republic of China
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and the requirements of other competent authorities such as the Ministry of Industry and

Information Technology.

9.16 —&2k2X Miscellaneous Provisions

9.16.1 521 Entire Agreement

A% CP R B AT 512 AR S IS I B Sk B WY R, JF 51T Bl s by
W HABANTE MK SZCA 5% 772 53& Z A 72 B L

This CP shall supersede the previously written or oral statements, explanations, and
interpretations relating to the subject matter and, together with the Subscriber Agreement, the
Relying Party Agreement, and other supplemental agreements, shall constitute the entire

agreement between SZCA and all participants.

9.16.2 ¥%5ik Assignment

A CP RLE HIVIESEAR S 7 KIBURIAN LS5, I AT #eil, &7 B A2 IR
FHICHLE AT -
If the rights and obligations of each party of the certification entity specified in this CP need

to be transferred, each party shall do so in accordance with the relevant provisions of the law.

9.16.3 43 &1 Severability

ANERAC CP HATAR 25 3 B BT T+ 5 SZCA PIrAE A8 5 X R ide i = 2B ol SR e 40 8
A BINAT SIS, SZCA T AR S fRb B BRBE MBATZ 50K, ARS8 2, HARE D

TEARTEARIEAZT 5 19 CP R 2R AE 5 2 1T, SZCA K K IE MR 2 question@cabforum.org,
A CA/B Wiz CP i BT HIME R, I O 2 A IR PR A AE T AR R 5
2 (https://cabforum.org/pipermail/public/).
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#r CP il @K IE LA R, 8L CA/B 1814 1) Baseline Requirements S5 LG22, NI
A CP 5 HAH SRS SZCA NV SSARAE B A AR 2LE o SZCA BRItk 55434 E
BEATIOAH G IR BE, X CP BT, I CA/B RIZ ALK FE 90 KN E K-

In case any clause or provision of this CP is held to be unenforceable or invalid due to any
conflicts with the laws of any jurisdiction in which SZCA operates, SZCA may modify any
conflicting clause or provision to the minimum extent necessary to make them continue to be valid,
and other clauses and provisions will remain valid without being affected.

SZCA will (and prior to issuing a certificate under the modified requirement) notify the
CA/Browser Forum of any modified content in the CP by sending emails to
question@cabforum.org, and confirm that it has been posted to the Public Mailing List and is
indexed in the Public Mail Archives available at https://cabforum.org/pipermail/public/.

If the laws under which the CP was formulated are invalid, or the specifications such as the
CA/B Forum's Baseline Requirements are modified, any related adjustments to SZCA's business
operations in this CP will no longer apply. SZCA's related adjustments to business operations,

revisions to the CP, and notification to the CA/B Forum will be completed within 90 days.

9.16.4 3&#|F 4T Enforcement

SZCA ], FUEFIT . M7 & SLAR AT A CP R RETHLE , AN ISR
RAPAT Z I AL E o
SZCA declares that if the subscribers or relying parties did not execute any item within this

CP, it should not be considered that they need not be executed in the future.

9.16.5 ATHi /] Force Majeure

SZCA AXFRIM A« e KoK MR AR VER . ELIR I B L i A Ad AN AT 47t
JIRFAF P ig A CP HUE IR DR RIS S SE IR BUCIR B AT 1151
SZCA is not liable for any breach, delay, or inability to perform its warranty obligations

under this CP caused by war, plague, fire, earthquake, infectious disease, Internet hacking, viruses,
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and other force majeure events.

9.17 HB 4 Other Provisions

SZCA XA CP A fe &R

SZCA has final interpretation rights to this CP.
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